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A Study on reversible data hiding using the characteristics of
image and solving CZP problem
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Abstract In this paper, we have effectively used the surface characteristics and local
similarity existing in image, solved the problem that there is no CZP(Closest Zero point) that
occurs in a very few images to hide secrete data into cover image by using histogram shift. By
applying the proposed technique, it is possible to hide secrete data invisibly into the cover
image, extract secrete data from the stego-image with no data loss, and completely restore the
original cover image. It is impossible to know whether the secrete data is hidden in the
stego-image because the stego-image constructed by applying the proposed technique has a
good visual quality that can not distinguish the difference from the cover image. The proposed
method is able to hide secrete data at various levels compared to conventional APD(Adjacent
Pixel Difference) technique, and hide secrete data up to 25.1% more than APD in cover image.

Key Words : Cover Image, Curved Surface Characteristics, Reversible Data Hiding, Stego-image,
Regional Similarity
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Table 1. The experimental results of the proposed

algorithm -
o A% | B | sex
G | g | gk | BNR msk| g | AT
HES | (dB) (f%g o7 | 3¢h
) APD 48424 48.60 X X X
(b=1) cover image, splash (b-2) APD=L(0) ) 10 | a4 | .60 . N N,
enna

L(18) | 57302 | 35.28 | 17.63 | 1.90 | 183
L(36) | 60595 | 31.93 | 1546 | 237 | 25.1
APD | 68023 | 48.81 x X N
L(0) 68023 | 48.81 X X X
L(8) | 73795 | 33.95 | 19.29 | 2.02 | 85
L(36) | 74929 | 31.67 | 16.80 | 2.43 | 10.2
APD 60775 48.72 X X X
LO) | 60775 | 48.72 X X x
L(18) | 64883 | 35.82 | 2042 | 1.78 | 6.8
L(36) | 67479 | 32.13 | 17.59 | 229 | 11.0

splash

(b-3) L(18) (b-4) L(36) girl
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