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A Study on the Secure Communication at Android Things
Environment using the SEED Library
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As the market for Internet of Things (IoT) service grows, the security issue of the data from IoT devices
becomes more important. In this paper, we implemented a cryptographic library for confidentiality of sensor data
from Android Things based IoT services. The library made use of the SEED algorithm for encryption/decryption
of data and we verified the library by implementing a service environment. With the library, the data is securely
encrypted and stored in the database and the service environment is able to represent the current sensing status
with the decrypted sensor data. The contribution of this work is in verifying the usability of SEED based
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encryption library by implementation in IoT sensor based service environment.

Key words : Internet of Things, Android Things, SEED Algorithm, Sensor Security
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Fig 3. Raspberry Pi connected HC-SR501 and BMP 280
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