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Abstract

In this paper, we propose a technique to reconstruct the iris image from the iris code by analyzing

the process of generating the

iris code and calculating it

inversely. Iris recognition is an

authentication method for authenticating an individual's identity by using iris information of an eye

having unique information of an individual. The iris recognition extracts the features of the iris from

the iris image, creates the iris code, and determines whether to authenticate using the corresponding

code. The iris recognition method using the iris code is a method proposed by Daugman for the first

time and is widely used as a representative method of iris recognition technology currently used

commercially. In this paper, we restore the iris image with only the iris code, and test whether the

reconstructed image and the original image can be recognized, and analyze restoration vulnerability of

Daugman's iris code.
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ORIGINAL RECONSTRUCTIONS
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Fig. 1. Example of iris reconstruction using genetic algorithm
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Fig. 2. Iris localization and segmentation
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Fig. 3. Example of Iris normalization
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(b)real part feature,
(d) iris code

Fig. 4. (a)normalized iris image,

(c) imaginary part feature,
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[1l. lris code reconstruction method

PIEES 8 A0S 58 Pt
== ST
>

= BAS FeHoz gEHsd
A

A o
O

Jol 9UE KAT 4 A5h o AU AE AW, @
& EA9E PAHE PAS 49 Aesish o 9, 107

SIS ST ias
FAAEE %tx}‘ HOME AHE 0 B 19 geR
olFoA Sltt. olE et o= ARtsle] Hsy] sl FAb
3t Aol gl Frst SR etk 19] d2 ol &
%kOi 09] 35 dele] erghor WAste] Attt &
ErdAE ZEH 12 g 12 71, 02 -12 #As),
1D 7}H%JéEH ekt A= g dar Q7] w2l &
Aol Aegde FAH: ARk & Sloh A 63 72
W& FAoR wHI Aolk

B o&l'
) rlr

AGQX = B reereereeeereemmserseniniesis s 6)

X = A TIOB s 7

o] Aol A A= FEf, X+ 929, Be Fa=0]
th o714 Ak B @A Sl fhol7] witell 473 o] o
PHE o] &9 ARES sk ARG S F4E 5 Siek A 63
A 7 AREE] A A FARES s HHE 3
d= fdsfoF gk FHAS dHEAH R FojM wHst
A, o] 2s YE7 FHIAT 12 7 EHe 28 S
Ao w et Ao w o] 7kttt 124 2
Elo]7] wiiol FdEdL Gl M SIEFE sAdE W
oA et 482 Gl & E& 71kl IY 3}
A Ao FHT ootk

x, Xa; +xy Xay+x9Xag - w, | Xa, = b
Ty Xay +xyXayt+zsXag -z, Xa, = by
Ty Xa;+x3XaytxyXag -z, Xa, = by

z, *:L'+2><a’1+my*.’ﬂ+3><ay*.’ﬂ+4 Ty XG’JL' =b

y z



38 Journal of The Korea Society of Computer and Information

A ay ~a, = 7HZHE g oy ~ T, Hol =4
by ~ b= TATE grolth A8e AFHo mHshA
2199} 2t

Ly by

a2a3... al, 0 0 0 al . b
2 2

Qy Gy Qg -+ Gy oo -- 0 . b
3 — 3

0 CL1 CL2 CL3--- al’ 0 0 * - b
. Ly 4

a. 00 - aa a, Q.
fi 1 ™2 r—2%r—1 _%_ _bz_

slo] AjgolA BEgh} FAzE
wol AEjgke] AR FATFA B
2 shge 4103 2t

x _, |0
ml asaz---a; 0.0 0 a 1! bl
2 a; ay ag ---a, 0 0 0 2
e 0a aaz---a, 0 0 | bs
-my— CLIO 0 .. al a2 al,_2al_1 -bz_
............................................................................................. (10)
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Fig. 5. Example of image reconstruction process

Fig. 55 o 7Altdes wdsel Bdghs d=5 wds
Z

x by
1 -1
X, a, ag a, 0 0 0 a 0 0 - 0 b,
X3 a a; ag - ax 0 0 - 0 00 - 0 b3
X4 0 a a a3 - a, 0 0 00 - 0 by
i 00 - 0
Xyl |ax 0 0 - @y @ v Ay g 0 0 -+ 0 by
ol lazg a3 - ax 0O 0 O - g 0 0 - 0 b{
0 a, a) ay - a 0 0 - 0 0 0 - 0 b
0 0 af a) afy = a, 0 - 0 00 = 0 by
0 ; 00 0 by
a 0 0 a; ay - Ay, ay,; 0 0 - 0
0 b,
'y
Fig. 6. Example of Calculate Restore Values
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Input : Filter value matriz A, Irs code value matriz 5.

QOutput ' Restored image X

Algaorithm

for(i=0 to H) 1 // Repeated by height & of the iris code

X =471« B, // Estimate the value of the reconstructed image

vooncat{ X, X, X) // Combine reconstructed images in the vertical direction

t

Fig. 7. Restore Process Pseudocode
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V. Experiment
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Fig. 10. Hamming distance graph comparing the iris of
the same person
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Table 2. Restoration success rate based on FAR
FAR 1% 0.1% 0.01%
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V. Conclusions
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