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ABSTRACT

The importance of autonomous driving systems that utilize V2X services such as V2V(Vehicle
to Vehicle) and V2I(Vehicle to Infrastructure) for safer and more comfortable driving is increasing
with the recent development of autonomous vehicles. Partly autonomous vehicles based on
environmental sensors have limitations for predicting and determining areas beyond the recognition
distance of the mounted sensors and in response to atypical objects that are difficult to detect.
Therefore, it is important to utilize the V2X service to improve the limit of sensor detection
performance and to make driving safer and more comfortable. However, there may be an accident
risk of autonomous vehicles due to incorrect information provided by V2X. Thus, the application of
technology to prevent this needs to be considered. In this pater, we used the ISO-26262 Part3 Process
and performed HARA (Hazard Analysis and Risk Assessment) to derive the risk sources of
autonomous vehicles due to V2I malfunctions by using the communication between vehicles and
infrastructure among V2X. We also developed ASIL ratings based on the simulations and real vehicle
tests of the malfunctions of major cases of usnig V2I.
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HZ ASFIATAY 7|ENEe] 2 olhE He2WA §9, vT 5 AWFNM e AEFPAEA
71 M 388t ek W& A7t o] FAA AL glom AEFAAEAY] AFFY B HE JNEeta
AT} (Chae et al,. 2016) AH&F3 7]&o] 1 =3} HWA Asa= ICT 71€3 g8t A5ake] A5o] &F
FE o E WHskal QItHOh, 2018). 53] AtEo]l EE A(CX)H A Md e VXl A
F(V2V), 2 dZehvaD, A BYPHV2P) SOl low 74 JRE A FIH FAURES §
ST HRyu et al, 2019). V2XE 283 A&FYPAsAE A ASFYPASAETG HS B AR
v o 2 AP st A AWE R vl 96 tial 15 A8, A 2 AT AR, AR
F AR 55 &3t oS Ayt kg S Tzt

V2Xel AHEEE EF SAE 2735w FA AA~E 918 59GHz BAE] FAI(DSRC(Dedicated Short Range
Communication)/ WAVE(Wireless Access in Vehicular Environments)S #-83}7] ]38 Message Set= A7H3laL
UOH Messaged] @ 12 2 ZH Y 3, WAA A D &S A5kl JTHSAE 12735, 2016). V2X
Message Set= &-83le] 2A-&FE& 9 4% An2E FAT DSCRE AFS A% 74 18 o5 &
o= ITS MHI 25 AFsk7] AT T4 $T9| shtoln] WAVEE WLAN 7|&S 7|REe 2 A5k 3H4
UEE £A% 7]1€Z DSCR 7€ T shuEla & 4 Qloh

B =idAde AEFIATAHE AT V2X FollA A 1zZete] FAlS &83kE V2I(Vehicle to
Infrastructure)®] =8 Use CaseE A7)3Fal 1SO-26262 Part3 ZZAH|~E &-8-3 HARA(Hazard Analysis and
Risk Assessment) H'HE 0] 83 AE&FPAEAE A v2I 225 digk d4d E4E 335t =22
F2 Yol g AEG oA @ Aa} APS B3 ASIL 555 AT 23 E AeFYAEAS

A7 V2 use case 7|9He] F8 7% 9 o&F, AF ] AFEE B, 3RAE T2 AP Lo
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o Agdlold 843 ABdold AE RGO A 4o AL AASAT B EEAAE
AEFAAEA AA 8 AsDe BYA JHUZ HgHEon BE e A48T LY B
Azdo] AE AFAE Adagon vaol e e4F 4awe dhad,

I.7% 9 94% 49 9 A% 27 488 53

B 7o) M= 1S0-26262 Part3 Concept Phase Z2A| 25 283t VoI 54l 7]Wke] A-&Fa-521] 7%
LAFS Aol HAZOPS 83t 2458 TE319th HAZOP 7|'H-2 No or Not, Incorrect, More,
A

[e) 1=
A ANES AEsty g9 BAE A He AdolthHwang et al, 2010). 715 AHEFHAFAE]
A9 7155 A VoI AF AB 29 Use Casedll that Y &S SAlo 7 AHYstgdnk

252  PIZRTSSIL| =27 TI183, M62(2019H 129)



V2l 20| o3t (B FARIS A ALY 2

1. ASFHASKE 2I8 V219l 7Is Fe

A&FYAEAS Y3 V219 F2 75 ol Table 13 o] Aostgon] F& AW T2 Yol
ZAlE AR, wAZA FF T E 3 25 AR 2 IAZ Y AFAR, DR T o]FA FH A

o2 Aottt

<Table 1> Function definition

Function

Description

Providing an obstacle information

Providing information for avoidance of obstacle(atypical obstacle)

Providing entry vehicle information at the
Non-signal/unprotected intersection

Providing information between vehicles going straight and left turning at the intersection

Providing traffic signal information

Providing intersection signal information for collision accident avoidance

Providing moving object information at the

Provides information on pedestrian, Cyclist. motorcycle on crosswalks without signals

crosswalk

2. V2| M MH|A 7|8 25 HI|

o

&35 Ao HAZOP 71HS 8319001 <Table 1594 =3 7% £ F8 9
=2 433549t HAZOPY| Guide words £ "]<=3-2 2|H]|5l= No or

7%l et &2

9 ZAEE £3S o]l IncorrectS ©]-831e] oFg <Table 2>} 2]

<Table 2> Major malfunction definition

T8

Num Major Malfunction

Description

MF1 | Not providing information of an obstacle

Not providing information of an obstacle(atypical obstacle)

ME2 | Incorrect providing information of obstacle

No obstacle’s in forward road, but providing informations is with obstacle

Not providing entry vehicle information at the non-

ME3 | . . .
signalfunprotected intersection

Not providing information a straight or left turn vehicle in the opposite
lane

MF4 | Not providing signal information

Not providing signal information to surrounding vehicles

MF5 | Incorrect providing signal information

Real signal is red(blue) light but it carries a blue(red) light signal

MF6 | Not providing moving object of unsigned crosswalk

Not providing moving object information or non-signal crosswalk

MF7 | Incorrect providing moving object’s at the crosswalk

No moving object in non-signal crosswalk, but information is provided
with moving object

3. HARA &4

Function Malfunction Vehicle Level
Definition Definition Hazard

ASIL and ESeverity Situation
Safety Goal Controllability bl el

<Fig. 1> HARA Process
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<Table 1>3} <Table 2014 Aol 7)% @ AFL o] §3k] o}e) <Table 3>3} o] HARA ¥4/ 34519
T HARAE <Fig. 1>3} o] 7]l o Bolol oA, 4 529 JIPAL 2T Siation AnalysisE 5

H).(Han et al., 2017) ASIL-S Severity, Exposure, Controllability®] 53 bl AlZt=2 Vel
+ Severity 55 S0, S1, 82, S32 UERH S0= Akl A /dE H7} e A %’8}111 S3+= AiHe] Hiﬁ}ﬂﬂr AL
gl o]2&= AWl A3lE Uehdth =& ¥WEE YERY = Exposure 55

o e WY NIeE UERH I BAv vlS w2 3 RIEE UERATh riARte g Controllablhty— Malfunction
o] HHIFS Al Ao 7FsAS UYERE ARE 0, CL, 2, C3E F-EEH o= FFu Aoj7t 7153 AH S
YERN I C3= A7) 715 ElE YERATE HARA 3] Al Severity 53< SAE 12980 (SAE, 2015)2]

HIHAV) HE Severity A& Frarste] 34404 A3 AlEd oA AAE &8ste] 4SS Exposure

2 ISO-26262 Part3 EA(ISO-26262 Part3, 2018)2] Appendixoll Eg=0I9)= Exposure NAIE 13}
Controllability= AH&T-3A-5230-& #fste] M= Alojol] #AE 1A ¥OoBE BT C3E AHF3iHTh

o4& Sral
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<Table 3> Hazard Analysis and Risk Assessment

Num Hazard Road Situation Analysis S| E| C|ASIL
While driving at 100km/h on a highway straight road, ahead road is an
Hazard due to atypical vehicle in front of the vehicle that has damaged its shape due
MFTI |absence of obstacle| Highway P . . . e p S3|E1|C3| A
information to an accident, but the no provide warning of the stationary
vehicle(obstacle), so vehicle is collided with a atypical vehicle.
Hazard due to While driving at 100km/h on a highway straight road, ahead road is no 50
incorrect . stopping vehicle and obstacles in front, but provide warning of the
MF2 . High . . . .. . ! | E1| C3| QM
obstruction lehway stationary vehicle(obstacle) in front of the driving lane, and the rear vehicle s Q
information collides with the rear due to unintended deceleration.
Hazards t
aztt enc:uzf © Cit While driving at low speed at city intersections, for left turn, but no| SO QM
MF3| . . y, provide information of vehicles going straight on the opposite side of| ! | E4| C3| !
intersection entry | Intersection . . . .
. . the intersection, so late deceleration and collides. S1 B
vehicle information
Hazard due fo . Whlle (1'nvn}g at 60@/h at an.mtersec.nonj the signal at t}.le fr.ont 50 oM
. City |intersection is a stop signal, but information is not supported, ignoring
MF4 | absence of signal . . . . . . . ! | E4] C3| 1
. . Intersection |the stop signal and entering the intersection and colliding with the user
information . . S1 B
at the other intersection.
While driving at 60km/h near the intersection, the signal at the front 50 oM
intersection is a stop sign, but it is incorrectly provided as a starting Clesl sl
signal and enters the intersection due to a signal violation and collides
Hazard due to . - . . S1 B
. . City with other intersection users.
MF5| incorrect signal . ; . - - -
information Intersection |While driving at 60km/h near the intersection, the signal at the front 50
intersection is a starting sign, but it is incorrectly provided as a stop
. . . . . ! | E4| C1| QM
signal, decelerate for the stop before entering the intersection, causing s
the rear vehicle to crash.
Hazard due to No Sienal While driving at 60km/h near a non-signal crosswalk, the vehicle collides
MF6 |absence of moving Crossvgv:lk with the moving object because it does not provide information about the| S3 | E2| C3| B
object information moving object crossing the crosswalk outside the sensor’s recognition range.
Hazard due fo . WIe dnvmg at 60@/h near a non—signe.ll crosslwalk,. there is. no moving S0
. . No Signal |object in the non-signal crosswalk, but it provides information that the
MF7| incorrect moving . . . . . ! |E2|C1] QM
Lo . Crosswalk |moving object is crossing, causing the vehicle to decelerate and cause
object information e . S1
a collision of the rear vehicle.
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. Algdeld 2 A3 A 374 2 23

2 Ao Ae 2894 TE3 Malfunction®l] T3l Severity 55 4AHd317] HAgt AlEFH oA 84 H A
g2, NE 272 A3ttt Severity A4S 93 FE £EE ol 4 ()(Kim et al,. 2016)7 2t} 7]
A Ave FE AFY £5 ¥WsE YL, mle FE A A% me IFE A A% v FE
g FE A 5, v2E AFE AFY FE A SEE UrEMdE}(Ahn et al,. 2018). & A WAL 52
2L a8t @okor FE &5 9 ofy 4 ()9 &= WsNke 13T

m1

Av = m(vl_UQ) (1)
1. AlZdlold & Ait Alg 28

Automotive Simulation Models
Vehicle Dynamics with Traffic

copyright 2015 by
ShCton  dSPACE

» dSPACE » Engine + Vehicle
Paripheral 10 Simulation hiodel
I=] M2
User Inferface User Irferace
for 1D for hiocel

[FE—
DUsedintedace MDL Usarinterioce

<Fig. 2> Simulation Environment

A EY o)A 278 dSPACE A2l ASM(Automotive Simulation Models)ol| A 7120 2 A== 23 wdi)
ControlDesk, ModelDesk, MotionDesk-e &-83t 4315 om, apifol] F2tgl A4S FOVE 120deg(+/-
60deg)® AAEAI UFAT A" AEBT Hd Al2Ho] BAlE A-&FPAFAE AHE3SIATH ASM
£ Matlab/Simulink 7|¥FS.2 52151 <Fig. 2> 57F2] Model Desk®} ControlDesk$} 3153t =d d3 gl
AEY ol S 35l <Fig. 2> =2 MotionDeskE 53l Al EdolAd A5 AT & )

AaL A S obd <Fig. 3>3 o] FAEHU o DGPSE 835t g HrlE o|Fdte A
£ dEst H2ESIEE 74355t DGPSE ol &3t dA g HAE AlLtstal A4 o] o]
A

lo] 9%, % trlsle] 3E YRS Aol AY Ao S5 D Aglo] Wk AFOR Hr)7) o] FHE
2 s AL TS APS AU o714 AT OE) oS FA WIFL FAL B85k
Hul oo Wad AuE FuPs T2 P
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Motor
AT L et

......... > \Mreless :
Te;t Scenario

! Vehicle Speed mmlm

i

-
Sensor

.
DGPS : Trimble DGPS and OXTS Inertial+
Performance : Based on VRS RTK-DGPS, 2em accuracy

<Fig. 3> Real Vehicle Test Environment

2. AlE30|d & AA} AlF AlLf2|2

1A 2 A3 Ag Ayg] 2 &% Malfunction ¥ Situation Analysis W88 W3t} Alug] e
SEtom AAAZF AN B o njeey g oY HIAE HIESE wAR A 3]H/A 7 A}
F AR A ]frﬁﬂ E_X]—EOU/H Al Ar AY o] A3} 5 <Table 2> A 2]¥ Malfunction & A
= F& Y3tk

oﬁ i

ool
o

1) MF1 AlL2|2

25 100kmhe] £E2 F F Al AlA7E JAASHA] Xdhe BIAE FolE B 9shEe] 9
ZIEH O]Z]U]- V2I QAo R AoE 9 Hotw ARE A Ral FEShE AU L= of# <Fig. 4>3 o]
=A skttt BIAE GBS 2 AAol ol A HA kot AlF glo]l FESHA s, FE =AY
Ao wet F& AT £& Hshes GAAT 1EEE T FF T WA FeE %8}71 Skl
HIAY =49 A F5 A S 2t 783k Av = 50km/hE Severityw 7HE & 585 S3
= LSk

’ 100km/h
sV —

<Fig. 4> Collision of atypical object

Atypical Object(Obstacle)

2) MF2 AlLfZ|2 (A|Z2f|0[A)
D&EEZ AAZoA 100kmhe] £E2 T3 F Aol FolEo] AT V21 22502 k] Aol
Bo] gltts ARE g PEate AVE Q& ol <Fig. 5>9 o] =438ksH%th

100km/h, Time gap 2s ‘ 100km/h

0.4g Deceleration

<Fig. 5> Subject vehicle deceleration
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3) MF3 AlLf2|2 (Al=2f|0]M)

MF3 Alue] &= obgf <Fig. 6>9F o] AW HIAZMIR G watzelx 23]dste bt v xp2 o
A AR e 2RSS BARIE AYE R 25 oL AR T 50%2 HASG T
&o= F3d o] A<49l 30km/h, 27 ZFFo] 60kmhe] X s

=)

<Fig. 6> Collision at intersection and simulation scene

4) MF4, MF5 A|LIZ|2 (A|Z2]0|AM)

MF4 AU 95 <Fig 7-3 Qo] A& mARlA ABAN vAge] G2 e ﬂi}i aaﬂ Aeg3te)
AnE BASHE AU LR T AF BE kb SE2 @Az AYskL
SIStk MFS AlubEl o 2EE AEANE A% B AL FE A5HR u]xﬂ%oi 9e
A2 A Ao F5 48 MRS 2L Haard® 25T mebd Ageo

- 60km/h

<Fig. 7> Collision at intersection and simulation scene

5) MF6 A|LIZ|2 (Ax} AlE])

MF62 HIAS R oA ot oA Hr] FAR Q3 T& 43s BARATh 7124 Ay
2 2+ <Fig. 8>4Jr 2ol AA7E AA A Fah= °é°ﬂ°ﬂ/\1 Jste BPAE YEPRATE Bt L5+
S5kmho] £E2 FE QIAME A HH o FAIQ 50%2 AA3ATE ©]= Euro NCAPS] AEB VRU Test

Protocol & AME]& % CPNC-50(Euro NCAP, 2019)%} Y g AU o= A4ttt Euro NCAPS A A
o2 A g ARFo] 2 HAE ZREZZ AU A% Al Al HlolE] 2 A ARE 7|HteR
7] wl &l Buro NCAPS] CPNC-50 AlU] 7} HIA S AT oA o] gt olFAld td S5 43S
EARE o Adsitta Bkt
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<Fig. 8> Collision at non signal cross walk

6) MF7 AlL2|2 (AZ2|0|A)
MF7 AlUel e HlAE Jensdx Ak oA} AT s Aow HE ARE ATl Aol
sl T 2% Ake] 25S $UEHE 4o okl <Fig 93 2.

>

i 60km/h
60km/h, Time gap 2sec = >4’

0.4g Deceleration

{ ObstacleH Obstacle

<Fig. 9> Collision at non signal cross walk
3. Al=Z30jM & AR} AIR 21t

Aol A= ol <Fig. 10>3-E| <Fig. 14> 9 <Table 4>9} o] & &7} E2Hg o 99 2
ol 23l Av7} AXFE QT o] o TE Severity7} AHAE T MR2 Al E# 014 AT <Fig. 10> HE VI
g9 o&xZ o7 AW ko] &G A T STHbA] ACC 7158 B3 FZol= 25 Anr xpke) 7+
& A5k of 184620 AW o] AE oF 297m )i AT FES &gk
ME3 AJE#o]de] A3l <Fig. 11>9] 7§ 60kmhe] $E2 w2 AYF W) 324 30knyhe] &
=2 FHI\AsI= AFS TA T ¢F 38% 7 AEBV} FEdte] £=71 oF 35kmhE 7H45SE AEIE 472 73
FEsq,

MF4 9 MF59] AlEdo]de] A79l <Fig 12>9] 4% wxt2e] 2 ki A st A3e F3w
go 2 oF 20m A Holl A A5k ok 21% 7 AEBS E3| oF 18kmh7hA 7H4dke] makzo] 219)e 2
WA3.44me] ATE Y71 ==L 313 2oz Vet

AN DG AYF MF6 AL 2.9] S obel <Fig. 13>7 2o] o 60kmhe] $EZ Fa 3 o 4P
S7m Aol TR HIAE AT °F 013E T AEBE EAARAL AEB 4 055 F of
Rkmhe] $EE WA} FEF A0 e

A Alube] 291 MF781 75 MF29] Alvte] @.9F w7k &= A 2hke] H5S A8k oF 1147%
73 A ko] A o 290mE @71 ARG FELS 39sdh

1:1

I

al
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. T v T 100 - : : : B - - :
100 F Speed = ' — i\\/[(vz‘)
Distance s ! AEB ACTIVE
—— Acceleration = I X:4751
z T sor I Y:3537 1
S 8 ] i
8 ] !
& I
S el 0 . . ‘ N . .
8 0 1 2 3 4 5 6 7 8 9
2 P
2 £ Time(sec)
& 3
3 40 § 200 - . | : — - - |
= R | Longitudinal Distance
3 Q150 I | — — — Collision Poirt
2 20 = !
§ X: 18.46 EREE | ]
Y: 2,971 2 I
0 — = T o7 : |
X: 1846 | N ‘ ‘ e . ‘
0 5 10 15 Y:0.003228 25 2 o0 1 2 3 4 5 6 7 8 9
Time (sec) S Lateral Relative Distance(m)
<Fig. 10> MF2 Simulation result <Fig. 11> MF3 Simulation result
80 Pedestrian Recognition Section
= 8 60 ! : Ll B
£ 60 e bl E B ~ Long Relative Dlstanoe[m]
£ ko L x 184 yehicle Speedfkmih]
5 40 - 4 g 40 - Y: 32.08  AEB ACTIVE
2 SV(v2l) - s
~ N
o ~ 1 @ .
AEB ACTIVE ~— Soof N |
0 i L L i n &5 F— L —
_ o0 1 2 3 4 5 6 § 0 — — A~ [ ]
lnf,, Time(sec) 17 175 18 18.5 19 19.5 20
2 &0 : : : . : : tiem(sec)
g ~— @
g \ Relative Distance é 5
° 40| O Detection Paint | B4l Lateral Relative Distance[m] | -
2 \ O Avoidance Point a AEB ACTIVE
% g 3 Pe Rec Section
% ol \\&\ ] % 2 -J\“;;\\\\\ : |
£ T~ x 1
E 0 . . . © E o
2 80 50 -40 30 20 10 0 10 To . : : :
s Lateral Relative Distance(m) 17 17.5 18 18.5 19 19.5 20
tiem(sec)
<Fig. 12> MF4, MF5 Simulation result <Fig. 13> MF6 Real vehicle test result
70 T T T T T T
Speed
Distance
—— Acceleration
3
-
gl
@«
@«
o
@
@
o
s
3
7]
a
@
c
°
3
2 X: 1147
5 Y: 2.902
)
o
—‘W—'—\__.
X: 1147
.10 - ‘ ¥: 0.001516
1] 2 4 6 8 10 12 14
Time (sec)
<Fig. 14> MF7 Real vehicle test result
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<Table 4> Simulation result

Malfunction Scenario Collision Speed Remaining Distance AV (Delta-V) Severity
MF1 (Car to Car) 100km/h 0 50km/h S3
MF2 (Car to Car) 0 2.97m 0 S0
MF3 (Car to Car) 35km/h 0 17.5km/h S1
MF4/MF5 (Car to Car) 0 3.44m 0 So
MF6 (Car to Pedestrian) 32km/h 0 32km/h S3
MF7 (Car to Car) 0 2.90m 0 S0

459 74 glo] =3 AVZ} 50km/hE Severity= S3E EE3IATE MR29] A-9ol= V2l ZEY 22
o] oAt AEFPA 2 P A= A AF3EE A abge] e vhg8te] 4s edsta
FEL JUsAT b FELS Yoy &oy Severitys S0E =& TE MF39] 7% watzol 1)
ke ARSI AEB Al2HRC R SES 3957 oH 9o 60kmhE 3 F °F 35km/h
9] £5 7 ZFE3l] AVE 17.5km/hE Severity= S10.2 EZ3IATH MF4/MESS] 7% T2 watzolA 2
sk 2 AlA7E ZHAske] AEBE B8l Abol 7H&dte] 58 393 A ¢E Severitys SOE EE3}%

MF6°] 74 AlA o] Q121 9] HhollA st Raztele] FEo] WA o AEBE 54l 60km/he| &

2 ZEPAT = = &

S 2 Severityv S3E =ZFFHUTh vEA= MF79] 7 V21
z FApFe] ATy A2Ee AdHoR

[e]
< 3|93} Severityr= SOZ =Z38HTh

v. 2 &

H ATl A= 1S0-26262 Part3 Z2ZA| 2 7]Hke] 9199 E43 47 A EH|AS B3l A& A2E
Qe va1gl 71E B 22 AHoE FstA A 79 HazardE T=E31, T8 A7 AU ol gk Al
ol g Aa AlPdS Bl AP0l g B4 S FHATE AEFHATAE 9% Ve F U5 0
A2 F2 9 wapR oA o] FH Apefel tigh R} wAE AYAF R AF, EE HNE £ HatEol
ek AR, H2S/MES BARAA g2 A HE AF Folth V219 5o R ] HE AT
AEEGH AR o]ojF F glon Aol B2 AoE B HAAT EEH 22850 o AEd oA
A oA Z5E ASAHR A F(MF4, MFS) 22 1% watZ W9 S5 492 F353WA AUAI2H

2] AEB(Automatic Emergency Braking)A|2~8lol| &J3] Al1E 3u& 4 & A= Yelth A7 AEBS}
2 b A2Elo® BEtal AE 3|98kA] Eehs aakEule] ME3, MF6 43l tiside Vg ot
AZ St vdel Alse il AALE 39T F ANS Folth wetA, v2I ZEERE ofye} A
ANME V2I 2Fo] thelgk Qb thA o] grEojof gt HJF B Ao A &3 Avel e FHE AU
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