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(A Malware Variants Detection Method based on Behavior Similarity)
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Abstract

While the development of the Internet has made information more accessible, this also has provided a variety
of intrusion paths for malicious programs. Traditional Signature-based malware-detectors cannot identify new
malware. Although Dynamic Analysis may analyze new malware that the Signature cannot do, it still is inefficient
for detecting variants while most of the behaviors are similar. In this paper, we propose a detection method using
behavioral similarity with existing malicious codes, assuming that they have parallel patterns. The proposed method
is to extract the behavior targets common to variants and detect programs that have similar targets. Here, we

verified behavioral similarities between variants through the conducted experiments with 1,000 malicious codes.
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