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Abstract

As IoT technology is widely used in industrial environments, its environmental security issues are becoming
more important. In such a context, studies utilizing hardware security functions are being actively carried out.
However, previous studies did not consider the performance degradation that occurs when using hardware security
functions in IoT environment. Gateway devices that are mainly used in IoT environments are often
resource-limited. Utilizing hardware security in such an environment can cause serious performance degradation
as the number of IoT devices connected to the gateway increases. Therefore, in this paper, we propose a data
classification scheme to efficiently utilize hardware security functions in resource limited environment. We
implement a platform with the proposed technique using ARM Trustzone. Performance degradation due to the
hardware security functions is measured through experiments on the implemented platform and compared with the
performance as of when the proposed technique is applied.
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procedure DataAnalyzer(is_registration, recv)
1 if is_registration then
2 integrity <— 0
3 confidentiality <— 0
4 reliability <— 0
5 else
6 dev_info <— GetDevInfo(recv.dev_info)
7 integrity <— dev_info.integrity
8 confidentiality <— dev_info.confidentiality
9 goto GetReliability
10 GetlIntegrity :
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15 integrity = before_integrity * device_integrity

16 GetConfidentiality :

17 confidentiality <— recv.dev_info.confidentiality

18 if confidentiality = —1 then
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24 if mttf = —1 then

25 mttf = 168

26 else
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31 sensitivity = CalSensitivity (integrity,confidentiality,reliability)
32 if sensitivity < threshold then

33 SensitiveDataManager (recv)

34 else

35 NormalDataManager (recv)

36 end
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