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Network Intrusion Detection System Using Feature Extraction Based on
AutoEncoder in IOT environment

Joohwa Lee' - Keehyun Park'®

ABSTRACT

In the Network Intrusion Detection System (NIDS), the function of classification is very important, and detection performance depends
on various features. Recently, a lot of research has been carried out on deep learning, but network intrusion detection system experience
slowing down problems due to the large volume of traffic and a high dimensional features. Therefore, we do not use deep learning as
a classification, but as a preprocessing process for feature extraction and propose a research method from which classifications can
be made based on extracted features. A stacked AutoEncoder, which is a representative unsupervised learning of deep learning, is used
to extract features and classifications using the Random Forest classification algorithm. Using the data collected in the IOT environment,
the performance was more than 99% when normal and attack traffic are classified into multiclass, and the performance and detection

rate were superior even when compared with other models such as AE-RF and Single-RF.
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Table 1 The Number of Training and Test Data in the Danmini
Doorbell Dataset

Traffic Training Data Testing Data
Normal 29,728 19,280
Combo 29,126 23,888
Junk 18,169 11,628
Catrt | sean 16,180 11,940
Tcp 64,679 36,857
Udp 61,583 42,350
Ack 61,317 40,878
Scan 64,611 43,074
st | s 58,655 49,030
Udp 142,599 95,066
Udpplain 49,189 32,793
Table 2. Confusion Matrix
Actual
Positive Negative
Positive TP FP
Predicted
Negative EN N

A8 As g7l Accuracy(BEE), Precision(JUE),
RecallA#&), Fl-scoreE A3 A5 39 ¥

ZEquation (3), (4), 5), (6)7 Zth.

TP+ TN

Accuraey = I P I 2
Precision = % 4)
Recall = %\f 5)
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Table 4. Training and Testing Time of Single-RF and
AE-RF and SAE-RF

Method Training Time(sec) | Testing Time(sec)
Single-RF 171.75 3.52
AE-RF 178.68 4.48
SAE-RF
(Proposed Method) 91.00 5.39

Table 3. Performance Evaluation According to Structure of Hidden Layer

Hidden Layer Structure Accuracy | Precision | Recall F1-Score AutoEnC(t)icrijé(s"graining Data reconstruction time(s)
[100, 75, 50, 25, 10] 95.94 96.88 96.68 96.76 41.00 0.8
(100, 75, 50, 25] 94.50 96.65 94.58 94.36 33.75 1.38
(100, 75, 501 99.45 99.45 99.49 99.46 32.25 3.65
[75, 501 98.56 97.46 98.21 94.56 31.27 5.37
(501 90.94 94.63 90.88 88.13 27.22 4.64
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Fig. 5. Performance Evaluation of Single-RF and AE-RF
and SAE-RF Based Danmini Doorbell Dataset
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Fig. 6. Performance Comparison with Other Algorithm
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Table 5. CICIDS2017 Dataset

Flow Type Number Percentage
Benign 2,273,097 80.3004%
DDoS 128,027 4.5227%
Port Scan 158,930 5.6441%
Bot 1,966 0.0695%
Infilteration 36 0.0013%
Web Brute Force
(S . . 0,
Attack SQL Injection 2,180 0.0770%
XSS
FTP-Patator 7,938 0.2804%
SSH-Patator 5,897 0.2083%
DoS GoldenEye 10,293 0.3636%
DoS Hulk 231,073 8.1630%
DoS Slowhttptest 5,499 0.1943%
DoS Slowloris 5,796 0.2048%
Heartbleed 11 0.0004%
ohew
99.8699.83
00 — 97.86
= % 52.35
E = 30.2
% = =
E = 85.32
== = =
. Efl = =
. = = = =
Accuracy Predsion Recall Fl-5core
—Single-RF  mProposed Method

Fig. 7. Performance Evaluation of SAE-RF and Single RF based
CICIDS2017 Dataset
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