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Random Noise Addition for Detecting Adversarially Generated
Image Dataset
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Abstract In Deep Learning models derivative is implemented by error back-propagation which
enables the model to learn the error and update parameters. It can find the global (or local)
optimal points of parameters even in the complex models taking advantage of a huge
improvement in computing power. However, deliberately generated data points can fool models
and degrade the performance such as prediction accuracy. Not only these adversarial examples
reduce the performance but also these examples are not easily detectable with human’s eyes. In
this work, we propose the method to detect adversarial datasets with random noise addition. We
exploit the fact that when random noise is added, prediction accuracy of non-adversarial dataset
remains almost unchanged, but that of adversarial dataset changes. We set attack methods
(FGSM, Saliency Map) and noise level (0-19 with max pixel value 255) as independent variables
and difference of prediction accuracy when noise was added as dependent variable in a
simulation experiment. We have succeeded in extracting the threshold that separates
non-adversarial and adversarial dataset. We detected the adversarial dataset using this threshold.
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Table 1. Detect adversarial dataset algorithm

Algorithm
Detect Adversarial Dataset
» require : Classifier f, Model parameter 6,

Input dataset X,
Detection threshold 7

* return : Dataset is adversarial or not

N <— the number of data points in
dataset X,

IX = (X, X, - Xy)

r<—random number matrix whose shape is
the same as each data point

X, (i € {1,2,--,N})

R (r,ry e, 1)

/| concatenate r NV times

2
accmput(_f()(v 9)
accnoiscd(;f(X‘F R, 9)

3
i |CL(‘C”7[7M ac Cmn',sed' >T:

X is adversarial
else :
X is not adversarial
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Table 3. Classification prediction on test dataset and adversarial datasets

Attack Obsored Predicted) \ ovboard Gold fish Black widow
Keyboard 44 3 3

- (Original) Gold fish 5 45 0
Black widow 5 0 45
Keyboard 2 19 29

FGSM Gold fish 49 0 1
Black widow 49 1 0
Keyboard 0 21 29

Saliency MAP Gold fish 32 0 18
Black widow 48 2 0
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Table 2. CNN Architecture

Layer(type) Output shape | # Params
input layer (64, 64, 3) -
conv2d 62, 62, 32) 896
conv2d (60, 60, 32) 9248
max pooling 2d| (30, 30, 32) 0
convad (28, 28, 64) 18496
conv2d (26, 26, 64) 36928
max pooling 2d| (13, 13, 64) 0

flatten (1, 10816) 0

dense (1, 1024) 11076608
dense (1, 1024) 1049600
dense (1, 100) 102500
output (1, 3) 303
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