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An Effective Mixed Steganography Based on LSB and LDR
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Abstract In the Internet space, integrity and security must be maintained for secure and confidential
communication, which ensures reliability between sender and receiver. Cryptography is an important
factor in maintaining robustness against external attacks. For this purpose, encryption and
steganography methods are used. Steganography is a method of hiding confidential information
without making statistically significant changes to digital media. I propose a method of transforming
the Hangul-Jamo consisting of choseong, jungseong and jongseong, and inserting them into RGB
pixel values of the cover image. In order to improve security, a new blending method was used to
hide the altered information in the lowest region. In this case, a mixture of LSB and LDR
techniques was applied. PSNR was calculated for image quality. The PSNR of the proposed method
is 43.225dB, which satisfies the lowest level.
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Table 1. PSNR. for k=1,2,3,4

k 1 2 3 4
PSNR. 48.13 4211 36.09 30.07
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Table 2. Binary code used in Hangul syllables structure

binary choseong | jongseong | jungseong
000 3 T e aw | H
001 | ™ T oy |4 A
010 x O = M H & 1 H
011 orC 2 nul 2 7 F— L
100 1AL L oo | 4T
101 sHID |AE , |4 41
110 I M C X X F o+
111 X A w x|
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Table 3. Digit code used in Hangul syllables structure

digit choseong jongseong jungseong
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Selecta (Hangul) secret messages (M), cover image (C), stego key (K).

|

After applying the hash function ta the secret message(M) for integrity,
determine the insertion position(Py ) and the number of data bits(p;).

|
|

Select a character from a secret messages.

(1)The secret character is divided into choseong(m, ), jungseong(m,) and
jongseang(ms}(Cade using table 2 and table 3)
(2iEncrypt the information using the generated key (K) to get cipher
messages.
For LS8, by = By (my), by = Ey(my), b
For LDR dy = E(my), dy = Ey(my), d

}

(1)Get a P, for selection of component R, G or B.
{2)Get a P, to choose the number of data bits to be hide in the selected
companent of R, G or B of pixel.
(3)Select the type(Ps) to hide, The application of LS8 and LDR is selected
according to the position to hide.
|

‘ Hide the encrypted information in the cover image based on (P.Py.P3). ‘

]

— — No
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s =Ep(my

(ms)
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Yes
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Fig 1. Work flow using LSB, LDR and mixture(LSB-LDR)
techniques
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Fig 2. The hiding process of secrets in the RGB area

M,

SA3. W AAAY BE Rt A ololA]
2 e Wi 94 2L B,
2d3 oluAzRE 4YE NUEAE

Stod LSBA X*Esz} RGB
St ‘01]/\1 Fole] RS F=T F
Hash, 523} 7|H& #&3t. RGB ¢
QB H2, H3IS T, 2YAR
£ x3doto] HiEEAE FARH.

GA3. AHI HARNZRE 2YAH Z7A]
A GA 20 g& bR

HaAed Ferlee olvA ka9 ot
I 5 olm|A| 9 fﬁ-& L2} Aol I vlES
St g 7IELR omA
£ 35k E%Ol k. PSNR @2 (1) 4
of ofsf ALl A71elA r2 AW A2
Po| Foluf, c= PO FE Julgth. Couli.j)
o Steg(ing)= v WA} A8 WA 2z}
o] & S vt

2552

PSNR=10 - logmm

ey



—lc—

MSE—TEZ Cov(i,) — Steg(i,5))? (2)

C; 1j=1

Aw olule} MY WAAF AT AHIL
ofmlx] Atolo] §ARIS W] g AL
£ 24 (32 Agdtel AN 4 Utk

(o~ )y~ )
— - 3)
yg(xg_E)Q . \/Z(yl__

Corr=

A7olA pi olmlA|e] B4 4B ek,

£ AW aARRE Yehi, s AHa uﬁzﬂ
BB Uehit EX, yevolth 19 yi
X9} vo| Zzte] Bgg ojujgt.

4. g A 27
ERAA ASE wg HARY e 2, 4,
8, 16 HolEolu, An| wj|o] 271% 442,174

T 4. LSB, LDR, E8{LSB-LDR) 7|¢g Xgst Zut
Table 4. Result of applying LSB, LDR and mixture(LSB-LDR)

respectively

mggsc;egtes Type | MSE | PSNR | Corr.
LDR 1.326 | 46.903 | 0.9997

2 LSB 1.187 | 47.384 0.9997
Mixture | 1.229 | 47.234 | 0.9997

LDR 2291 | 44129 | 0.9998

4 LSB 2.125 | 44857 | 0.9998
Mixture | 2.458 | 44.224 | 0.9994

LDR 4645 | 41.460 0.9996

8 LSB 3520 | 42664 | 0.9997
Mixture | 3.666 | 42.488 | 0.9992

LDR 9448 | 38376 | 0.9875

16 LSB 6.854 | 39.771 | 0.9938

Mixture | 8270 | 38.955 | 0.9981
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