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ABSTRACT

Ever since the world’s largest Bitcoin Echange, (Mt. Gox), was closed in March 2014 due to the series of hacking, still
many other Exchages incl. recent Coinale in Korea have been attacked. =~ Those hacking attempts never stopped and have
caused significant threats to the overall industry of Crypto Currency and resulted in the loss of individual investors’ asset.
The DEX (Decentralized Exchange) has been proposed as a solution to fix the security problem at the Exchange, but still it
is far away to resolve all issues. Therefore, this paper firstly analyzes security threats against existing Crypto Currency
Exchanges and secondly derives security requirements for them. To do that it proposes a secure and distributed Crypto
Currency Transaction Model through Personal Security devices as a solution. The paper also proves this new attempt by
demonstrating its unique modelling; ultimately by adopting this modeling into Crypto Exchange is to avoid potential security
threats.
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Table 1. Comparison with CEX and DEX.

Centralized | Decentralized

Hack issue very high high
Knowledge

requiremgents low high
Transparency no no
Early buy-in possible possible
transaction fee high medium
Speed medium slow

Fig. 1. Exchange network topology.Centralized
(left) and Decentralized (right).
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Fig. 2. Proposed transaction model. (a) Transaction network and (b) FACCS protocol.

AFso] AMAE AHSEHA] o vg 2 veE & S Table 3. A taxonomy of security threats on
QEZ 3y Wik 7)5o a2 ALu) blockchain-based financial system(3].
Category Threat
Table 2. Terminology as a background Key Theft and Loss
Term. Description Management Generating Weak Key
Transaction Consensus Intercepting
Hot This wallet always connected network. . .
A Authentication . o
Wallet | (online state) and Unusual transaction within
Cold This wallet always disconnected network Verification side-chain
Wallet | without operating time. (offline state) Management Privacy Violation
The platforms or/and the applications of Permissions Privilege Abuse
CEX make traders exchange their crypto K . .
Blockchain | Vulnerablity of Blockchain S/W

assets using a specific center.

S/W security |Vulnerability of Smart Contract
The platforms or/and the applications are DDoS Attack

DEX similar with CEX. But this systems are
consist of servers more than two.

Service Availability Attack

Security Hard to Fraud Detection

Liquidity | This subject provides liquidity to traders

Provider | on blockchain service. No Interoperability
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Let (x;, T, v, T}) € {(ASK, BID)}

Aaddr Uy, AaddrU,, Uy, v U
N\ R CRUB (RN where k € [1, #(transaction)] and T, T; € {BTC,ETH, LTC, ...}

T saddr,x,r_addr,y’ |
o ¢ e — MASK _ xyxxp
= BID; TIBID v xvs
3 LP send A {s_addr « BaddrUy,x" « t,r_addr « BaddrlU,,y' « s}, and
E B receive {s_addr' « AaddrU,,x" « s,r_addr' « AaddrU,,y" « t}from LP.

dd r L dd r L Else
s_addr', x",r_addr',y
B e T LP send A {s addr,x',r_addr,y' | all components := null}, and
" BaddrU,, BaddrUs, (x, Uy, vy ﬁlj' B receive {s_addr’, x",r_addr',y" | all components := null} from LP.
]

Fig. 3. FACCS protocol using HTLC(hashed time-lock contract) between two users with LP.
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Else : - Else
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G i 1 )
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Fig. 4. An atomic cross-chain swap(1)
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Table 4. Notation on FACCS protocol o] FAR7} F7 A AMEAIEL S Z4F s}
= 7o = 5 Zm S 3] 7t
Notation Description — /]\-:1 E;}"‘E]']ﬂr 41 05]'7] ‘I‘IOH D]’U“’]’ =1
; o] 743t FAA= gt
Aaddr U, A's wallet address for 7. 1733 A4S 7R
Aaddr U, A's wallet address for 0. o AR LPA ALLEs wH shwae 2
DBaddr U, B's wallet address for 7. A&k 2 9}
Baddr U, B's wallet address for 0. o TAAE AHeAF LPR AoslE nE Y&
s_addr Receiver's wallet address for S =43 4 9lr}
or s_addr’ ASK order. o ZAAE= LPY FABEAY 28 o w2 &
r_addr Sender's wallet address for oS AR SO A Bl 4 9t
or r_addr’ BID order.
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Fig. 5. Eavesdropping and trasacting forged address
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Table 5. Intervals of g according to risk levels
for FACCS within coldwallet

Risk levels Intervals of ¢
few 0<¢<0.03
low 0.03<g <0.07

medium 0.07<g<0.12
high 0.12<¢ <0.20
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Table 6. Comparison with DEX and Proposed.

Decentralized Proposed
Hack issue high very low
Knowledge .

I'equiremeits high very low
Transparency no yes

Early buy-in possible impossible

transaction fee medium very low

Speed slow medium
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