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A Design of MILENAGE Algorithm-based Mutual
Authentication Protocol for The Protection
of Initial Identifier in LTE

Yoo, Jae-hoel)
Kim, Hyung-uk2)
Jung, Yong-hoon3)

Abstract

In LTE environment ,which is 4th generation mobile communication systems, there is concern about private
information exposure by transmitting initial identifier in plain text.

This paper suggest mutual authentication protocol, which uses one-time password utilizing challenge-response and
AES-based Milenage key generation algorithm, as solution for safe initial identification communication, preventing
unique identification information leaking. Milenage key generation algorithm has been used in LTE Security
protocol for generating Cipher key, Integrity key, Message Authentication Code. Performance analysis evaluates the
suitability of LTE Security protocol and LTE network by comparing LTE Security protocol with proposed protocol
about algorithm operation count and Latency.Thus, this paper figures out initial identification communication's weak
points of currently used LTE security protocol and complements in accordance with traditional protocol. So, it can

be applied for traditional LTE communication on account of providing additional confidentiality to initial identifier.

Keywords: AES-based Milenage key, MILENAGE Algorithm, LTE Security, private information
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