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Deep Learning based HEVC Double Compression Detection
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Abstract

Detection of double compression is one of the most efficient ways of remarking the validity of videos. Many methods have
been introduced to detect HEVC double compression with different coding parameters. However, HEVC double compression
detection under the same coding environments is still a challenging task in video forensic. In this paper, we introduce a novel
method based on the frame partitioning information in intra prediction mode for detecting double compression in with the same
coding environments. We propose to extract statistical feature and Deep Convolution Neural Network (DCNN) feature from the
difference of partitioning picture including Coding Unit (CU) and Transform Unit (TU) information. Finally, a softmax layer is
integrated to perform the classification of the videos into single and double compression by combing the statistical and the DCNN
features. Experimental results show the effectiveness of the statistical and the DCNN features with an average accuracy of 87.5%
for WVGA and 84.1% for HD dataset.
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.M B = 71E% 2708908 Yang 52 F S/ o8 (¢

9 2 A de)E 7NeE o]F 4EHS Widte Vs

D, =4, TG 2 HEVYY FRE A 92 S At tHY, Huang 52 &9 2 At o 2HH

A& dR7F Hol7tal 9tk 53] a3k J4S 58 EAA &4 (Error Based Statistical Features, EBSF)

T Ae uto] 28] WA $, YA Y JA ol g ALEFH 78 Y EY A (Convolutional Neural Network,

oy} EQIEISF 2 & wto] Au|2olA $-2]9] T8 CNN) 714ke] EAS o] &3l WS A ota ol &
il Y

s T e o8 iiAzE = Ak sA, THE CNN 7]uke] ¥h2]o] Peng 5ol &5t AIE A=
55 T

Y2 o3 A== 7Pk efel ARl HHo = 9% dl, o] WA= JPEGS] vFs F2 HH | AES 7]
ste] A5 d ARE AEHAY Tt & B B4 o 2 gted 2 Hok oy gAS B s 71%o] AL
E AFAIIAY 2730 w7 E gt 53], ol % L5 oHe,
G HY AZES Y Ve FAF HHEHA o], oA JPEG 7|58 o]F 5 o RE Adsle 7lEL, olF
S Gl tigk A2o] glojk, & 59 Hong 5l MPEG-29] %97 &5 W shd] oFF 4 Io= 4
At vpe} o] Zyd YRS st W o8 L5tk Sun 52 779 Group of Picture (GOP)ollA
U EHA TG dig 2E & F A HAeH AWNA DCT AlF#ks vl o2 122199 54& F&3}
M Milani 5] Q158 vhe} o] G/de] 5ol 453 7, 0|59 RyJt RIRYE BEEAE Hlgo R At
Aol BE U 7Y 3 FlME Gl ts &= 1) S A okaki T Aghamaleki 52 %FAF38}H matrix
chokdk Heo] o] Mg sl o} 571818 GOPE ARS-dh= WalE AIA8H3 2P Jiang
I3t S G5 F e dupel 27 gl 5+ Markov 714+ %721*0— 01“10}04 MPEG-4¢] °l% &
g}, o2l YAES At AL g 9 9= 71 ZARE Adsls WS AsAtl ol5S 9 st
€= PRI 2 wEA sl )tk 53] HEVCE 2L ¢ H264/AVCY ©1F 95 Ocl = Wk B7HA g
st Fe Bt 38H O g flste ezl o] 27fE A=, Liu 52 Al 2 Fakg EuQlel A P-
7P AAS kS RE J1Eolth HEVCE 71 H264/  ZHYES] PR g ol &ahs UAE Atsk
AVCS 22 iF 7|9 ZEdYaE JIUE o A, M Yao 52 4EFH dolH 2EYH 239 jIA2E
2 7] 2L 71ES EYT &4 45 7]solt) o) S5 TAste] vHEAQ o] EAsHEAE dekete W
3 BFE 4F Ve IutH o R S 5T o §87 2% AT, Liaos 948l 344 ©]F 00] obd AC
A AFE flste] A AEH7] wiEol FFe] IS Aol EEE HEOE ek WA S AR 513
ddsle 2 X7 E Q) dE W HEVCE o5 ot
H Qs Az AsiME Gdol d5EH Al o MZF 4% #F HEVCZE 5743 ©]%, HEVC 7|We =
Zol ¥ Fds 4FE siAst oAl AlskEsheE ol & 3 o]F 9FS W 7lEo] v AlEH AT Xy
& HAE NEA] AX kR gtk wEkA, olFUdE A RE T ZF 2 dollA 3719 b RE (Y, sz &
Tekshs Wo] JAte X9 FE At vkl 7 el A Sequence of Number of Prediction Unit of its
293 7)% Hoprt w9 Prediction Mode (SN-PUPM) A& F&3}4] o] 4=
T B TGN olF ES Adee g 7S W S wdsts S AT Li 52 4k DCT
o] ojn] ®o] A7HoIA gt 237|dE JPEGeE  AF TUS A7 tg REE wlgor 54 F&3
UEH A olF dFE WHde 7lsEe] 4 AT = HAE ARt -z A3 P-ZE 9] TU Ze]
HoArk sYg FAst A9 o]F 45 W T|E AEE S EEINS 5HOE AMEEH olF 45 &
ol g 7l& F /A WH O EA, Huang 5o WY 3 gdate 71eE 2= H) Li 5 PUS DCT A4
Hulo]d whael 7|nkek WA 0 72 o5 Aty wE e} ©] co-occurrence YHE oLt WS At
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Il. HEVC 7|& 274

UAd 9 §5FA7E Ha weetds, HD &
P4 2 B At 9] Qife] FE o] FA HI
Ao, olF 98l Bok /iHE EF U5 7ol AlLHA
NEE Y Atk HEVCE H.264/AVC o] &) 7ids 713
A9 G BFE GF 7|E2A, 71E H264/AVCY} 72
TFxo ATLEF 7|9re] 7 £, thekdt Intra &5 7]
MAE B WE o F 7E 52 Frtete 71E Ve
AA FFAF
HEVCE &% Ez] #4 (Coding Tree Unit, CTU), &5
4 (Coding Unit, CU), <l &4 (Prediction Unit, PU),

23 M Y (Transform Unit, TU)S] 4714 7]
o=z :rL/K-]Qoi 011—4,[19] oﬂ)\]-g] 7]- ﬁgﬂo] KN o]—ifﬂ- [LH

A Zzke) ZaAQ e BAZLY Bokel AAA e CTUR
o) gl AT CTUE ¥7lsh 44 B8 3 A
ol 19 1% 2ol AZE
2 FeE ARA CUR wEEA Bt A8 =W,
1] 32x32 A7]9]
ssjthe F744

2 ARE ¥t} CTUE
64x64 1719 CTUE 4709 T4 =27
CUZ 4 ¥ &7, 7t74e] CUES ¥
O 2 16x16 &2 8x8
ok I8 1(b)olAM dE

4719 3¢ CUR &2

o~

[e)
= 2O I

5 2e 27]9) CUE $39
59, 94 =
B X,

]

Depth(: 64x64

Depthl: 32x32

Depth2: 16x14

Depth3: 8x8

Fig. 1. Example of 6464 CTU partition into CUs: (a) CTU partitioning (b) Quad-tree structure
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J8 2. TU 289 of
Fig. 2. Example of TU partitioning

CUEE 19 1(a)olld 8713 1~139] MY 452 2
3sHA Fot 742 CUSS tA 17N, 271, &2 4701¢] PU
Z UFoA o So] A HH, o] v 19 29 7

Hoh 53, & =20l AdstL e BelM e ol

Zol A CUS TUS) B8 AHE vleto 7 G| o]F ¢

. S &= &HoM2l 0|5 &5 HE
TEN ol F GHS AEFHE FRE 71450 a9
AR, FAF GF BRI 0)F UFL A= 1%L
B4 9Tk A 9 92 she 9RelAE 9
B 99l 4% B0l MEXETS] A LFo] Hof 9]
7w, el Ui 928 WA F o)F FUH 45
BN AGESHE AL WS Az & do] Ak, 3
A, o BA o1F AHE PR EAL FE RS QP
GOP 2717} W3k 59 B2 ¢4 B304 ©|F 452
2= A waste] WS el T oAAL vt

2N N/2
N/2

2N

(d8gye au gaasy D < D
= ” ’
A e o F AFHAT ifD” > D

o]7]1A A& ofelt]o] & 7NIo & thg oS FgelA
dojuhs stEASE T4 sts WAs MPEG-29 H.264/
AVCel g8 7]zo] AU MPEG-2 &A1l
=, WA Ztzte] AR EE(MB)lIA MB BFY (Mype)
A 9 M) AEE 32255 2= (Macroblock
mode, MBM)Z A €] 3t th. o] 7] Al My € {intra_4x4,
intra_16x16, P_Skip, inter 8x8, inter 16x16, inter 8x16, in-
ter 16x8} & T 7FA7F ™, M E Muvt, M2, ",
M} & & 7HA7F ok 2t vl A2 S50 o2 i o
=5 319 -z Yo EE MBMS 7|58 o] %, ni
o1 o] R =3 W) zHzke] MBMo] ¥sh=A1& ¢t
4% (Stability) AXZE ©]-&3te] o} e 2oz FH3
o},

Stability
_ {1 if MBM; (M pes My ) = MBM, (M0 M,,,)
0 if MBM,; (M0 Myy) # MBM, (M0 M)

ol9} FALEHAl H.264/AVCOlAE Mtype € {intra_4x4,
intra_16x16}3}, o= W =S s AH S M.
€ {Vertical, Horizontal, DC, Plane, Diagonal-Down-Left,
Diagonal-Down-Right, Vertical-Right, Horizontal-Down,
Vertical-Left, Horizontal-UP} & ©o]-8-3}o] Th&-3} 7Fo] <t
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Extract . Extract | CNN
CUDepth | Recompression — ¢, Depth _ ™ Features ]
— _ 7 Concate
/" Bitstreams ,.._ T+H RSN sfim L, s
TfJXIt)r:;:h —» Recompression TEXgea;:h w L Slfts:tsuti:il L
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Fig. 3. The overall framework of the proposed system
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A olol] BFo] [S]1Ask ol el |ue) 54 FE Loss=— =2,y og(p,) )
M%< AT Ak PANAE okl 1Y 43 o)
g7he] Z1FH 231 1709 fully connected (FC) 3% AHE ol7)4) N BA9) 357 s)do]n & =RoAE 0|5t
skl CUSH TUOIA 622+ SAQHEIS FE8t s At % Rz BEsHg y=27} Atk y {01} & 3
Ak ATAORE, AAAL ARFA FANE DT o Bj@ AR ol BF %S ML p i AZ @
718 A& Abgate] 16719 AES EHes o3, o 3t =85S on it}
Rectified Linear Unit (RELU)Z ) £ 2] ©]-&3}
Aom, A 6719 AEFA FoXE 3x3 2719 AL
o] A&HUTh oI5 Tkl 1¥ 4ellA 9] F2A whgt V. A3 ZAn
& transition Fo] AP A=, A7 = WA Ats)
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At AEFA FAE A Ht £ (Global Average
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Conv Pooling
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Fig. 4. The DCNN structure
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(4:2:0) 2] 2871 2] HD (1920x1080)2] A}, 2874 2]
WVGA (832x480) 974 AHEstoich zhzte] a2
22570 ZY S w3 zhzte) 2870 9] FAHS 23
Mol st MES 579 HIAE AER ZEste] AP
AePetivh BE AF G4 43S fsliA o2l | &
72 317 o) A WEE
: ) A EJo]oA HAA PR
GOP Z7|= 85 AHE3I L, Hth gAe Az 0}
B E 1

¥ 1. HEVC A% =7
Table 1. HEVC configuration settings

Configuration parameters Values
Number of frames to be coded 225
Intra-period 8
GOP size 8
QPs 20, 24, 28, 32
GOP structure |-P-P-P-P-P-P-P
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TP+TN
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AT (%) = 100
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Table 2. Detection accuracies for WVGA sequences

. Test dataset
QP Traning
dataset Statistical DCNN Concatenated
features features features

20 92.14 75.83 7714 77.50

24 95.48 77.92 81.07 83.93

28 96.07 83.33 89.64 92.50

32 97.15 86.67 94.07 95.86
Avg. 94.64 80.94 85.48 87.45

F 29 Aol A B ukel 7o), DCNN 5S40 2 A%
S A3 AAT} 8548%2) AFLEE /AWM EAH &
9] 80.94%XH T} vl F-9le] Y-S AT F QUth E
gk 7 54e Tl ARSete A AR Fhol 87.45%7t
7 ZEP7hH, ol& B QPlA FFACE HAXL Qe
AoZ HAXI Stk 91t A A& HD g7l 4
£3 AA7} o} E 30] HA L QUrk

F 3. HD Zalof| chst A
Table 3. Detection accuracies for HD sequences

Eg

. Test dataset
QP Traning
dataset Statistical DCNN Concatenated

features features features
20 93.42 76.47 74.28 75.34
24 93.92 80.71 79.64 83.90
28 95.71 80.36 78.94 86.43
32 95.62 82.14 81.79 90.71
Avg. 94.52 79.92 78.66 84.10
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Table 4. Time complexity (Frame/sec)

WVGA Seq. HD Seq.
2.7x10-3 12.5x10-3
w. 2 E
o] mEllME FYT 5 ol HEVCE °lF ¢
SH IS HAE] AT AER S AXsk A
Ak WA ME CUSt TUS &8 FHES 7vte = wd
< AFgst=d], 5 A dojue Wsks 54
at7] flote] £ AHS do] ¥ Pl st o]52
HstgFS A3t g Aol aAHE WS ol&ate] TAA 1]
I DCNN 545 FEste 142 Akl ol 71E&
o ths ¢S BAAM 74 E5] AP =S SH s T4
& Boh /) dste] B8 RS 7EA L wE S G 98
o]F U= ARE AT F U= WAt 4F AHE
Sl A ASretE WA o] HEVCY °lF 45& skt
At 85% A= A4S HAFY Slas I F 3
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