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Data deduplication is a common used technology in backup systems and cloud
storage to reduce storage costs and network traffic. To preserve data privacy
from servers or malicious attackers, there has been a growing demand in recent
years for individuals and companies to encrypt data and store encrypted data on
a server. In this study, we introduce two cryptographic primitives, Convergent
Encryption and Message-Locked Encryption, which enable deduplication of
encrypted data between clients and a storage server. We analyze the security of
these schemes in terms of dictionary and poison attacks. In addition, we introduce
deduplication systems that can be implemented in real cloud storage, which is a
practical application environment, and describes the proof of ownership on client-

side deduplication.
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CE Convergent Encryption
MLE Message-Locked Encryption
HCE1 Hash and CE without Tag Check
HCE2 Hash and CE with Tag Check
RCE Randomized Convergent Encryption
HSM Hardware Security Module
PoW Proof of Ownership
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