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[Abstract]

V2X communication is a technology in which a vehicle exchanges information with various entities such as other vehicles,
infrastructure, networks, pedestrians, etc. through a wired or wireless network. Recently, V2X communication technology has been
steadily developed and recently it has played an important role in autonomous cooperation driving technology combined with autonomous
vehicle technology. Autonomous vehicles can utilize the external information received via V2X communication to extend the recognition
range of existing sensors and to support more safe and natural autonomous driving. In order to operate these autonomous cooperative
vehicles on public roads, the security and reliability of autonomous V2X communication should be verified in advance. In this paper, we

present test scenarios and test procedures of secure V2X communication for cooperative automated driving and present verification results.
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E 1. HAE ALIZIR
Table 1. Test scenarios.

Scenario Description
The OBU forwards the information to the ECU for
Normal . .. ..
tion autonomous cooperation driving when receiving the
operd road information normally signed by the authorized RSU
Unsecured The OBU does not forward the information to the ECU
message for autonomous cooperation driving when receiving
(Unauthorized . . .
situation) unsigned road information.
Unauthorized | The OBU does not forward the information to the ECU
CA for autonomous cooperation driving when receiving
(Unauthorized | road information from a RSU having a certificate issued
situation) by a CA other than authorized CA.
Unauthorized | The OBU does not forward the information to the ECU
RSU for autonomous cooperation driving when receiving
(Unauthorized | road information from the RSU which uses the
situation) certificate of the other device.
Mes 52 &C | The OBU does not forward the information to the ECU
tampering . .. ..
. for autonomous cooperation driving when receiving the
(Unauthorized . .
I altered road information.
situation)
B 2. HYTEAL] HAE AL

Table 2. Test scenario for normal operation.

Test procedure

Step| Description
1 The vehicle is located at the start point of driving (1.5 km far from
the RSU).
The RSU receives the road information from the center and starts to
2 transmit.

When the road information is transmitted, the message is signed with
the RSU private key issued by authroized CA.

The driver of vehicle accelerates the vehicle toward the RSU.
3 The OBU starts to save logs related to V2X communication and
security processing.

Confirmed that vehicle decelerates when approaching the obstacle

4 .
position.
Check the log of the OBU to confirm the processing status of
communication security. Confirm that the log contains the following
contents.

5 - Logs that can confirm message reception from RSU.

- Logs to verify successful security verification of received messages
- Logs which can confirm that the received road situation
information has been forwarded to ECU.
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Table 3. Test scenario for unsecured message.

Test procedure

Step| Description

The vehicle is located at the start point of driving (1.5 km far

! from the RSU).
The RSU receives the road information from the center and starts
2 to transmit.

When the road information is transmitted, it is transmitted in an
unsigned form.

The driver of vehicle accelerates the vehicle toward the RSU.
3 The OBU starts to save logs related to V2X communication and
security processing.

Confirmed that the vehicle does not decelerate when

4 approaching obstacle position.
Check the log of the OBU to confirm the processing status of
communication security. Confirm that the log contains the
following contents.

5 - Logs that can confirm message reception from RSU.

- Logs that check whether the received message is a unsecure
message.

- Logs that confirm that the received road situation information
has not been forwarded to ECU.

X 4. 1| 27} CAo| LSt HIAE AlLl2|2
Table 4. Test scenario for unauthorized CA.

Test procedure

Step| Description

The vehicle is located at the start point of driving (1.5 km far
from the RSU).

The RSU receives the road information from the center and starts
to transmit.

2 When the road information is transmitted, it is transmitted with
the certificate after signing the message with the private key
issued by the other CA other than authorized CA

The driver of vehicle accelerates the vehicle toward the RSU.
3 The OBU starts to save logs related to V2X communication and
security processing.

Confirmed that the vehicle does not decelerate when

4 approaching obstacle position.
Check the log of the OBU to confirm the processing status of
communication security. Confirm that the log contains the
following contents.

5 - Logs that can confirm message reception from RSU.

- Logs that verifies if OBU does not have a CA certificate that
can validate received messages and certificates.

- Logs that confirm that the received road situation information
has not been forwarded to ECU.
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Table 5. Test scenario for unauthorized RSU.

Test procedure

Step | Description

The vehicle is located at the start point of driving (1.5 km far from

1
the RSU).
The RSU receives the road information from the center and starts
to transmit.

2 When the road information is transmitted, the message is signed

with the private key generated by the authorized CA and is
transmitted with the certificate issued to the other RSU.

The driver of vehicle accelerates the vehicle toward the RSU.
3 The OBU starts to save logs related to V2X communication and
security processing.

Confirmed that the vehicle does not decelerate when approaching

4 obstacle position.
Check the log of the OBU to confirm the processing status of
communication security. Confirm that the log contains the
following contents.

5 Logs that can confirm message reception from RSU.

Logs that verifies that signature verification for a received message
has failed.

Logs that confirm that the received road situation information has
not been forwarded to ECU.
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Table 6. Test scenario for message tampering.

Test procedure

Step | Description

The vehicle is located at the start point of driving (1.5 km far

1

from the RSU).

The RSU receives the road information from the center and starts
2 to transmit.

When the road information is transmitted, the road information
data is arbitrarily changed after the message is normally signed.

The driver of vehicle accelerates the vehicle toward the RSU.
3 The OBU starts to save logs related to V2X communication and
security processing.

Confirmed that the vehicle does not decelerate when approaching

4 obstacle position.
Check the log of the OBU to confirm the processing status of
communication security. Confirm that the log contains the
following contents.

5 Logs that can confirm message reception from RSU.

Logs that verifies that signature verification for a received
message has failed.

Logs that confirm that the received road situation information has
not been forwarded to ECU.
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Fig. 6. Test result for normal operation 2(display at OBU).
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Fig. 7. Test result for unsecured message 1(display at RSU).

13 8. H| EoF HA[X]of| CHEt EﬂﬁE Z3} 2(0BUZ &tH)
Fig. 8. Test result for unsecured message 2(display at OBU).
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Fig. 9. Test result for unauthorized CA 1(display at RSU).
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Fig. 10. Test result for unauthorized CA 2(display at OBU).
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Fig. 11. Test result for unauthorized RSU 1(display at RSU).
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Fig. 12. Test result for unauthorized RSU 2(display at OBU).
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Fig. 13. Test result for message tampering 1(display at RSU).
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Fig. 14. Test result for message tampering 2(display at OBU).
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