KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 12, NO. 9, Sep. 2018 4576
Copyright (©) 2018 KSII

A Security-Enhanced Identity-Based Batch
Provable Data Possession Scheme for Big
Data Storage

Jining Zhao'", Chunxiang Xu' and Kefei Chen?
! School of Computer Science and Engineering, University of Electronic Science and Technology of China

Chengdu, 611731, China

[e-mail: kevinchao86@gmail.com;chxxu@uestc.edu.cn]

2Hangzhou Key Laboratory of Cryptography and Network Security, Hangzhou Normal University
Hangzhou, 311121, China
[e-mail: kfchen@hznu.edu.cn]
*Corresponding author: Jining Zhao

Received November 2, 2017; revised February 13, 2018; accepted April 24, 2018;
published September 30, 2018

Abstract

In big data age, flexible and affordable cloud storage service greatly enhances productivity
for enterprises and individuals, but spontaneously has their outsourced data susceptible to
integrity breaches. Provable Data Possession (PDP) as a critical technology, could enable data
owners to efficiently verify cloud data integrity, without downloading entire copy. To address
challenging integrity problem on multiple clouds for multiple owners, an identity-based batch
PDP scheme was presented in ProvSec 2016, which attempted to eliminate public key
certificate management issue and reduce computation overheads in a secure and batch method.
In this paper, we firstly demonstrate this scheme is insecure so that any clouds who have
outsourced data deleted or modified, could efficiently pass integrity verification, simply by
utilizing two arbitrary block-tag pairs of one data owner. Specifically, malicious clouds are
able to fabricate integrity proofs by 1) universally forging valid tags and 2) recovering data
owners' private keys. Secondly, to enhance the security, we propose an improved scheme to
withstand these attacks, and prove its security with CDH assumption under random oracle
model. Finally, based on simulations and overheads analysis, our batch scheme demonstrates
better efficiency compared to an identity based multi-cloud PDP with single owner effort.
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1. Introduction

A new white paper by IDC and Seagate [1], forecasts that global datasphere will swell to 163

zettabytes (ZB, i.e., a trillion gigabytes) by 2025, a tenfold rise of the 16.1 ZB of data
generated in 2016 worldwide. In the big data age, by outsourcing local data to remote clouds,
individuals and enterprises could make the most of cloud platforms' powerful on-demand
computation and storage resources, to accelerate their business with customized and scalable
applications on the "big data" and "data that is big". In 2017, 122.5 billion worldwide will be
spent on public cloud services and infrastructure, 24.4 % shifting from 2016, according to
another update report of IDC [2]. Although cloud service providers could deploy much
protections for the owners' outsourced data, e.g. access control [3], key word search over
encrypted data [4], yet still there is security concern for storage when the hardware or software
failure occurs [5], like Amazon EC2 Cloud Crash accident in 2011. Any small percentage of
data breach for cloud service provider, could be disaster for some companies. As one of most
critical cloud security problems, outsourcing data integrity [6] raised a lot of attentions, in the
sense that cloud service providers might hide data loss news to maintain good reputation.

Provable data possession (PDP), which is proposed by Ateniese et al. [7], could enable data
owners to efficiently determine whether actual data possession delegated to cloud service
provider remains the same as its original data copy. With homomorphic verifiable tags [8] and
random sampling technologies, data owners could verify proof of storage from clouds with
low overheads, instead of entire cloud data copy. Therefore, any delete or modification could
be efficiently detected. Among recent years' works based on Public Key Infrastructure (PKI),
Wang et al. designed privacy preserving PDP scheme for public auditing [9], and Zhu et al.
proposed cooperative PDP [10] to enable data integrity checking on multiple clouds setting.
Some studies continue to make critical progress to allow fully dynamic PDP [8], or support
user revocation PDP [16]. However, all of them above have to confront with complicated
public key certificate management problem, where additional certificates are to be verified
before using public keys and forthcoming relevant distributing issues.

To further enhance the efficiency of PDP, identity-based cryptosystem recently received
much attention for desirable feature of eliminating complicated public key certificate
management. In 2013, Zhao et al. proposed the first identity-based public auditing [13]
scheme to realize the identity-based PDP primitive, which also supported batch verification
for multiple owners' data. To enable integrity verification for individual owner's data
outsourced on multiple clouds, Wang et al. designed the first identity-based distributed PDP
[15] system called ID-DPDP, which might be vulnerable for some security flaw and
fortunately was fixed by Peng et al. in [18]. In 2015, Yu et al. considered constructing
identity-based PDP by transforming certificate-based solutions [11], and proposed
identity-based remote data integrity checking scheme with privacy-preserving [12] in 2016.
Meanwhile, excellent architecture designs benefit us a lot from data delivery aspects [22][23].

In ProvSec 2016, Zhou et al. proposed an identity-based batch PDP scheme named
ID-BPDP [17] to verify multiple data owners' data on multiple clouds. They aimed to
eliminate the resource-consuming issue of certificate management, and meanwhile to reduce
the computation cost greatly by batch verification for multiple owners and multiple clouds
simultaneously. The authors presented a simulation of this scheme upon the computation and
communication cost, and claimed that its security relies on assumption of computational hard
problem.
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Contributions : In this paper, for big data storage integrity, firstly we will show that
ID-BPDP [17] proposed by Zhou et al. is not able to achieve claimed security in the sense that
malicious clouds could first universally forge valid tag for any modified data even without the
data owner's private key, and thus manage to deceive verifier and data owners when the data is
deleted or modified. Besides, it is feasible for malicious clouds to recover any data owner's
private key to generate tags. Secondly, to remedy the security flaws of forging of tags and
recovering private key for fraudulent proofs, we propose our improved solution of original
scheme, and prove its security from hardness assumption of Computational Diffie-Hellman
problem under original security model. Thirdly, extrapolated to large scale of big data storage,
our improved scheme could be more efficient in computation and require less cost of
communication compared with existing identity based PDP scheme for single owner on
multiple clouds storage, based on final complexity analysis of overheads and the trend
illustrated from simulations.

Paper Organization: The rest of the paper starts with notations and reviews of definition
of ID-BPDP along with its system and security model for in Section 2. After revisiting of
ID-BPDP scheme in Section 3, two security flaws are demonstrated in Section 4. We present
our improved scheme in Section 5, and formally prove its security in Subsection 5.1 under
random oracle model. In Section 6, we compare our improved scheme with Peng et al.'s
ID-DPDP and and Zhou et al.'s ID-BPDP, in the context of overheads based on complexity
analysis and simulations, to study the trend of efficiency for extrapolating to big data storage.
Section 7 concludes our paper with open problem.

2. Preliminary

2.1 Notations and computational assumption

- Gyand G, are two cyclic groups of same large prime order g, additive and multiplicative
groups respectively. e is a bilinear pairing mapping, where e:G, xG, = G, .

- (mpk,msk) are the Private Key Generator (PKG)'s master public key and master private key,
respectively. sk; is i-th data owner's corresponding identity-based private key.

- There are no number of data owners, outsourcing total N number of blocks, on n; number of
clouds. M is the i -th data owner's k-th block outsourced on j -th cloud with s number of
sectors (S<N), where sectors {Fija}i<p.s) With common {vi}iep1sp for combination mij . i IS
the tag of block Mij.

- chal is the challenge token generated by verifier, and chal; is the specific challenge token for
the j-th cloud. c is number of challenged blocks, where c<N.

- n €[1,c] indicates the n -th selected block of total ¢ challenged blocks, which should be
further specified as i,-th data owner's k,-th block outsourced on j,-th cloud..

- f is a pseudo random function (PRF) f :Z x{l,---,N}— Z_ for generating challenging
co-efficient to combine challenged blocks.

- C is the index set of challenged clouds picked by verifier. O is the index set of data owner's
identities upon challenged blocks, and J is the index set of challenged clouds, where |O|=n;,
|J|=n,. Pjis the proof of storage generated by j-th challenged cloud.

CDH problem on G;: Given g, g* ,g° €G;, to compute g® with a probabilistic polynomial

time (PPT) algorithm, without knowing random a,b &Z,.

DL problemon G, : For g €G;, a €Z,, given g°, to compute a with a PPT algorithm.
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2.2 Definition of ID-BPDP

In this section, we will present the definition of lIdentity-Based Batch Provable Data

Possession (ID-BPDP) from the original paper [17], in the six algorithms below.

- Setup (19— ( params, mpk, msk) is initialized by PKG with security parameter k as input. It
outputs public parameters params , master public/ private key pairs (params,mpk,msk).

- Extract (params, msk, ID;) —sk; is executed by PKG with as input parameters params and
i-th data owner DO;'s identity ID;, it outputs the private key sk; for the owner.

* TagGen ( params, ID;, ski, mpk, {Mi})—{oix} is run by every data owner. It takes as input
public parameters params, owner DO;'s identity ID;, the personal private key ski, master
public key mpk and data blocks {M;} to be outsourced on the corresponding clouds. Then
the tags {oi} of above blocks could be generated.

* Challenge ({(i,j,k)}) — (chal, {chal;}) is executed by verifier. It takes as input data index set
{(i,j,k)} and randomly selects some indexes as the challenge token chal for one instance.
According to the specified indexes {j}, challenge token chal is further divided into a set of

tokens {chal;} and only forward chalj to the corresponding j-th cloud.

* ProofGen ( params, chal;, {IDi}, {oi}, {Mix}) —P;jis run by each challenged cloud. It takes
as input parameters params, challenge token received chalj, the specified set of data owners'
identities {ID;}, the set of tags {ai;}, and the blocks {Mj;}, and the proof P; is generated for
challenge token chal;. Then P; is sent back to verifier by cloud CS; .

- Verify ( params, chal, {ID;}, { P; }, mpk) —{0,1} is executed by verifier. It takes as input
public parameters params, challenge token chal, specified set of data owners' identities {ID;},
set of proofs { P; } from all challenged clouds, and the master public key mpk. 1 will be
output if the proofs are valid, otherwise 0 is output.

2.3 System Model
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Fig. 1. Architecture of ID-BPDP
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As it depicts in Fig. 1, there are four kinds of entities in an ID-BPDP scheme, i.e., the PKG,
data Owners, multiple Clouds, and a batch Verifier. PKG initializes the system parameters and
extracts private keys for data owners of their own identities. Data Owners create their own data
and tags, and store them in multiple clouds. Multiple Clouds maintain data owners' data in the
form of sectors, and provide data access to the data owners. The batch Verifier is a trusted third
party to offer the batch data integrity verification on multiple clouds for the data owners.

2.4 Security Model

In ID-BPDP [17], both the data owners and verifier are assumed to be trusted to perform the
scheme, while the clouds might be malicious to forge tags and proofs to deceive them if data
loss incidents occur in terms of data delete and modification, such that clouds' reputations and
economic interest will not be affected according to the regulation. We review the two formal
security definitions as follows:

- Unforgeability of Tags: A tag is unforgeable if any malicious clouds win the Tag-Forge

game below in probabilistic polynomial time, with negligible probability.

- Setup : Challenger B (in the role of PKG and verifier) generates system parameter for

PKG, and sends PKG's public key to adversary A (malicious clouds).

- Queries: A could adaptively query private keys {sk.} for set of identities {ID.}(i e S,). It
could also request tags {o;, } for set of blocks {M, } ((i, j,k,M,) € 1,).

- Forge: A wins the game if it forges a valid tag O e for data block Mi*jkk* , for which it

has neither extracted private key for the identity nor queried the tag, i.e., where i ¢ S, and
(i, j.k, M., W) gl

. Unforgeablllty of Proofs: A proof is unforgeable if any malicious clouds win the
Proof-Forge game below in probabilistic polynomial time, with negligible probability.

- Setup, and Firstphase queries are same as the Tag-Forge game's corresponding parts. The

set of identities which have extracted private keys are denoted as S, , and the set of index

and blocks which have queried tags are denoted as |,.
- Challenge: Challenger B generates challenge token chal” for a set of index and blocks
{G;, ik, M, ) In=[1,cl}, where at least one 1D, (i; 'S,) and for the same i,

(i, j Kk M, ) &1, and sends chal” to A.

n'Jn? " *n?
- Secondphase queries: Similar to Firstphase queries, the set of identities which have
extracted private keys are denoted as S,, and the set of index and blocks which have

queried tags are denoted as |,, where at least one ID. ¢ (S, US,) and for the same i,
(I:’ J:’ k:’ MI:J:k;) 2 (Ilu |2) '
- Forge: A wins the game if it forges valid proofs {PJ_*} for challenge token chal”, where for

the above two phases of queries, at least one identity has neither extracted private key and
nor queried tag.
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3. Revisiting of ID-BPDP

In this section,we will revisit the ID-BPDP scheme of six algorithms in [17].
- Setup: PKG uses this algorithm to generate a bilinear map e:G, xG, - G, with two

groups G, and G, of the same order > 2, where g is the generator of G and k is
security parameter. It also selects three cryptographic hash functions H, :{0,1} — G,,
H,:{0,1} — Z,, H;:G, — G, and a pseudo random function f:Z x{l,---,N}—Z,.
It picks random x and {V,}; ;; from Z,, and computes g*, where s <N is the number
of sectors for each file block. The PKG's master private key is msk = X and master public
key is mpk = g*. The global parameters are (g,G,,G,, g, mpk, H,,H,, Hy, . {v} ;)

- Extract: Given identity ID,, PKG extracts the identity-based private key as sk; = H,(1D,)”
and returns to the data owner.
* TagGen: Data owner of ID; uses this algorithm to generate tag for block M, in the form of

s sectors {F;,}. It selects a random u; € Z, and computes

Sik=9"Ty = k™ H, (mpk)*”
S
astag oy = (Sy, T ), where my, = Zvl - Fjq - Upon receiving block My, , the j -th cloud
1=1

could verify the tag oy, as

s

zvlFijkI"'HZ(lDi)
e(Tijk’ g)= e(Hl(IDi)H ,mpk) 'e(Hs(mpk)1 Sijk) 1)
* Challenge: For verifying ¢ blocks of total N blocks on the multiple clouds storage system,
the verifier uses this algorithm to generate challenge token chal =(1,K), in order to

specify each challenged block M, ;, belonging the I,-th data owner of ID, and as the
k. -th block outsourced on j -th cloud, where the index (i, j,,k,) el (1<n<c<N),

and the random temporary key x; € K (x; €Z). The challenge token chal is further

distributed to each challenged cloud as disjoint challenge tokens {chal}, and thus
chal, =(I;,K;) will be sent to the j -th cloud where I, ={(i,, j,k,)|vn =n,,

i, #i, Y= land K; ={x; [(i,, J.k,) € I,}= K. All the indexes of challenged clouds
{i} formaset C,and Vj,, j, €C,j, # j,, I, N1, =, u,I;=1I.

* ProofGen: The j -th challenged cloud picks up challenged blocks {M, ; } and computes
co-efficient values {rn}:{f,(in (i,, J,k,)} with received challenged token chal;, ={I;,K}
(h ={G,, iL.k) v =n,,i, =i, < | and K; ={x; [(i,, J.k,) € I,} = K). The proof
of storage P, =(S},Tj{Fj}; i, ) is generated with blocks {M,; } and tags

{O-injkn = (Sinjkn Tk, )} as:
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Sj= H St Ti = HTinrl}kn Ry = Z Fijr T

chal; chal; chal; i, =i
P,- - (SJT ,TJ.’,{F”’,}(M.YK)EIj ) will be sent to the verifier.

Note: As feasible computation optimization claimed in [17], in ProofGen, H Sir"jk could

chal j

I

be computed by cloud CS; as 1_[(9“')‘":i to avoid some exponentiation. Simply because
ieO

when data owner DO, runs TagGen, it first chooses a random u, to generate tag for one block,

and reuses the same u, for the rest blocks’ tags, i.e., Sijk = g“i . Therefore, the distinct

exponent {r. }={f,_ (i,, ,,k,)}, could be summed up for the same base gh = i (1, =1)

specified by same u., even if they vary with indexes {(i_, j,,k,)}. (It is specified in the 4th

notes of computation analysis for ProofGen in [17]'s page 120)

- Verify: After receiving all the proofs{Pj} from all challenged clouds, the verifier views
index set {i} as O for all the challenged data owners, and computes
{rn}:{fKin (., J.,.k,)In=1---,c} , with the challenge token chal=(l,K) for

I ={(,, J,.k,)[n=1---,c} and K={x; [n=1---,c} (The index and coefficient
generation are similar to Section 5). It will outputs 1 (valid) if the following equation holds:
ZivlFifl+Hz(|Di)Zrn

e([ [T/, 9)=e(J[H.(D,)=" " mpk)-e(Hy(mpk), [ [S)) @

jeC ieO jeC
and O (valid) otherwise.

4. On the security of ID-BPDP

In[17], by reusing u; generate tags for all blocks {Mij}, data owner DO;in TagGen, ID-BPDP
could elegantly allow j-th cloud to avoid some exponentiation in computing S; of the proof P;
in ProofGen, where distinct exponents {r,} could be summed up for the same base g“ . There

is comprehensive analysis for its security in paper, however, ID-BPDP scheme may suffer
from this elegance of scheme designing. In the following, we will investigate that ID-BPDP is
vulnerable to two security attacks: universal forgery of tags and recovery of data owner's
private key. Especially, even if improving tags generation with different u; as uiy, universal
forgery of tags remains valid. Therefore, the security properties of unforgeability of tags and
unforgeability of proofs may not hold.

4.1 First attack: universally forging tag without private key

We assume there is a malicious cloud denoted as jn,-th cloud. For modified block Mi’; o the
malicious jn -th cloud chooses another two arbitrary pairs of data tag and block outsourced
from the same owner, eg., (S; ., T;  «M; ). (S; . Ty My, ), and computes

d :(mi’;mk =My )/(mijrnkl —mijmkz)ezc| with blocks' sectors. The tag of modified data
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Mi’;mk could be generated by cloud as:

_Td 1-d [(myj g +Ho (1I0;))d+(my Ly, +Ho (10;))(1-d)] u,d+y; (1-d)
lem Tu Ky le ky, Sk i e ) H3(mpk)

_ Sk.d(mijmkl My )+ Mo +H2 (107) H (mpk)u, _ Skimijmk+H2(|Di) . H3(mpk)“‘
d l d 1-d
Su k= Sumk1 iinky — = (g ) (g )( )=
where S, =S; , =0 “ according to the tag generation in TagGen.

Since random number set {v,} are accessible for all clouds to verify the validity of tags and
S
blocks by equation (1), m; , Zvl i My, = 2v| i, and my :ZvI R could

be generated with sectors {FIJ kI} { i k1 and {FIJ kI} of above blocks. It is easy to verify
(T Sii) = (T - Tire S - Sit,) asa valid tag for block M | by equation (1).

Ijm

For example, for modified block M, ={F;j;},y.¢» Where m;, = ZVI Flu
1=1

~ ju+H, (1D) " )
( 1j2 Tlljsdvsldjz Sllj.’?) = (Sk1m1J > 'Hs(mpk)u 1gu )
could be fabricated as valid tag of block M., with tags (T;,,S,;,) and (T, ;5,S,;;5)-
Surprisingly, if simply improving the ID-BPDP scheme by modifying S; = g™ with
different randomness Uy, ,

d ) (1-d L d U —-d
T,Jm _Tud . Tulkd; — Sk[(mumkl+H 2 (10 ) d+(my v, +H, (10;))(1-d)] . Ha(mpk)uumkl +Hiji, (1-d)

= sk Mk +H2 (1D) Hs(mpk)“ijmk1d+“iimkz 1-d)

S,Jk—Sd .S

Uijmke Y d Uiiko \(A=0) _ ~y Uijiig 0+ Ui o (1-0)
ijmky umkz_(g ml) (g mz) - T

The forged tag (T, S; ) = (T -Tic . Si Sj ) is still able to pass equation (1) as a
valid tag for block M ,

S
For example, for modified block M, ={F, [}, Where my, = > Ry,
1=1

(T T Stz Sijg) = (sk/ ) H (mpley' 0 g st s
could be fabricated as valid tag of block M}, with tags (T;,,S,;,) and (T, ;5,S,;5)-

Therefore, the security flaw of universal forgery does not lie in simply re-use of randomness
but incapability of detecting fabrication of original randomness. These flaws make improving
security of existing ID-BPDP scheme more challenging.

4.2 Second attack: recovering private key and forging

In the original ID-BPDP scheme, parts of the i-th data owner's tags {oy, = (S, T; )} are

identical from Taggen, i.e., 3ieO, VS, = g%, T, shares H,(mpk)" . This reusing of
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random value u, for same data owner DO, 's tags, further contributes to clouds sides'

computation optimization of ProofGen. Unexpectedly, the elegance of designing may
introduce potential vulnerability of exposing remaining private key part by efficient
exponentiation operations on any two different tags.

Recovering individual private key: The malicious j, -th cloud selects two arbitrary pairs
of data tag and block outsourced from the same owner, e.g., (Sijmkl, Ti v Mijmkl), (Sijmkz :
T

ijme !

M; ), and computes:

1
1

Tijmkl Mok =Mk _ (kM Hz (O~ +Ho (D] LR LT
T_ =S i . 3(mp ) mki mk2
ijme
m'Jmkl_m'JmKZ
— skim'Jmklim'JmKZ - Skl .
where m;  and m; - could be generated by their blocks' sectors with {v,}.

Obviously, the data owner of identity ID; 's individual private key could be revealed as

1 1
ski = [TJ_k]Z(F ) g, sk, = [Il_ﬂjz o),

ijmka 1j3

Forging tag: With private key sk. recovered from above, malicious ] -th cloud could

generate a forged tag o, . for a modified block M with regarding to the original Mijmk .

iim ik ?
* Mg =My mg i +Hy (1D;) Dot T
T = Tijp Sk ™t = sk -H, (mpk)* ySik =Sijx = g
where m; ., m, , could be generated with block sectors {F; ,} .{F; 4} as above.

Because (T, S; ) = (T, -sk; ™ ™™, S, ) is exactly equal to genuine tag for M ,
under the same original random value u, coherent with other authentic block’s tag. The forged
tag could be easily verified with equation (1), e.g., (lel,s;.l):(lel-skl”‘fif’“m,sljl) is

exactly equal to genuine tag for Ml*j1 under the same original random value u,, with private

T ISviE .k
key recovered as sk, =| -2 [&" (R,
1j3
Note: With the first attack approach, the adversary is able to generate valid tag of modified
data with another two correct tags, by utilizing their relationship that could be retrieved.

Forith owner, assume that its original data M , is modified to an arbitrary data M*ij ‘-
Adversary could easily calculate relationship d :(m; My )/(mij M kz) , with
target modified block M*ijmk and two other correct blocks M; , and M , . Then , the

target tag oy = (T;,,S; ) for modified M7, , could be generated as
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(T i Siy, - Sie,), with d and tags of the above two blocks. The adversary may also

launch the second attack by recovering owner’s secret key. With the two pairs of correct tags

T. ik~ Mk
and blocks, it could surprisingly recover the owner’s private key as sk; = (—"mkl J .
ijmkz

Then, according to original tag and data pair (o;

ik M ), adversary could compute target

tag oy, = (T, ., S; ) as (T, -skimam“m”mk,sijmk), with private key sk, and the modified
data M ;mk . As above two attack approaches, malicious clouds could easily fabricate valid tag
for any modified data, which will pass the verification equations (1) and (2).

On the other hand, for the sake of saving storage cost, the clouds might delete some data
{M ijmk} copies, only having to keep one piece of data copy M ijimkl and replace their tags with

corresponding new forged tags {o-i]fmk}. Since these forged tags are valid to pass equation (1),

with the correctness of IB-BPDP, it is feasible to pass the verification equation (2), by
constructing proof with these foraged tags and data. Therefore, malicious clouds are able to
forge proof of integrity to cheat both verifier and data owners, when the outsourced data are
modified or deleted.

5. Improved scheme

As above analysis, both recovering private key and universal forgery of tags should be fixed. If
we simply modify tags generation with different u; as uy, , the scheme will still suffer from
universal forgery of tags. Meanwhile, without unique index and file name, different blocks of
different files share the same tag, which might result in vulnerability in substituting valid
blocks for passing verification. Therefore, more efforts need to be made to contribute to
efficient and rigorous improvement for the deep security flaws. According to the definition of
ID-BPDP in subsection 2.2, our improved scheme with following six algorithms, is able to
allow verifier to verify proofs from challenged clouds for the challenged data owners and their
corresponding data blocks and tags, at one time in a batch way.

- Setup( 1) > ( params,mpk,msk ) PKG uses this algorithm to generate a bilinear
mape: G, xG, — G, with two groups G, and G, of the same order q > 2*, where g is
the generator of G and k is security parameter. It also selects three cryptographic hash
functions H,:{0,} ->G,, H,: {0} »>Z_,
function f:Z x{l---,N}—Z,. It picks random x e Z, and {V,};, ;. and computes

H,:G, — G, , and a pseudo random

g”, where s < N is the number of sectors for each file block. The PKG's master private key
is msk=x and master public key is mpk=g* . The global parameters are
(ele’sz g, mpk, H11 Hz’ Hsl f ’{VI}Ie[l,s]) .

- Extract ( params, msk, ID, ) — sk.: Given identity ID., PKG extracts the identity-based

private key as sk; = H,(1D;)" and returns to the data owner.
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- TagGen ( params, I1D;, sk;, My, ) — o, : For one file named name; , data owner of identity
ID; runs this algorithm to generate tag for every block My, , which are further split into s

sectors {F;,}. The data owner first generates random u; € Z,, and computes

Sijk — gui ,Tijk _ Skimijk+H2(nam€i||i||j||k) . H3(Sijk ” namei ” i ” _I ” k)ui

S

astag oy = (Sy, Ty ), where my, = ZVI - Fj - Meanwhile upon receiving block My, , the
1=1

J -th cloud could verify the tag o as

S
> Vi Fija +H, (name il jlIk)

e(Ty. 9) =e(H,(ID)" ,mpk)-e(H; (S [Iname, [[i]l j1Ik), Sy) @)
- Challenge ({(i, j,k)}) — (chal,{chal }): For verifying ¢ blocks of total N blocks onthe

multiple clouds storage system, the verifier uses this algorithm to generate challenge token
chal = (1,K), in order to specify each challenged block M, ;  belonging the i,-th data

owner of 1D, 's file named name; and as the k -th block outsourced on j, -th cloud,

where (name, i, j,.K,) €l (1<n<c<N), and the random temporary key x, € K

(1<in €Z,). The challenge token chal is further distributed to each challenged cloud as

disjoint challenge tokens {chal;}, and chal; = (I,,K;) will be sent to the j-th cloud

where |, ={(name, ,i,, j,k,)|Vn =n,,i =i Y=l and K;={x [(, J.k))el;}

< K. All the indexes of challenged clouds {j} form a set C, and Vj,, j, €C, j, # J,,
L, Nl =9, Uil =1.

- ProofGen ( params, chal;,{ID;},{co; },{M;; }) = P,: The ] -th challenged cloud selects
challenged blocks {M, ;, } for the owners' files named {name; } and computes co-efficient
values {rn}:{f,(in (i, J,k,)} with received challenged token chal; ={l;,K }
( 1, ={(rame, ,i,, j,k)[Vn =n,,i, #i }c 1 and K;={x |(i,, j.k))el;}=K).
Since for the same owner of ID, Vi, =1,S; ;, = g =g"= ik » the proof of storage
P, = ({Si;j}inechalj T {Fij',}(iijk)elj) is generated with blocks {M, , } and tags
{O-injkn = (Sinjkn Tk, )} as:

Si;j = Sinjkn 'le = HTinrnjkn ’ Fij’I = Z Fi,,jknl Ty

chal chalj,i, =i
and will be sent to the verifier.
- Verify ( params,chal,{ID;},{P,},mpk ) — {0,1}: After receiving all the proofs {P}
from all challenged clouds, the verifier first looks up the challenge token chal = (I, K)
(I'={(name,i,, j,.k,)In=1---,c} and K ={x; [n=1---,c}) , for the specific index

(iy, Jo K,) and corresponding random key x; . With the index and random key of each
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block, the co-efficient r, could be generated by the pseudo random function as
r,=f. (i, J,,K,). The index set of all challenged owners’ identities, could be viewed as

O={ili=i,i €1} from their challenged blocks’ indexes. Meanwhile, as valid tag for
data owner of ID;, Vi, =i, S/, =S, ;, =S, =g". Therefore, verifer simply sets S by
any one S/, (i, =1i) and views S/, =S/, for Hy(:)'s input for every (i, j.k,). It will
outputs 1 (valid) if the following equation holds:

S
DR+ Ha (namey i1y 1k, ),

2 2R 2,
e(J[7/.9)=e(] [H,(1ID))<= * ,mpk)
jeC ieO
TIedT TT Ha(Siy, Iname, QI 11ilk)".S) @
ic0  jeC i=ichal,
and O (valid) otherwise, where S/ =S/, (Vi, =i),S/; =S/

in*

5.1 Security analysis of improved scheme

Based on the formal definition of ID-BPDP scheme (Subsection 2.2) and corresponding
system model (Subsection 2.3) and security model (Subsection 2.4), in this section, we prove
the unforgeability of tags and proofs for our improved scheme. Compared with [17]'s security
analysis, we also utilize Coron [14]'s random oracle model to define the interactions between
adversary A of our scheme and simulator B, but with refined oracles for hash and tag queries.
To prevent their security flaw, corresponding security reduction methods are also re-designed.
Our security analysis below shows that CDH problem will be solved with non-negligible
probability, if breaking our scheme through forging valid tag for data block and fabricating
storage proof without rejection under polynomial time.

A probabilistic polynomial time (PPT) algorithm B could be constructed to solve CDH

problem (given g, g°, computing g*):

- with  non-negligible  probability for at least &/(é(qetqgr+l)) in at most
L+t (9, +9¢ +30; +3) time, if adversary A of our improved scheme in Section 5 could
win Tag-Forge games defined in Subsection 2.4 with probability &; within t, time;

- with  non-negligible  probability for at least &J/(é(qetqgr+l)) in at most
t, +1g -(qy +9e +30; +C +3) time, if adversary A of our improved scheme in Section 5

could win Proof-Forge games defined in Subsection 2.4 with probability &, within t, time.
Assume polynomial number q,, queries are made for hash function, g. queries for private
key extraction, g, tag generation. ts, is the time of performing once exponentiation or

inversion computation on group G, , ¢" is the number of challenged blocks and & is the natural
logarithm.

Proof: We will first discuss the Forgery of Tag and then Forgery of Proof.
Firstly, Forgery of Tag for Tag-Forge game:
* Setup: Simulator B plays in the role of PKG to choose random a € Z, as master private key



4588 Zhao et al.: A Security-Enhanced Identity-Based Batch Provable Data Possession Scheme for Big Data Storage

msk and upon generator g € G, master public key mpk = g°. Italso picks random be Z ,

and thus the instance of CDH problem as given g2, gb, computing gab :
* Hash function Oracle:
H,-oracle. For A's H, queryon ID,,

-If ID; is already in the H, -list, B retrieves (ID, ,d;, y;, h;) from the list
{(ID;,d., v, hl,i)} and responds as H,(ID,) = hLi )
- Else B tosses a random coin d. €{0,1} so that probability Pr[d. =0]=¢. If d, =0,

computes h; =g by selecting random y, € Z_, else d, =1, computes h; = g* by

q1
selecting random y,eZ, . B adds (ID;,d;,y;,h;) in the list and responds as
H,(ID)) = hl,i .

H,-oracle. For A's H, query on name, ||i|| j| K,

- If (name,, i, j,k) isalready inthe H,-list, B retrieves (name,i, j,k,h ) fromthe

2,name;ijk
list {(name;, i, j, K, N, poneii )} @nd responds as h

- Else B picks h, i € Z, t0 add (name,,i, j,k, h
H, (name, {11 J 1K) = Ry e -

H,-oracle. For A's H, query on Sy, |[name, [[i]| jllk,

2,name;ijk *

.) in the list and responds as

2,name;ij

- If (Sijk,namei,i,j,k) is already in the H, -list, B retrieves (Sijk,namei,i,j,k,

Zoameik » s nameiic ) from the list {(Sy,, name;, i, J,K, Z yneiiks M name i)} @nd responds as
H, (Sy [Iname, [[i]] J11K) = D e -

- Else B computes b, ;e i = g ™" by picking Zoamejix € Z, 10 add (S, name,,i, j,K,
znameiijk,hslnameiijk) in its list. It responds as H3(Sijk || name, [[i]] |l k)= h3,nameiijk'

* Extract-oracle: Given identity 1D, B retrieves (ID;,d;,y;,h;) from H,-list, and extracts
the identity-based private key sk, =h?, =(g®)”" if d;, =0. Meanwhile, (ID;,sk;) is added
inthe Extract -list. If d, =1, B aborts.

- TagGen-oracle: To ensure A 's view as real instances, simulator B maintains Tag -list as
{(name;, i, J, k, Mij, Stjj oij)} to responds A 's each query for blocks My, of the file named
name;, as follows:

- If (name;, i, j, k, Myy) is already in the Tag -list, B retrieves oix from the record and
responds as tag for corresponding (name;, i, j, k, Mij).

- Else B looks up H,-list for H,(ID.), H,-list for H,(name, ||i|| j || k), makes query for
itself if any corresponding record does not exist.
-1f d, =0 for corresponding record in the H, -list, B selects a random S, €G,

(te[L---,q;]) and queries Hj-oracle for H4(S, ; [[name; [[i]| j[[k), where g isthe
upper bounding number of tag query. The tag is generated as follows:
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yiZslvlFi,-k.+Hz(namei||i||j||k) .
Oik = (St,ijk'(ga) = 'St,?fline'“k
and the new record (name;, i, j, K, Mi, Siij, oij) are added into Tag-list.
- Else B aborts.
Forgery Output: Finally, A itself outputs a valid tag O e satisfying equation (3), where

neither has it queried TagGen-oracle for tag of the corresponding data block Mi*j*k* of file
named name. nor has it retrieved the private key for identity IDi* from Extract-oracle. It
means that there could be queried records of the specific IDr with corresponding di* only in
H, -oracle’s list, but no queried records existed for the same IDr with same dr for
TagGen-oracle and Extract-oracle’s lists. Then, for the above (name., i",j7,k"), B looks up
H, -list for H,(ID.), H,-list for H,(name. [|li" || j" |k") , H, -list for Hy (S e |l
name.. || il i 11K"), makes query for itself if any corresponding record does not exist. If not

the case where dr =1 for Hl(IDi*), B aborts. Otherwise, a solution of CDH problem is

obtained.
Since Opine = (Si*j*k*,Ti*j*k*) satisfies equation (3) like:
|F_*_*k*l*+H2(namei*||i*||j*||k*)

1]

S
e(T, -+ 9) =e(H,(ID,)" ,mpK)

'E(H3(Si*j*k* ” namei* ” i* || j* ” k*), Si*j*k*)

. b x . . -k .k * ZnameA*l*J*k*
Withd. =1, H,(ID,) =g in H,-list, and Hy(S. .. [[name, ||i"[| j [[k) =g ™"
in H,-list, mpk =g°:

by. ZV' Foingne +Ha (namei*||i*\| ) 2 e
e(ri*j*k*’g)ze((g D ,9%)-e(g " ’Si*j*k*)

S

QW e +Ho (namen 11K 2

Yx P
b 1 = namei*lk
=e((g®) ™ S50 0)

Therefore, the solution of CDH problem instance for given g°, gb, is obtained as:

S
a1 R e ]
2 et Y (gl vy I:i*j*k*l*+H2(namei*||| i lk™))
g*=|T.../S.0" -
ijk ijk

Secondly, Forgery of Proof of Storage for Proof-Forge game:

* Setup: Simulator B plays in the role of PKG to choose random a €Z, as master private key
msk and upon generator g €G; master public key mpk=g®. It also picks random b €7, and
thus the instance of CDH problem as given g, g*°, computing g®.

* H, -oracle, H, -oracle, H, -oracle, Extract-oracle, TagGen-oracle remain the same as
above.

- Firstphase Queries: A could access all the hash oracles and query identity based private keys
and tags.
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- Challengephase: Let us denote the tuples of tag queries for TagGen-oracle in Firstphase
Queries as 1;={(name;,i,j,k,Mii)}, and S; as the set of identities {ID;} which have extracted
private keys for Extract-oracle}. B generates challenge token chal'=(1",K") for

={(name.,i , j;.k;)|1<n<c’} and K ={x. 11<n< c'}, where at least one
ID, ¢S, and at least one tuple (namen, ik M :k:)e l,. chal” is sent to A.

. Secondphase Queries: A could access all the hash oracles and query identity based private
keys and tags. Let us denote the tuples of tag queries for TagGen-oracle in this phase as
I,={(name;,i,j,k,Mi;)} and S, as the set of identities {ID;}which have extracted private keys

for Extract-oracle. We require that there is at least one IDi; ¢ (S, US,) and at least one
tuple (namen, ke M....) € (I, U 1,) for the challenge token chal’=(I",K’).
Forgery Output: Finally, A generates a valid proof of storage P*:{Pj*}:{{Si’;jJ
i echal.} T AR, |(i",j,k") e I'}} for challenge token chal” =(1",K") where
{(name i, j, k)|l<n<c}and K {K |1<n<c'}. For {(name., iy gk,
nnn)} where S’ ¢ —S_C_*,an =], B looks up H, -list for H,(ID.), H, -list for

H (name i i ||k) H,-list for H (S ||name | il J. Ik;), makes query for

itself if any corresponding record does not exist. Upon allthe {d. [1<n<c "} from H,-list,
B proceeds as follows:

- If every di* =0, aborts.

 Else there is at least one d.. #0, B computes {r, }={f_ (i, j,.k;)In=1---,c'},

denotes index set {i’} for all the challenged data owners as O and index set {j’} for all
challenged cloud servers as C™. The valid proof of storage P {P }={{5; }

i echal

'Tj*’{Fi:j*l* | (i, j k") e I "}}certainly satisfies equation (4), and thus:

> ZV. FL *.**Z H (name.. [l 7)1

e([T T} ) =e(JT H,(D,) < & mpK)
jeC i"e0”
He(H H Hy(S)
i'e0”  jeCin=i" ,chal;
where S| =S..=S...= 9" Vil =i, St =Sk =Sl

inj K [ inj indnky
For the identical blocks index set {(i;, j,.k,)|i, echal;, jeC",ne[l,c']}, B is able to

extract all original blocks' sectors {F } by solving a system of ¢” linear equations in
exactly ¢” times of challenge interactions with A, since each F is combined with ¢

ikl
as {F ..

n n™n
in Jnl

number of {r "} Fpey Where F(t) = > F o -1’ in Proofgen.

in echal

te[Lc’]
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For simplicity, we do not additionally consider this polynomial extraction time.
Regarding the correctness of equation (4),

' [+ Ha (name, [ 31k )11,
e([17}.9)= e(HH (ID,) "I mpk)

]eC

He(H (S - Iname. [i; Il j k)", St
We let N, {n|(ID,,d,,y,,hl)eH s, d, _0} N, ={n|(ID,.d., y,,h,,) € H,list,

d. =1}, where N, =, m ZV F. - - and thus:

” +H2(namei*lllnHJnllkn)]rn
([ Tr=e( T o)™ 5 mpig
]eC neNouneN1

He(H (St e lIname. 17 11y 11k)™ St )

*

name i*j*k* aname i*j*k* C* Zname i*jk fn
I InKn *InInKn a I InKn ]
=e([Jo " TIe "0 [Tet@ 550

neNg neN;
o
s name In]nkn £ name Injnkn name 'ankn n
=¢((9°) “° (9™) ”l HS, e 0)
where Wnamei*i;j;k; = yi;([mi;j;k; + Hz(namei; N i Ik)Ir) . and Vi =i, Si';j;k; =

S_’*_*k* = Si'*,-* . Therefore, the solution of CDH problem for given g, gb, is obtained as:

InJ n
[
H H s M z Wname*i*'*k* "ez ey Injnkn
T S name 'nJ n (ga)neNo Inan n

jeC
Probability and Time Analysis
- We analyze B 's probability and time of solving CDH problem with the A 's ability to forge
tag of our improved scheme. For the following four events:
- E1: B does not abort for any A's Extract queries.
- E,: B does not abort for any A's TagGen queries

- E3: A generates a valid tag o. .. for (name..,i K M. e )

- EEvent E;, d. =1in H,-list, for the above namei*,i*,J k™

If A succeeds in all the events, B 's probability of solving CDH problem is: Pr[E;/\E;/\ E3/\
E4]= 0%67e,(1-0). With 6=(qe+qr)/(qe+ar+1), the probability is at least 1/(8(qe+qr+1)), where
€ is the natural logarithm.

The total running time of B comprises of A's running time t; and additional time, where B
responds with (qu+qr) hash queries, ge Extract queries, gr TagGen queries and final CDH
problem transforming time. Both hash response and Extract require at most once
exponentiation on group G; for each query, while it takes twice exponentiation for TagGen
oracle query and once inversion and twice exponentiation on G; for final output of CDH
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solution. Since among the TagGen oracle, tag o is calculated by multiply power of g®and

St’ijk respectively. Then, it takes twice exponentiation for TagGen oracle query on group on G;.

xk ok
namexi j k
i

i*j*k*

yizl(ZvI ForinprtHa2 (namei*||i*\|j*||k*))’1
j . For the

In the final CDH solution, g* :(Ti*j*k*/s

-1
. - . . . . Zname_*i*'*k*
inner base, Si*j*k* first takes one exponentiation and one inversion to be (Si*rk; ! . Then

z P
the base Ti*j*k*/si*”ji":f' "™ could be calculated, which requires another exponentiation G, to

generate gab . Therefore, final CDH solution will cost once inversion of group element and
twice exponentiation on G; .
We assume both inversion and exponentiation operations on G, require ts, - Therefore, the

total running time is at most t, +t; -(d,, +0g +30; +3).

- We analyze B 's probability and time of solving CDH problem with the A 's ability to forge
proof of our improved scheme. For the following four events:
- E1: B does not abort for any A 's Extract queries.
- E,: B does not abort for any A 's TagGen queries.

- E5: A generates a valid proof of P ={P.}={{5; }i;echalj Tl AR, 1G7, 7, k)

Irl J*k;

el'}} for challenge token chal =(1",K") where I"={(name.,i,j,.k;)|
l1<n<c}and K" ={x.|1<n<c’}.
- Ei; Event E; at least one d. =1 in H, -list, for above tuples {(name..i, j,,

k)|1<n<c}
If A succeeds in all the events, B 's probability of solving CDH problem is: Pr[E;/\E,/\ E3

1
N EJ= 0%0Tey(1-07) = 67 Mey(1-67). With 6 =((qe + )/(0e + G +1))¢ . the
probability is at least &,/(é(ge+qr+1)), where & is the natural logarithm.

The total running time of B comprises of A 's running time t, and additional time, where B
responds with (qu+qr) hash queries, ge Extract queries, gr TagGen queries and final CDH
problem transforming time. Both hash response and Extract require at most once
exponentiation on group G; for each query, while it takes twice exponentiation for TagGen
oracle query and once inversion and (c’+2) exponentiation on G; for final output of CDH
solution. For this CDH solution, the analysis of cost is similar to previous method.We assume
both inversion and exponentiation operations on G, require ts, - Therefore, the total running

time is at most t, +t5 -(qy + Qg +30 +C +3).
We complete the proof.
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6. Efficiency Analysis

In this section, we compare cost of computation and communication of our improved scheme,
with Peng et al.'s secure ID-DPDP [18] and Zhou et al.'s original ID-BPDP [17], summarized
in Table 1, and Table 2, respectively. In addition, the performance comparison on
computation is depicted in Fig. 2, based on results from simulation of Peng et al.'s improved
ID-DPDP [18] and our proposed scheme on a laptop, to evaluate efficiency trend when
number of data owners, clouds and data amount increases.

Table 1. Computation Cost Comparison for Multiple Owners and Multiple Clouds

Schemes TagGen ProofGen Verify Security
Peng's ID-DPDP [18] | N(S+1)CexptNSCh | CCexptCSCh | 2n:1Cet [(S+1)N1+C]Ceyp Secure
Zhou's ID-BPDP [17] (N+2n0)Cexp 2CCexp 3C+n;1Ceyp Not secure

Our scheme (2N+no)Cexp CCexp (N1+2)Cet+(n1+C)Cexp Secure

Table 2. Communication Cost Comparison for Multiple Owners and Multiple Clouds

Schemes Challenge ProofGen Security
Peng S[IlgiDPDP (ny+c)log, N+(2n3+c)loga g | ni(nz+1)Gi+ ny(np+1)s log.q | Secure
Zhou's ID-BPDP Not

[17] ¢ log; N+clog; q 2n,Gi+ cs log q Secure
Our scheme ¢ log; N+clog; q n,(n;+1) Gi+ nynss logs, q Secure

+ Assume there are np data owners storing total N blocks {Mjz} on n; clouds, by only one-off
TagGen and upload. To prove data integrity, periodical Challenge and Verify will be
executed between clouds and verifier, upon randomly selected ¢ data blocks and tags of n;
data owners on n, clouds, for s sectors per block and element size of group G; is Gi.

Consequently, the dominant cost of this scheme is mostly contributed by ProofGen and
Verify.

- Among all the operations, bilinear pairings C, exponentiation Ce, 0n group G,, and hash Cy,
on blocks are most expensive, compared with multiplication on G; and G,, operation on Z,
and other hash operations, which are efficient or can be done for only once. That is why we
do not consider computation cost of Challenge mostly relying on efficient operations.
Additionally, since ID-DPDP only offers single owner's PDP on multiple clouds, we
consider repeating n; loops of ID-DPDP instances, with N/n; outsourced blocks and only
challenged c/n; blocks per loop.

Analysis for computation: In order to fully protect tags {ij=(Six Tix)} from being
tampered and utilized to recover private keys by adversaries, no data owners initially require
(2N+ no)Cey, Operation in TagGen. Luckily, these could be performed off line for owners as
one-off task, although a little bit expensive. In ProofGen, computation is cCey, for all {P;}. In
Verify, to remedy security flaws, i.e., tag universal forgery and private key recovery of
ID-BPDP, we need (n,+2) bilinear pairing computation to allow batch verification at one time,
which thus achieves enhanced security and still outperforms 2n; pairings in Peng et al.'s secure
ID-DPDP [18], if applied to the multiple clouds and multiple owners scenario.

Analysis for communication: Communication for Challenge remains the same as
ID-BPDP [17]. In order to fully protect tags {oix=(Six Tix)} from being tampered by
adversaries in [17], we need to increase output of ProofGen to further help Verify to check
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authenticated {Sjz} and file names {name;}. But the total overhead of transmission is still
smaller than Peng et al." s secure ID-DPDP [18] if applied to the multiple clouds and multiple
owners' setting in Table 2. Meanwhile, our improved scheme does not suffer from the tag
universal forgery and private key recovery as ID-BPDP [17].

Number of Challenged Blocks x10° Number of Challenged Blocks x 10°
0.5 1 1.5 2 25 0.5 1 1.5 2 2.5
I Sec-ID-DPDP (100%) I Sec-ID-DPDP (100%)
1800 - [ 1Sec-ID-BPDP (100%) ] 1800 - [ 1Sec-ID-BPDP (100%) |
m w
2 g
=] (=}
8 [&]
@ &
£ £
2 1200 1 81200t 1
s =
g =
5 s
4] @
E E
= =
S S
T T
S 600 f 1 5 600 i
3 £
o
S 3
0 0
50 100 150 200 250 5 10 16 20 25
Number of Challenged Data Owners Number of Challenged Clouds

Fig. 2. Comparison of computation on Verifier:
1) as number of Owners increases: Total 10 Clouds of each stores 100 blocks per owner;
2) as number of Clouds increases: Total 100 Owners of each outsources 100 blocks per cloud

Simulation: In order to compare the performance about Peng et al.'s scheme [18] versus our
scheme, we simulate data owners, storage clouds, and verifier on a laptop of Intel core i5 480
M at 2.67 GHz and 4G RAM running Linux operation system (Ubuntu 17.04 64bit with kernel
4.10.0-37-generic), in C programming language. Both of schemes are based on Pairing-Based
Cryptography Library (PBC 0.5.14) [19], GNU Multiple Precision Arithmetic Library (GMP
6.1.2) [20] and OpenSSL Library (OpenSSL-1.1.0) [21].

To achieve 80-bit AES level of security, the elliptic curve we are using is of 160 bit group
order with 512 bit length finite field element, from Type-A pairing in PBC library. Therefore,

the size of element is G;=64 Bytes, and q is 20 Bytes length prime. For generating challenging

co-efficiency {r.}, we consider HMAC-SHA256 as pseudo random function f in OpenSSL
library. We set each data block My split into s=50 sectors {Fij}, and thus a sector is 20 B and
a block is 1000B. The simulation has run 10 trials and collected their mean values as results.
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For computation, our improved scheme acquires less cost than Peng et al. scheme in
simulating TagGen, ProofGen. For generating tags of total 100000 blocks for 100 data owners,
our scheme with TagGen costs 733.927 seconds while Peng et al.'s scheme requires 1148.584
seconds. In order to prove total 100000 blocks outsourced on 10 clouds for 100 data owners,
running time of ProofGen is 258.048 seconds of our scheme versus 276.136 seconds in Peng et
al's scheme.

For complicated multi-cloud & multi-owners storage scenario, we will study the critical
computation performance comparison on verifier, for Peng et al. scheme (as Sec-1D-DPDP)
and our improved scheme (as Sec-1D-BPDP).

On the left half of Fig. 2, the computation time on verifier's side is depicted for Peng et al.'s
scheme [18] (marked in blue bar) and our improved scheme (in yellow bar), when challenged
data owners increases from 50 to 250. For the fairness of evaluation, we repeat Peng et al.'s
scheme to achieve the same number of data owners. Assume there are 10 clouds, each of
which has 100 blocks for every data owner, and the total number of challenged data blocks
will range from 0.5 x10°to 2.5 x10° (marked on the top X-axis in red color), i.e. from 50MB to
250MB, based on 100% probability to detect 1% rate of modification. It is illustrated that our
improved scheme has less computation overheads on verifier's side versus Peng et al.'s scheme
in this scenario.

Followed up with the right half, in Fig. 2, we present the computation time of on verifier's
side as the number of challenged clouds increases from 5 to 25, for Peng et al. scheme [18]
(marked in blue bar) and our improved scheme (in yellow bar), based on 100% probability to
detect 1% rate of modification. Imagine there are 100 data owners, each of which outsources
100 blocks on every cloud, and thus the total number of challenged data blocks will range from
0.5 x10°to 2.5 x10° (shown on the top X-axis), i.e. from 50MB to 250MB. For the fairness of
evaluation, we also repeat Peng et al.'s scheme to achieve the same number of data owners. It
is shown that our improved scheme introduces less computation overheads on verifier's side
versus Peng et al.'s scheme also in this scenario.

The difference illustrated in the Fig. 2 is able to predict their trend of performance upon
extrapolation to real multiple clouds storage system, which are equipped with powerful CPUs
and huge memories, even if the performance of two schemes are temporarily limited by our
simulated laptop. Therefore, our improved scheme is more efficient than Peng at al.'s scheme
for the secure big data storage, which might have billion number of data owners, large number
of storage clouds and large volume of data, in terms of storage integrity.

For communication overheads, our scheme outperforms Peng et al.'s scheme [18] both in
Challenge and ProofGen, since the number of challenged clouds n, is usually much smaller
than the number of challenged data owners n;. Our scheme requires (c/8log,N+20c) B and
(64n,(ny+1)+1000n;n;) B while Peng et al.'s scheme costs ((n;+c)/8log.N+20(2n,+c)) B and
(64n;(n,+1)+1000n,(n,+1)) B, for Challenge and ProofGen respectively, upon 64 B element
size of group G, 20B sector, and 50 sectors per block. Especially, in real multiple clouds, for
large scale of data like big data storage, it could be more economic and efficient to adopt
sampling checking technology to guarantee high modification detecting probability with
relative small number of challenged blocks, e.g. as spot checking technology demonstrated in
[7], the verifier is able to detect the 1% modified blocks with at 99 % probability, by
challenging 460 number of blocks among entire multiple clouds storage system.
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7. Conclusions and Open Problem

In this paper, we revisited an identity-based batch provable data possession (ID-BPDP)
scheme [17] designed by Zhou et al. on conference ProvSec 2016, and demonstrated that any
cloud server could deceive verifier by universally forging valid tags with only its two
block-tag pairs. In particular, it is also feasible to recover a data owner's private key to
generate tags by malicious cloud itself. This will inevitably incur potential impersonation, and
might be leveraged to threaten digital and material properties bound to personal identity.
Therefore, we propose our solution to repair the security flaws and thus enhance the security,
at the expense of reasonable overheads while still enjoy better efficiency over Peng et al.'s
scheme [18].

Despite these above security flaws, it is still of great value for Zhou et al. to tackle the batch
PDP problem with identity based cryptography infrastructure. Exquisitely designing tags,
might be promising work to allow constant pairing computation in verification, if sharing
reasonable commons of tags among data owners and not affecting security spontaneously. As
a future work, we will keep on seeking to improve the efficiency of our proposed scheme of
enhanced security, and evaluate it based on real-world multiple owners & multiple clouds
storage system, with sound security for data integrity.
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