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Abstract 
 

In big data age, flexible and affordable cloud storage service greatly enhances productivity 
for enterprises and individuals, but spontaneously has their outsourced data susceptible to 
integrity breaches. Provable Data Possession (PDP) as a critical technology, could enable data 
owners to efficiently verify cloud data integrity, without downloading entire copy. To address 
challenging integrity problem on multiple clouds for multiple owners, an identity-based batch 
PDP scheme was presented in ProvSec 2016, which attempted to eliminate public key 
certificate management issue and reduce computation overheads in a secure and batch method. 
In this paper, we firstly demonstrate this scheme is insecure so that any clouds who have 
outsourced data deleted or modified, could efficiently pass integrity verification, simply by 
utilizing two arbitrary block-tag pairs of one data owner. Specifically, malicious clouds are 
able to fabricate integrity proofs by 1) universally forging valid tags and 2) recovering data 
owners' private keys. Secondly, to enhance the security, we propose an improved scheme to 
withstand these attacks, and prove its security with CDH assumption under random oracle 
model. Finally, based on simulations and overheads analysis, our batch scheme demonstrates 
better efficiency compared to an identity based multi-cloud PDP with single owner effort. 
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1. Introduction 

A new white paper by IDC and Seagate [1], forecasts that global datasphere will swell to 163 
zettabytes (ZB, i.e., a trillion gigabytes) by 2025, a tenfold rise of the 16.1 ZB of data 
generated in 2016 worldwide. In the big data age, by outsourcing local data to remote clouds, 
individuals and enterprises could make the most of cloud platforms' powerful on-demand 
computation and storage resources, to accelerate their business with customized and scalable 
applications on the "big data" and "data that is big". In 2017, 122.5 billion worldwide will be 
spent on public cloud services and infrastructure, 24.4 % shifting from 2016, according to 
another update report of IDC [2]. Although cloud service providers could deploy much 
protections for the owners' outsourced data, e.g. access control [3], key word search over 
encrypted data [4], yet still there is security concern for storage when the hardware or software 
failure occurs [5], like Amazon EC2 Cloud Crash accident in 2011. Any small percentage of 
data breach for cloud service provider, could be disaster for some companies. As one of most 
critical cloud security problems, outsourcing data integrity [6] raised a lot of attentions, in the 
sense that cloud service providers might hide data loss news to maintain good reputation. 

Provable data possession (PDP), which is proposed by Ateniese et al. [7], could enable data 
owners to efficiently determine whether actual data possession delegated to cloud service 
provider remains the same as its original data copy. With homomorphic verifiable tags [8] and 
random sampling technologies, data owners could verify proof of storage from clouds with 
low overheads, instead of entire cloud data copy. Therefore, any delete or modification could 
be efficiently detected. Among recent years' works based on Public Key Infrastructure (PKI), 
Wang et al. designed privacy preserving PDP scheme for public auditing [9], and Zhu et al. 
proposed cooperative PDP [10] to enable data integrity checking on multiple clouds setting. 
Some studies continue to make critical progress to allow fully dynamic PDP [8], or support 
user revocation PDP [16]. However, all of them above have to confront with complicated 
public key certificate management problem, where additional certificates are to be verified 
before using public keys and forthcoming relevant distributing issues. 

To further enhance the efficiency of PDP, identity-based cryptosystem recently received 
much attention for desirable feature of eliminating complicated public key certificate 
management. In 2013, Zhao et al. proposed the first identity-based public auditing [13] 
scheme to realize the identity-based PDP primitive, which also supported batch verification 
for multiple owners' data. To enable integrity verification for individual owner's data 
outsourced on multiple clouds, Wang et al. designed the first identity-based distributed PDP 
[15] system called ID-DPDP, which might be vulnerable for some security flaw and 
fortunately was fixed by Peng et al. in [18].  In 2015, Yu et al. considered constructing 
identity-based PDP by transforming certificate-based solutions [11], and proposed 
identity-based remote data integrity checking scheme with privacy-preserving [12] in 2016. 
Meanwhile, excellent architecture designs benefit us a lot from data delivery aspects [22][23]. 

In ProvSec 2016, Zhou et al. proposed an identity-based batch PDP scheme named 
ID-BPDP [17] to verify multiple data owners' data on multiple clouds. They aimed to 
eliminate the resource-consuming issue of certificate management, and meanwhile to reduce 
the computation cost greatly by batch verification for multiple owners and multiple clouds 
simultaneously. The authors presented a simulation of this scheme upon the computation and 
communication cost, and claimed that its security relies on assumption of computational hard 
problem. 
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Contributions : In this paper, for big data storage integrity, firstly we will show that 
ID-BPDP [17] proposed by Zhou et al. is not able to achieve claimed security in the sense that 
malicious clouds could first universally forge valid tag for any modified data even without the 
data owner's private key, and thus manage to deceive verifier and data owners when the data is 
deleted or modified. Besides, it is feasible for malicious clouds to recover any data owner's 
private key to generate tags. Secondly, to remedy the security flaws of forging of tags and 
recovering private key for fraudulent proofs, we propose our improved solution of original 
scheme, and prove its security from hardness assumption of Computational Diffie-Hellman 
problem under original security model. Thirdly, extrapolated to large scale of big data storage, 
our improved scheme could be more efficient in computation and require less cost of 
communication compared with existing identity based PDP scheme for single owner on 
multiple clouds storage, based on final complexity analysis of overheads and the trend 
illustrated from simulations. 

Paper Organization: The rest of the paper starts with notations and  reviews of definition 
of ID-BPDP along with its system and security model for in Section 2. After revisiting of 
ID-BPDP scheme in Section 3, two security flaws are demonstrated in Section 4. We present 
our improved scheme in Section 5, and formally prove its security in Subsection 5.1 under 
random oracle model. In Section 6, we compare our improved scheme with Peng et al.'s  
ID-DPDP and and Zhou et al.'s ID-BPDP, in the context of overheads based on complexity 
analysis and simulations, to study the trend of efficiency for extrapolating to big data storage. 
Section 7 concludes our paper with open problem. 

2. Preliminary 

2.1 Notations and computational assumption 

- G1 and G2 are two cyclic groups of same large prime order q, additive and multiplicative 
groups respectively. e is a bilinear pairing mapping, where 1 1 2:e G G G× → . 

-  (mpk,msk) are the Private Key Generator (PKG)'s master public key and master private key, 
respectively. ski is i-th data owner's corresponding identity-based private key. 

- There are nO number of data owners, outsourcing total  N number of blocks, on nJ  number of 
clouds. Mijk is the i -th data owner's k-th block outsourced on j -th cloud with s  number of 
sectors (s<N), where sectors {Fijkl}l∈[1,s] with common {vl}l∈[1,s]  for combination mijk . σijk is 
the tag of block Mijk. 

-  chal is the challenge token generated by verifier, and chalj  is the specific challenge token for 
the j-th cloud. c is number of challenged blocks, where c<N. 

- n∈[1,c] indicates the n -th selected block of total c challenged blocks, which should be 
further specified as in-th data owner's kn-th block outsourced on jn-th cloud.. 

- f  is a pseudo random function (PRF) : {1, , }q qf Z N Z× →  for generating challenging 
co-efficient to combine challenged blocks. 

- C is the index set of challenged clouds picked by verifier. O is the index set of data owner's 
identities upon challenged blocks, and J is the index set of challenged clouds, where |O|=n1, 
|J|=n2.  Pj is the proof of storage generated by j-th challenged cloud. 

CDH problem on G1: Given g, ga ,gb ∈G1, to compute gab  with a probabilistic polynomial 
time (PPT) algorithm, without knowing random a,b ∈Zq. 
DL problem on 1G : For g∈G1, a ∈Zq, given ga, to compute a with a PPT algorithm. 
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2.2 Definition of ID-BPDP 
In this section, we will present the definition of Identity-Based Batch Provable Data 
Possession (ID-BPDP) from the original paper [17], in the six algorithms below. 
 Setup ( 1k)→ ( params, mpk, msk) is initialized by PKG with security parameter k as input. It 

outputs public parameters params , master public/ private key pairs (params,mpk,msk). 
 Extract (params, msk, IDi) →ski  is executed by PKG with as input parameters params and  

i-th data owner DOi 's identity IDi, it outputs the private key ski for the owner. 
 TagGen ( params, IDi, ski, mpk, {Mijk})→{σijk} is run by every data owner. It takes as input 

public parameters params, owner DOi 's identity IDi, the personal private key ski, master 
public key mpk and data blocks {Mijk} to be outsourced on the corresponding clouds. Then 
the tags {σijk} of above blocks could be generated. 
 Challenge ({(i,j,k)}) → (chal, {chalj}) is executed by verifier. It takes as input data  index set 

{(i,j,k)} and randomly selects some indexes as the challenge token chal for one instance. 
According to the specified indexes {j}, challenge token chal is further divided into a set of 
tokens {chalj} and only forward jchal  to the corresponding  j-th cloud.  
 ProofGen ( params, chalj, {IDi}, {σijk}, {Mijk}) →Pj is run by each challenged cloud. It takes 

as input parameters params, challenge token received chalj, the specified set of data owners' 
identities {IDi}, the set of tags {σijk}, and the blocks {Mijk}, and the proof Pj is generated for 
challenge token chalj. Then Pj is sent back to verifier by cloud CSj . 
 Verify ( params, chal, {IDi}, { Pj }, mpk) →{0,1} is executed by verifier. It takes as input 

public parameters params, challenge token chal, specified set of data owners' identities {IDi}, 
set of proofs { Pj } from all challenged clouds, and the master public key mpk. 1 will be 
output if the proofs are valid, otherwise 0 is output. 

2.3 System Model 

 
Fig. 1. Architecture of ID-BPDP 
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As it  depicts in  Fig. 1, there are four kinds of entities in an ID-BPDP scheme, i.e., the PKG, 
data Owners, multiple Clouds, and a batch Verifier. PKG initializes the system parameters and 
extracts private keys for data owners of their own identities. Data Owners create their own data 
and tags, and store them in multiple clouds. Multiple Clouds  maintain data owners' data in the 
form of sectors, and provide data access to the data owners. The batch Verifier is a trusted third 
party to offer the batch data integrity verification on multiple clouds for the data owners. 

2.4 Security Model 
In ID-BPDP [17], both the data owners and verifier are assumed to be trusted to perform the 
scheme, while the clouds might be malicious to forge tags and proofs to deceive them if data 
loss incidents occur in terms of data delete and modification, such that clouds' reputations and 
economic interest will not be affected according to the regulation. We review the two formal 
security definitions as follows: 
 Unforgeability of Tags: A tag is unforgeable if any malicious clouds win the Tag-Forge 

game below in probabilistic polynomial time, with negligible probability. 
- Setup :  Challenger B  (in the role of PKG and verifier) generates system parameter for 

PKG, and sends PKG's  public key to adversary A (malicious clouds). 
- Queries: A could adaptively query private keys { }isk  for set of identities { }iID ( 1i S∈ ). It 

could also request tags { }ijkσ  for set of blocks { }ijkM  (( 1, , , )ijki j k M I∈ ). 

- Forge: A wins the game if it forges a valid tag  * * *i j k
σ  for data  block * * *i j k

M , for which it 

has neither extracted private key for the identity nor queried the tag, i.e., where *
1i S∉  and 

* * *
* * *

1( , , , )
i j k

i j k M I∉ . 

 Unforgeability of Proofs: A proof is unforgeable if any malicious clouds win the 
Proof-Forge game below in probabilistic polynomial time, with negligible probability. 
- Setup, and Firstphase queries are same as the Tag-Forge game's corresponding parts. The 

set of identities which have extracted private keys are denoted as 1S , and the set of index 
and blocks which have queried tags are denoted as 1I . 

- Challenge: Challenger B generates challenge token *chal  for a set of index and blocks 
* * *

* * *{( , , , ) | [1, , ]}
n n n

n n n i j k
i j k M n c=  , where at least one *

ni
ID  ( *

1ni S∉ ) and for the same *
ni , 

* * *
* * *

1( , , , )
n n n

n n n i j k
i j k M I∉ , and sends *chal  to A. 

- Secondphase queries: Similar to Firstphase queries, the set of identities which have 
extracted private keys are denoted as 2S , and the set of index and blocks which have 

queried tags are denoted as 2I , where at least one * 1 2( )
ni

ID S S∉ ∪  and for the same *
ni , 

* * *
* * *

1 2( , , , ) ( )
n n n

n n n i j k
i j k M I I∉ ∪ . 

- Forge: A wins the game if it forges valid proofs *{ }
j

P  for challenge token *chal , where for 

the above two phases of queries, at least one identity has neither extracted private key and 
nor queried tag. 
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3. Revisiting of ID-BPDP 
In this section,we will revisit the ID-BPDP scheme of six algorithms in [17]. 
 Setup:  PKG uses this algorithm to generate a bilinear map 1 1 2:e G G G× →  with two 

groups 1G  and 2G  of the same order 2kq > , where g  is the generator of 1G and k  is 

security parameter. It also selects three cryptographic hash functions *
1 1:{0,1}H G→ , 

*
2 :{0,1} qH Z→ , 3 1 1:H G G→  and a pseudo random function : {1, , }q qf Z N Z× → . 

It picks random x  and [1, ]{ }l l sv ∈  from qZ , and computes xg , where s N<  is the number 
of sectors for each file block. The PKG's master private key is msk x=  and master public 
key is xmpk g= . The global parameters are 1 2 1 2 3 [1, ]( , , , , , , , , ,{ } )l l se G G g mpk H H H f v ∈  

 Extract: Given identity iID , PKG extracts the identity-based private key as 1( )x
i isk H ID=  

and returns to the data owner. 
 TagGen: Data owner of iID  uses this algorithm to generate tag for block ijkM  in the form of 

s  sectors { }ijklF . It selects a random i qu Z∈  and computes 
2 ( )

3, ( )ijk ii im H IDu u
ijk ijk iS g T sk H mpk+= = ⋅  

as tag ( , )ijk ijk ijkS Tσ = , where 
1

s

ijk l ijkl
l

m v F
=

= ⋅∑ . Upon receiving block ijkM , the j -th cloud 

could verify the tag ijkσ   as 

2
1

( )

1 3( , ) ( ( ) , ) ( ( ), )

s

l ijkl i
l

v F H ID

ijk i ijke T g e H ID mpk e H mpk S=

+∑
= ⋅                    (1) 

 Challenge: For verifying c  blocks of total N  blocks on the multiple clouds storage system, 
the verifier uses this algorithm to generate challenge token ( , )chal I K= , in order to 
specify each challenged block 

n n ni j kM  belonging the ni -th data owner of 
ni

ID  and as the 

nk -th block outsourced on nj -th  cloud, where the index ( , , )n n ni j k I∈  (1 n c N≤ ≤ ≤ ), 
and the random temporary key 

ni
Kκ ∈  (

ni qZκ ∈ ). The challenge token chal  is further 

distributed to each challenged cloud as disjoint challenge tokens { }jchal , and thus 

( , )j j jchal I K=  will be sent to the j -th cloud where 1 2{( , , ) | ,j n nI i j k n n= ∀ ≠  

1 2
}n ni i I≠ ⊆ and { | ( , , ) }

nj i n n jK i j k I Kκ= ∈ ⊆ . All the indexes of challenged clouds 

{ }j  form a set C , and 1 2 1 2, ,j j C j j∀ ∈ ≠ , 
1 2j jI I∩ =∅ , j C jI I∈∪ = . 

 ProofGen: The j -th challenged cloud picks up challenged blocks { }
n ni jkM  and computes 

co-efficient values { } { ( , , )}
inn n nr f i j kκ=  with received challenged token { , }j j jchal I K=  

(
1 21 2{( , , ) | , }j n n n nI i j k n n i i I= ∀ ≠ ≠ ⊆  and { | ( , , ) }

nj i n n jK i j k I Kκ= ∈ ⊆ ). The proof 

of storage ( , , )( , ,{ } )
jj j j ijl i j k IP S T F ∈′ ′ ′=  is generated with blocks { }

n ni jkM  and tags 

{ ( , )}
n n n n n ni jk i jk i jkS Tσ =  as: 
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,
, ,n n

n n n n n n

j nj j

r r
j i jk j i jk ijl i jk l n

chal i ichal chal

S S T T F F r
=

′ ′ ′= = = ⋅∑∏ ∏ . 

( , , )( , ,{ } )
jj j j ijl i j k IP S T F ∈′ ′ ′= will be sent to the verifier.  

Note: As feasible computation optimization claimed in [17], in ProofGen, n

n n

j

r
i jk

chal

S∏  could 

be computed by cloud jCS  as ( )
n

i ii n

r
u

i O

g =

∈

∑
∏  to avoid some exponentiation. Simply because 

when data owner iDO  runs TagGen, it first chooses a random iu  to generate tag for one block, 

and reuses the same iu  for the rest blocks’ tags, i.e., iu
ijkS g= . Therefore, the distinct 

exponent { } { ( , , )}
inn n n nr f i j kκ= , could be summed up for the same base ( )i

n n

u
i jk ng S i i= =  

specified by same iu , even if  they vary with indexes {( , , )}n n ni j k . (It is specified in the 4th 
notes of computation analysis for ProofGen in [17]'s page 120) 
 Verify: After receiving all the proofs{ }jP  from all challenged clouds, the verifier views 

index set { }i  as O  for all the challenged data owners, and computes 
{ } { ( , , ) | 1, , }

inn n n nr f i j k n cκ= =  , with the challenge token ( , )chal I K=  for 

{( , , ) | 1, , }n n nI i j k n c= =   and { | 1, , }
ni

K n cκ= =  (The index and coefficient 
generation are similar to Section 5). It will outputs 1 (valid) if the following equation holds: 

2
1

( )

1 3( , ) ( ( ) , ) ( ( ), )

s

l ijl i n
j C l i in

v F H ID r

j i j
j C i O j C

e T g e H ID mpk e H mpk S∈ = =

′ +

∈ ∈ ∈

∑∑ ∑
′ ′= ⋅∏ ∏ ∏          (2) 

and 0  (valid) otherwise. 

4. On the security of ID-BPDP 
In [17], by  reusing ui generate tags for all blocks  {Mijk}, data owner DOi in TagGen, ID-BPDP 
could elegantly allow j-th cloud to avoid some exponentiation in computing Sj

’ of the proof Pj 

in ProofGen, where distinct exponents {rn} could be summed up for the same base iug . There 
is comprehensive analysis for its security in paper, however, ID-BPDP scheme may suffer 
from this elegance of scheme designing. In the following, we will investigate that ID-BPDP is 
vulnerable to two security attacks: universal forgery of tags and recovery of data owner's 
private key. Especially, even if improving tags generation with different ui as uijk, universal 
forgery of tags remains valid. Therefore, the security properties of unforgeability of tags and 
unforgeability of proofs may not hold. 

4.1 First attack: universally forging tag without private key 

We assume there is a malicious cloud denoted as jm-th cloud. For modified block *
mij kM , the 

malicious jm -th  cloud chooses another two arbitrary pairs of data tag and  block outsourced 
from the same owner,  e.g., 

1
(

mij kS , 
1mij kT ,

1
)

mij kM , 
2

(
mij kS , 

2mij kT , 
2
)

mij kM ,  and computes  

( ) ( )2 1 2

*
m m m mij k ij k ij k ij k qd m m m m Z= − − ∈  with blocks' sectors. The tag of modified data 
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*
mij kM  could be generated by cloud as: 

2 21 2

1 2

[( ( )) ( ( ))(1 )] (1 )* 1
3 ( )ij k i ij k im m i i

m m m

m H ID d m H ID d u d u dd d
ij k ij k ij k iT T T sk H mpk+ + + − + −−= ⋅ = ⋅  

21 2 2( ) ( )
3 ( )ij k ij k ij k im m m id m m m H ID u

isk H mpk− + += ⋅
*

2 ( )
3 ( )ij k im im H ID u

isk H mpk+= ⋅  

1 2

* 1 (1 )( ) ( )i i i

m m m

u u ud d d d
ij k ij k ij kS S S g g g− −= ⋅ = ⋅ =  

where 
1 2

i

m m

u
ij k ij kS S g= =  according to the tag generation in TagGen. 

Since random number set { }lv  are accessible for all clouds to verify the validity of tags and 

blocks by equation (1), 
1 1

1
m m

s

ij k l ij k l
l

m v F
=

=∑ , 
2 2

1
m m

s

ij k l ij k l
l

m v F
=

=∑  and * *

1
m m

s

ij k l ij kl
l

m v F
=

=∑  could 

be generated with sectors 
1 2

{ },{ }
m mij k l ij k lF F  and *{ }

mij klF  of above blocks. It is easy to verify 
* *( , )
m mij k ij kT S =

1 2 1 2

1 1( , )
m m m m

d d d d
ij k ij k ij k ij kT T S S− −⋅ ⋅  as a valid tag for block *

mij kM  by equation (1). 

For example, for modified block * *
1 1 1 1 [1, ]{ }j j l l sM F ∈= , where * *

1 1 1 1
1

s

j l j l
l

m v F
=

=∑ , 

*
1 1 2 1 1 1( )1 1

1 2 1 3 1 2 1 3 1 3( , ) ( ( ) , )jm H ID u ud d d d
j j j jT T S S sk H mpk g+− −⋅ ⋅ = ⋅  

could be fabricated as valid tag of block *
1 1jM  with tags 1 2 1 2( , )j jT S  and 1 3 1 3( , )j jT S . 

Surprisingly, if simply improving the ID-BPDP scheme by modifying ijku
ijkS g=  with 

different randomness ijku , 
2 21 2 1 2

1 2

[( ( )) ( ( ))(1 )] (1 )* 1
3 ( )ij k i ij k i ij k ij km m m m

m m m

m H ID d m H ID d u d u dd d
ij k ij k ij k iT T T sk H mpk+ + + − + −−= ⋅ = ⋅  

*
2 1 2( ) (1 )

3 ( )ij k i ij k ij km m mm H ID u d u d
isk H mpk+ + −= ⋅  

1 2 1 2

1 2

(1 )* 1 (1 )( ) ( )ij k ij k ij k ij km m m m

m m m

u u u d u dd d d d
ij k ij k ij kS S S g g g + −− −= ⋅ = ⋅ =  

The forged tag * *( , )
m mij k ij kT S =

1 2 1 2

1 1( , )
m m m m

d d d d
ij k ij k ij k ij kT T S S− −⋅ ⋅  is still able to pass equation (1) as a 

valid tag for block *
mij kM . 

For example, for modified block * *
1 1 1 1 [1, ]{ }j j l l sM F ∈= , where * *

1 1 1 1
1

s

j l j l
l

m v F
=

=∑ , 

*
1 1 2 1 1 2 1 3 1 2 1 3( ) (1 ) (1 )1 1

1 2 1 3 1 2 1 3 1 3( , ) ( ( ) , )j j j j jm H ID u d u d u d u dd d d d
j j j jT T S S sk H mpk g+ + − + −− −⋅ ⋅ = ⋅  

could be fabricated as valid tag of block *
1 1jM  with tags 1 2 1 2( , )j jT S  and 1 3 1 3( , )j jT S . 

Therefore, the security flaw of universal forgery does not lie in simply re-use of randomness 
but incapability of detecting fabrication of original randomness. These flaws make improving 
security of existing ID-BPDP scheme more challenging. 

4.2 Second attack: recovering private key and forging  

In the original ID-BPDP scheme, parts of the i -th data owner's tags { ( , )}ijk ijk ijkS Tσ =  are 

identical from Taggen, i.e., i O∃ ∈ , iu
ijkS g∀ = , ijkT  shares 3( ) iuH mpk . This reusing of 
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random value iu  for same data owner iDO 's tags, further contributes to clouds sides' 
computation optimization of ProofGen. Unexpectedly, the elegance of designing may 
introduce potential vulnerability of exposing remaining private key part by efficient 
exponentiation operations on any two different tags. 

Recovering individual private key: The malicious mj -th cloud  selects two arbitrary pairs 
of data tag and  block outsourced from the same owner,  e.g., 

1
(

mij kS , 
1mij kT ,

1
)

mij kM , 
2

(
mij kS , 

2mij kT , 
2
)

mij kM , and computes: 

( )1 2
2 21 1 2 1 2

2

1
1

[( ( )) ( ( ))]
3 ( )

ij k ij km m
ij k i ij k im m m i i ij k ij km m

m

m m
m H ID m H IDij k u u m m

i
ij k

T
sk H mpk

T

−
+ − + − −

 
= ⋅  

 
 

1 2

1 2

ij k ij km m

ij k ij km m

m m
m m

i isk sk
−

−= = . 
where 

1mij km  and 
2mij km  could be generated by their blocks' sectors with  { }lv . 

Obviously, the data owner of identity iID  's individual private key could be revealed as 

1 1 2
1

2

1

( )
s

l ij k l ij k lm m m
l

m

v F Fij k
i

ij k

T
sk

T
=

− ∑=   
 

, e.g., 1 2 1 3
1

1

( )1 2
1

1 3

s

l j l j l
l

v F Fj

j

T
sk

T
=

− ∑=   
 

. 

Forging tag: With private key isk  recovered from above, malicious  mj -th cloud could 

generate a forged tag *
mij kσ  for a modified block *

mij kM , with regarding to the original 
mij kM . 

* *
2 ( )* *

3 ( ) ,ij k ij k ij k im m m i i

m m m m

m m m H ID u u
ij k ij k i i ij k ij kT T sk sk H mpk S S g− += ⋅ = ⋅ = =  

where  *
mij km , 

mij km  could be generated with block sectors *{ }
mij klF ,{ }

mij klF  as above. 

Because 
** *( , ) ( , )ij k ij km m

m m m m

m m
ij k ij k ij k i ij kT S T sk S−= ⋅  is exactly equal to genuine tag for *

mij kM  

under the same original random value iu  coherent with other authentic block's tag. The forged 

tag could be easily verified with equation (1), e.g., 
*
1 1 1 1* *

1 1 1 1 1 1 1 1 1( , ) ( , )j jm m
j j j jT S T sk S−= ⋅  is 

exactly equal to genuine tag for *
1 1jM  under the same original random value 1u , with private 

key recovered as 1 2 1 3
1

1

( )1 2
1

1 3

s

l j l j l
l

v F Fj

j

T
sk

T
=

− ∑=   
 

. 

Note: With the first attack approach, the adversary is able to generate valid tag of modified 
data with another two correct tags, by utilizing their relationship that could be retrieved. 
For i th owner, assume that its original data 

mij kM   is modified to an arbitrary data *
mij kM . 

Adversary could easily calculate relationship ( ) ( )2 1 2

*
m m m mij k ij k ij k ij kd m m m m= − − , with 

target modified block *
mij kM   and two other correct blocks 

1mij kM  and 
2mij kM . Then , the 

target tag * * *=
m m mij k ij k ij kT Sσ （ , ）  for modified *

mij kM , could be generated as 
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1 2 1 2

1 1( , )
m m m m

d d d d
ij k ij k ij k ij kT T S S− −⋅ ⋅ , with d and  tags of the above two blocks. The adversary may also 

launch the second attack by recovering owner’s secret key. With the two pairs of correct tags 

and blocks, it could surprisingly recover the owner’s private key as 
1 2

1

2

1

ij k ij km m
m

m

m m
ij k

i
ij k

T
sk

T

− 
=   
 

. 

Then, according to original  tag and data pair ( , )
m mij k ij kMσ ,  adversary could compute target  

tag * * *=
m m mij k ij k ij kT Sσ （ , ） as 

*

( , )ij k ij km m

m m

m m
ij k i ij kT sk S−⋅ ,  with private key isk  and  the modified 

data *
mij kM . As above two attack approaches, malicious clouds could easily fabricate valid tag  

for any modified data, which will pass the verification equations (1) and (2). 
On the other hand, for the sake of saving storage cost, the clouds might delete some data 

{ }
mij kM  copies, only having to keep one piece of data copy 

1 1

*
mi j kM  and replace their tags with 

corresponding new forged tags *{ }
mij kσ . Since these forged tags are valid to pass equation (1), 

with the correctness of IB-BPDP, it is feasible to pass the verification equation (2), by 
constructing proof with these foraged tags and data. Therefore, malicious clouds are able to 
forge proof of integrity to cheat both verifier and data owners, when the outsourced data are 
modified or deleted. 

5. Improved scheme 
As above analysis, both recovering private key and universal forgery of tags should be fixed. If 
we simply modify tags generation with different iu  as ijku , the scheme will still suffer from 
universal forgery of tags. Meanwhile, without unique index and file name, different blocks of 
different files share the same tag, which might result in vulnerability in substituting valid 
blocks for passing verification. Therefore, more efforts need to be made to contribute to 
efficient and rigorous improvement for the deep security flaws. According to the definition of 
ID-BPDP in subsection 2.2, our improved scheme with following six algorithms, is able to 
allow verifier to verify proofs from challenged clouds for the challenged data owners and their 
corresponding data blocks and tags, at one time in a batch way. 
 Setup( 1k ) →  ( , ,params mpk msk ) PKG uses this algorithm to generate a bilinear 

map 1 1 2:e G G G× →  with two groups 1G  and 2G  of the same order 2kq > , where g  is 
the generator of 1G and k  is security parameter. It also selects three cryptographic hash 

functions *
1 1:{0,1}H G→ , *

2 :{0,1} qH Z→ , 3 1 1:H G G→ , and a pseudo random 

function : {1, , }q qf Z N Z× → . It picks random qx Z∈  and [1, ]{ }l l sv ∈ , and computes 
xg , where s N<  is the number of sectors for each file block. The PKG's master private key 

is msk x=  and master public key is xmpk g= . The global parameters are 

1 2 1 2 3 [1, ]( , , , , , , , , ,{ } )l l se G G g mpk H H H f v ∈ . 

 Extract ( , , iparams msk ID )→ isk : Given identity iID , PKG extracts the identity-based 

private key as 1( )x
i isk H ID=  and returns to the data owner. 
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 TagGen ( , , ,i i ijkparams ID sk M )→ ijkσ : For one file named iname , data owner of identity 

iID  runs this algorithm to generate tag for every block ijkM , which are further split into s  

sectors { }ijklF . The data owner first generates random i qu Z∈ , and computes 
2 ( || || || )

3, ( || || || || )ijk ii im H name i j ku u
ijk ijk i ijk iS g T sk H S name i j k+= = ⋅  

as tag ( , )ijk ijk ijkS Tσ = , where  
1

s

ijk l ijkl
l

m v F
=

= ⋅∑ . Meanwhile upon receiving block ijkM , the 

j -th cloud could verify the tag ijkσ  as 

2
1

( || || || )

1 3( , ) ( ( ) , ) ( ( || || || || ), )

s

l ijkl i
l

v F H name i j k

ijk i ijk i ijke T g e H ID mpk e H S name i j k S=

+∑
= ⋅     (3) 

 Challenge  ({( , , )}) ( ,{ }ji j k chal chal→ ): For verifying c  blocks of total N  blocks on the 
multiple clouds storage system, the verifier uses this algorithm to generate challenge token 

( , )chal I K= , in order to specify each challenged block 
n n ni j kM  belonging the ni -th data 

owner of 
ni

ID 's file named 
ni

name  and as the nk -th block outsourced on nj -th cloud, 

where ( , , , )
ni n n nname i j k I∈  (1 n c N≤ ≤ ≤ ), and  the random temporary key 

ni
Kκ ∈  

(
ni qZκ ∈ ). The challenge token chal  is further distributed to each challenged cloud as 

disjoint challenge tokens { }jchal , and ( , )j j jchal I K=  will be sent to the j -th cloud 

where 
1 21 2{( , , , ) | , }

nj i n n n nI name i j k n n i i I= ∀ ≠ ≠ ⊆  and { | ( , , ) }
nj i n n jK i j k Iκ= ∈  

K⊆ .  All the indexes of challenged clouds { }j  form a set C , and 1 2 1 2, ,j j C j j∀ ∈ ≠ , 

1 2j jI I∩ =∅ , j C jI I∈∪ = . 

 ProofGen ( , ,{ },{ },{ }j i ijk ijkparams chal ID Mσ )→ jP : The j -th challenged cloud selects 

challenged blocks { }
n ni jkM  for the owners' files named { }

ni
name  and computes co-efficient 

values { } { ( , , )}
inn n nr f i j kκ=  with received challenged token { , }j j jchal I K=  

(
1 21 2{( , , , ) | , }

nj i n n n nI name i j k n n i i I= ∀ ≠ ≠ ⊆  and { | ( , , ) }
nj i n n jK i j k I Kκ= ∈ ⊆ ). 

Since for the same owner of iID  , in i

n n n

u u
n i j k ijki i S g g S∀ = = = = , the proof of storage 

({ } , ,
n n jj i j i chal jP S T∈′ ′=  ( , , ){ } )

jijl i j k IF ∈′  is generated with blocks { }
n ni jkM  and tags 

{ ( , )}
n n n n n ni jk i jk i jkS Tσ =  as: 

,
, ,n

n n n n n n n

j nj

r
i j i jk j i jk ijl i jk l n

chal i ichal

S S T T F F r
=

′ ′ ′= = = ⋅∑∏ . 

and will be sent to the verifier. 
 Verify ( , ,{ },{ },i jparams chal ID P mpk ) → {0,1} : After receiving all the proofs { }jP  

from all challenged clouds, the verifier first looks up the challenge token ( , )chal I K=  
( {( , , , ) | 1, , }n n nI name i j k n c= =   and { | 1, , }

ni
K n cκ= =  ) , for the specific index 

( ), ,n n ni j k   and corresponding random key 
ni

κ  . With the index and random key of each 
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block, the co-efficient nr   could be generated by the pseudo random function  as  
( , , )

inn n n nr f i j kκ= . The index set of all challenged owners’ identities, could be viewed as 

{ | , }n nO i i i i I= = ∈   from their challenged blocks’ indexes. Meanwhile, as valid tag for 

data owner of iID , ni i∀ = , i

n n n

u
i j i jk ijkS S S g′ = = = . Therefore, verifer simply sets iS ′  by 

any one ( )
ni j nS i i′ =  and views 

n n ni jk i jS S′ ′=  for 3 ( )H ⋅ 's input for every ( , , )n ni j k .  It will 
outputs 1 (valid) if the following equation holds: 

2
1

( || || || )

1( , ) ( ( ) , )

s

l ijl i n n n nn
j C l i in

v F H name i j k r

j i
j C i O

e T g e H ID mpk∈ = =

′ +

∈ ∈

∑∑ ∑
′ =∏ ∏  

3
,

( ( || || || || ) , )n

n n n

n j

r
i jk i n n i

i O j C i i chal

e H S name i j k S
∈ ∈ =

′ ′⋅∏ ∏ ∏       (4) 

and 0  (valid) otherwise, where ( ),
n n n ni i j n i jk i jS S i i S S′ ′ ′ ′= ∀ = = . 

5.1 Security analysis of improved scheme 
Based on the formal definition of ID-BPDP scheme (Subsection 2.2) and corresponding 
system model (Subsection 2.3) and security model (Subsection 2.4), in this section, we prove 
the unforgeability of tags and proofs for our improved scheme. Compared with [17]'s security 
analysis, we also utilize Coron [14]'s random oracle model to define the interactions between 
adversary A of our scheme and simulator B, but with refined oracles for hash and tag queries. 
To prevent their security flaw, corresponding security reduction methods are also re-designed. 
Our security analysis below shows that CDH problem will be solved with non-negligible 
probability, if breaking our scheme through forging valid tag for data block and fabricating 
storage proof without rejection under polynomial time. 

A probabilistic polynomial time (PPT) algorithm B could be constructed to solve CDH 
problem (given ag , bg , computing abg ): 
 with non-negligible probability for at least ε1/(ê(qE+qT+1)) in at most 

11 ( 3 3)G H E Tt t q q q+ ⋅ + + +  time, if adversary A of our improved scheme in Section 5 could 

win Tag-Forge games defined in Subsection 2.4 with probability ε1 within 1t  time; 
 with non-negligible probability for at least ε2/(ê(qE+qT+1)) in at most 

1

*
2 ( 3 3)G H E Tt t q q q c+ ⋅ + + + +  time, if adversary A  of our improved scheme in Section 5 

could win Proof-Forge games defined in Subsection 2.4 with probability ε2 within 2t  time. 
Assume polynomial number Hq  queries are made for hash function, Eq  queries for private 

key extraction, Tq  tag generation. 
1Gt  is the time of performing once exponentiation or 

inversion computation on group 1G , *c  is the number of challenged blocks and ê is the natural 
logarithm. 

 
Proof: We will first discuss the Forgery of Tag and then Forgery of Proof. 
Firstly, Forgery of Tag for Tag-Forge game: 
 Setup: Simulator  B plays in the role of PKG to choose random qa Z∈  as master private key 
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msk  and upon generator 1g G∈  master public key ampk g= . It also picks random qb Z∈ , 

and thus the instance of CDH problem as given ag , bg , computing abg . 
 Hash function Oracle: 

1H -oracle. For A ' s 1H  query on iID , 
- If iID  is already in the 1H -list, B retrieves ( iID , ,id ,iy 1, )ih  from the list 

1,{( , , , )}i i i iID d y h  and responds as 1 1,( )i iH ID h= . 

- Else B tosses a random coin {0,1}id ∈  so that probability [ 0]iPr d δ= = . If 0id = , 

computes 1,
iy

ih g=  by selecting random i qy Z∈ , else 1id = , computes 1,
iby

ih g=  by 

selecting random i qy Z∈ . B adds 1,( , , , )i i i iID d y h  in the list and responds as 

1 1,( )i iH ID h= . 

2H -oracle.  For A 's 2H  query on || || ||iname i j k , 
- If ( , , , )iname i j k  is already in the 2H -list, B  retrieves 2,( , , , , )

ii name ijkname i j k h  from the 

list 2,{( , , , , )}
ii name ijkname i j k h  and responds as 2, iname ijkh . 

- Else B picks  2, iname ijk qh Z∈  to add 2,( , , , , )
ii name ijkname i j k h  in the list and responds as 

2 2,( || || || )
ii name ijkH name i j k h= . 

3H -oracle. For A 's 3H  query on || || || ||ijk iS name i j k , 

- If ( , , , , )ijk iS name i j k  is already in the 3H -list, B retrieves ( , , , , ,ijk iS name i j k  

3,,
i iname ijk name ijkz h ) from the list {( , , , , , ,

iijk i name ijkS name i j k z  3, )}
iname ijkh  and responds as 

3 3,( || || || || )
iijk i name ijkH S name i j k h= . 

- Else B computes 3,
name ijki

i

z
name ijkh g=  by picking  

iname ijk qz Z∈  to add ,, , , ,ijk inameS i j k（  

3,, )
i iname ijk name ijkz h in its list. It responds as 3 3,( || || || || )

iijk i name ijkH S name i j k h= . 

 Extract-oracle: Given identity iID , B retrieves 1,( , , , )i i i iID d y h  from 1H -list, and extracts 

the identity-based private key 1, ( ) iya a
i isk h g= =  if 0id = . Meanwhile, ( , )i iID sk  is added 

in the Extract -list. If 1id = , B aborts. 
 TagGen-oracle: To ensure A 's view as real instances, simulator B maintains Tag -list as 

{(namei, i, j, k, Mijk, St,ijk, σijk)} to responds A  's each query for blocks Mijk, of the file named 
namei, as follows: 
- If (namei, i, j, k, Mijk) is already in the Tag -list, B retrieves σijk from the record and  

responds as tag for corresponding (namei, i, j, k, Mijk). 
- Else B looks up 1H -list for 1( )iH ID , 2H -list for 2 ( || || || )iH name i j k , makes query for 

itself if any corresponding record does not exist. 
 If 0id =   for corresponding record in the 1H -list, B selects a random , 1t ijkS G∈  

( [1, , ]Tt q∈  ) and queries 3H -oracle for 3 ,( || || || || )t ijk iH S name i j k , where Tq  is the 
upper bounding number of tag query. The tag is generated as follows: 
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2
1

( || || || )

, ,( , ( ) )

s

i l ijkl i
name ijkl i

y v F H name i j k
za

ijk t ijk t ijkS g Sσ =

+∑
= ⋅  

and the new record (namei, i, j, k, Mijk, St,ijk, σijk) are added into Tag-list. 
 Else B aborts. 

Forgery Output: Finally, A itself outputs a valid tag * * *i j k
σ  satisfying equation (3), where 

neither has it queried TagGen-oracle for tag of the corresponding data block * * *i j k
M  of file 

named *i
name  nor has it retrieved the private key for identity *i

ID  from Extract-oracle. It 

means that there could be queried records of the specific *i
ID  with corresponding *i

d  only in 

1H -oracle's list, but no queried records existed for the same *i
ID  with same *i

d  for 

TagGen-oracle and Extract-oracle's lists. Then, for the above ( *
* * *, , ,

i
name i j k ), B looks up 

1H -list for *1( )
i

H ID , 2H -list for *
* * *

2 ( || || || )
i

H name i j k , 3H -list for * * *3 ( ||
i j k

H S  

*
* * *|| || || )

i
name i j k , makes query for itself if any corresponding record does not exist. If not 

the case where * 1
i

d =  for *1( )
i

H ID , B aborts. Otherwise, a solution of CDH problem is 
obtained. 

Since * * * * * * * * *( , )
i j k i j k i j k

S Tσ =  satisfies equation (3) like: 

* * *
* * * * 2 *

1
* * * *

( || || || )

1( , ) ( ( ) , )

s

l i j k l i
l

v F H name i j k

i j k i
e T g e H ID mpk=

+∑
=  

     * * * * * * *
* * *

3( ( || || || || ), )
i j k i i j k

e H S name i j k S⋅  

With * 1
i

d = , *
*1( ) i

by

i
H ID g=  in 1H -list, and 

* * *
*

* * * *
* * *

3 ( || || || || ) name i j k
i

z

i j k i
H S name i j k g=  

in 3H -list,  ampk g= : 
* * *

* * * * 2 * * * *
* *1

* * * * * *

( || || || )

( , ) (( ) , ) ( , )

s

l i j k l i name i j k
i l i

v F H name i j k zby a
i j k i j k

e T g e g g e g S=

+∑
= ⋅  

* * *
* * * * * 2 * * * *

*1
* * *

( ( || || || ))

(( ) , )

s

li i j k l i name i j k
l i

y v F H name i j k z
ab

i j k
e g S g=

+∑
= ⋅  

Therefore, the solution of CDH problem instance for given ag , bg , is obtained as: 
1 * * * 1

* * * * * 2 *
* * * 1*

* * * * * *

( ( || || || ))
s

li i j k l i
name i j k li

y v F H name i j kz
ab

i j k i j k
g T S

− −

=

+∑ =  
 

 

Secondly, Forgery of Proof of Storage for Proof-Forge game: 
 Setup: Simulator B plays in the role of PKG  to choose random a∈Zq  as master private key 

msk and upon generator g∈G1 master public key mpk=ga. It also picks random b∈Zq, and 
thus the instance of CDH problem as given ga, gab, computing gab. 
 1H -oracle, 2H -oracle, 3H -oracle, Extract-oracle, TagGen-oracle remain the same as 

above. 
 Firstphase Queries: A could access all the hash oracles and query identity based private keys 

and tags. 
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 Challengephase: Let us denote the tuples of tag queries for TagGen-oracle in Firstphase 
Queries as I1={(namei,i,j,k,Mijk)}, and S1 as the set of identities {IDi} which have extracted 
private keys for Extract-oracle}. B generates challenge token chal*=(I*,K*) for 

*
* * * * *{( , , , ) |1 }

n
n n ni

I name i j k n c= ≤ ≤  and *
* *{ |1 }

ni
K n cκ= ≤ ≤ , where at least one 

* 1
ni

ID S∉  and at least one tuple * * * *
* * *

1( , , , , )
n n n n

n n ni i j k
name i j k M I∉ . *chal  is sent to A. 

 Secondphase Queries:   A could access all the hash oracles and query identity based private 
keys and tags. Let us denote the tuples of tag queries for TagGen-oracle in this phase as 
I2={(namei,i,j,k,Mijk)} and  S2 as the set of identities {IDi}which have extracted private keys 
for Extract-oracle. We require that there is at least one * 1 2( )

ni
ID S S∉ ∪  and at least one 

tuple * * * *
* * *

1 2( , , , , ) ( )
n n n n

n n ni i j k
name i j k M I I∉ ∪  for the challenge token chal*=(I*,K*). 

Forgery Output: Finally, A generates a valid proof of storage * * *
* { } {{ |

nj i j
P P S ′= =  

* }n ji chal∈  *,
j

T ′ , * * *
* * * *{ | ( , , ) }}

i j l
F i j k I′ ∈  for challenge token * * *( , )chal I K=  where 

*
* * *{( , , ,

n
n ni

I name i j=  * *) |1 }nk n c≤ ≤  and *
* *{ |1 }

ni
K n cκ= ≤ ≤ . For *

* * *{( , , , ,n n ni
name i j k  

* * * )}
n n ni j k

S ′ , where * * * * * ,
n n n n

ni j k i j
S S j j′ ′= ∀ = , B looks up 1H -list for *1( )

i
H ID , 2H -list for 

*
* * *

2 ( || || || )
n

n n ni
H name i j k , 3H -list for * * * *3 ( || ||

n n n ni j k i
H S name  * * *|| || )n n ni j k , makes query for 

itself if any corresponding record does not exist. Upon all the *
*{ |1 }

ni
d n c≤ ≤  from 1H -list, 

B proceeds as follows: 
 If every * 0

ni
d = , aborts. 

 Else there is at least one * 0
ni

d ≠ , B computes 
*

* * * * *{ } { ( , , ) | 1, , }
in

n n n nr f i j k n cκ= =  ,  and 

denotes index set {i*} for all the challenged data owners as O* and index set  {j*} for all 
challenged cloud servers as *C . The valid proof of storage * * * *

* { } {{ }
n n jj i j i chal

P P S
∈

′= =   

* * * *
* * * *, ,{ | ( , , ) }}

j i j l
T F i j k I′ ′ ∈ certainly satisfies equation (4), and thus: 

* * * *
* * * * 2 *

* * * * *1
* *

* * * *

( || || || )

1( , ) ( ( ) , )

s

n n n nl i j l in
j C l i in

v F H name i j k r

j i
j C i O

e T g e H ID mpk∈ = =

′ +

∈ ∈

∑ ∑ ∑
′ =∏ ∏  

*

* * * * *
* * * * *

* * *
3

,

( ( || || || || ) , )n

n n n
n j

r
n ni j k i i

i O j C i i chal

e H S name i j k S
∈ ∈ =

′ ′⋅∏ ∏ ∏  

where *
* * * * * *

*,i

n n n

u
ni i j i j k
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For the identical blocks index set * * * * * *{( , , ) | , , [1, ]}n n n n ji j k i chal j C n c∈ ∈ ∈ , B is able to 

extract all original blocks' sectors * * *
*{ }
n n ni j k l

F  by solving a system of *c  linear equations in 

exactly *c  times of challenge interactions with A, since each * * *
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For simplicity, we do not additionally consider this polynomial extraction time. 
Regarding the correctness of equation (4), 
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Probability and Time Analysis 
 We analyze B 's probability and time of solving CDH problem with the A 's ability to forge 

tag of our improved scheme. For the following four events: 
- Ε1: B does not abort for any  A 's  Extract queries. 
- Ε2: B does not abort for any  A 's TagGen queries. 
- Ε3: A generates a valid tag * * *i j k

σ  for  * * * *
* * *( , , , , )

i i j k
name i j k M  . 

- Ε4: Event Ε3,  * 1
i

d =  in 1H -list, for the above *
* * *, , ,

i
name i j k . 

If A succeeds in all the events, B 's probability of solving CDH problem is: Pr[Ε1∧Ε2∧Ε3∧
Ε4]= δqEδqTε1(1-δ). With δ=(qE+qT)/(qE+qT+1), the probability is at least ε1/(ê(qE+qT+1)), where  
ê is the natural logarithm. 
The total running time of B  comprises of A's running time t1 and additional time, where B 
responds with  (qH+qT) hash queries, qE Extract queries, qT TagGen queries and final CDH 
problem transforming time. Both hash response and Extract require at most once 
exponentiation on group G1 for each query, while it takes twice exponentiation for TagGen 
oracle query and once inversion and twice exponentiation on G1 for final output of CDH 
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solution. Since among the TagGen oracle, tag  ijkσ is calculated by multiply power of ag and 

,t ijkS  respectively. Then, it takes twice exponentiation for TagGen oracle query on group on G1. 

In the final CDH solution, 
1 * * * 1

* * * * * 2 *
* * * 1*

* * * * * *

( ( || || || ))
s

li i j k l i
name i j k li

y v F H name i j kz
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g T S

− −
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.  For the 

inner base, * * *i j k
S  first takes one exponentiation  and one inversion to be 

* * *
*

* * *

1
name i j k

i
z

i j k
S

−
 
 
 

 . Then 

the base 
* * *

*
* * * * * *

name i j k
i

z

i j k i j k
T S could be  calculated,  which requires another exponentiation G1 to 

generate abg  . Therefore,  final CDH solution will cost once inversion of group element and 
twice exponentiation on G1 .  

We assume both inversion and exponentiation operations on 1G  require 
1Gt . Therefore, the 

total running time is at most 
11 ( 3 3)G H E Tt t q q q+ ⋅ + + + . 

 We analyze B 's probability and time of solving CDH problem with the A 's ability to forge 
proof of our improved scheme. For the following four events: 
- Ε1: B does not abort for any A 's Extract queries. 
- Ε2: B does not abort for any A 's TagGen queries. 
- Ε3: A generates a valid proof of * * * * * *

* { } {{ } ,
n n n jj i j k i chal j

P P S T
∈

′ ′= = , * * *
* *{ | ( , ,

i j l
F i j′  *)k  

*}}I∈  for challenge token * * *( , )chal I K=  where *
* * * *{( , , , ) |
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I name i j k=  
*1 }n c≤ ≤  and *

* *{ |1 }
ni

K n cκ= ≤ ≤ . 

- Ε4: Event Ε3, at least one * 1
ni

d =  in 1H -list, for above tuples *
* *{( , , ,

n
n ni

name i j  
* *) |1 }nk n c≤ ≤  

If A  succeeds in all the events, B 's probability of solving CDH problem is: Pr[Ε1∧Ε2∧Ε3

∧ Ε4]= δqEδqTε2(1-δc*) ≥ δc*(qE+qT)ε2(1-δc*). With ( ) ( )( ) *
1

1 c
E T E Tq q q qδ = + + + , the 

probability is at least  ε2/(ê(qE+qT+1)), where ê  is the natural logarithm. 
The total running time of  B comprises of A 's running time t2 and additional time, where B 

responds with  (qH+qT) hash queries, qE Extract queries, qT TagGen queries and final CDH 
problem transforming time. Both hash response and Extract require at most once 
exponentiation on group G1 for each query, while it takes twice exponentiation for TagGen 
oracle query and once inversion and  (c*+2) exponentiation on G1 for final output of CDH 
solution. For this CDH solution, the analysis of cost is similar to previous method.We assume 
both inversion and exponentiation operations on 1G  require 

1Gt . Therefore, the total running 

time is at most 
1

*
2 ( 3 3)G H E Tt t q q q c+ ⋅ + + + + . 

We complete the proof. 
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6. Efficiency Analysis 
In this section, we compare cost of computation and communication of our improved scheme, 
with Peng et al.'s secure ID-DPDP [18] and Zhou et al.'s original ID-BPDP [17], summarized 
in Table 1, and Table 2, respectively. In addition, the performance comparison on 
computation is depicted in Fig. 2, based on results from simulation of Peng et al.'s improved 
ID-DPDP [18] and our proposed scheme on a laptop, to evaluate efficiency trend when 
number of data owners, clouds and data amount increases. 
 

Table 1. Computation Cost Comparison for Multiple Owners and Multiple Clouds  
Schemes TagGen ProofGen Verify Security 

Peng's ID-DPDP [18] N(s+1)Cexp+NsCh cCexp+csCh  2n1Ce+ [(s+1)n1+c]Cexp  Secure 
Zhou's ID-BPDP [17] (N+2nO)Cexp 2cCexp 3Ce+n1Cexp Not secure 

Our scheme (2N+nO)Cexp cCexp (n1+2)Ce+(n1+c)Cexp Secure 
 

Table 2. Communication Cost Comparison for Multiple Owners and Multiple Clouds 
Schemes Challenge ProofGen Security 

Peng's ID-DPDP 
[18] (n1+c)log2 N+(2n1+c)log2 q n1(n2+1)1+ n1(n2+1)s log2 q  Secure 

Zhou's ID-BPDP 
[17] c log2 N+clog2 q  2n21+ cs log q  Not 

Secure 
Our scheme c log2 N+clog2 q n2(n1+1) 1+ n1n2s log2 q  Secure 

 
 Assume there are nO data owners storing total N blocks {Mijk} on nJ clouds, by only one-off  

TagGen and upload. To prove data integrity, periodical Challenge and Verify will be 
executed between clouds and verifier, upon randomly selected c data blocks and tags of n1 
data owners on n2 clouds, for s sectors per block and element size of group G1 is 1. 
Consequently, the dominant cost of this scheme is mostly contributed by ProofGen and 
Verify. 
 Among all the operations, bilinear pairings Ce, exponentiation Cexp on group G1, and hash Ch 

on blocks are most expensive, compared with multiplication on G1 and G2,  operation on Zq, 
and other hash operations, which are efficient or can be done for only once. That is why we 
do not consider computation cost of Challenge mostly relying on efficient operations. 
Additionally, since ID-DPDP only offers single owner's PDP on multiple clouds, we 
consider repeating n1 loops of ID-DPDP instances, with N/n1 outsourced blocks and only 
challenged c/n1 blocks per loop. 
Analysis for computation: In order to fully protect tags {σijk=(Sijk,Tijk)} from being 

tampered and utilized to recover private keys by adversaries, nO data owners initially require  
(2N+ nO)Cexp operation in TagGen. Luckily, these could be performed off line for owners as 
one-off task, although a little bit expensive. In ProofGen, computation is cCexp for all {Pj}. In 
Verify, to remedy security flaws, i.e., tag universal forgery and private key recovery of 
ID-BPDP, we need (n1+2) bilinear pairing computation to allow batch verification at one time, 
which thus achieves enhanced security and still outperforms 2n1 pairings in Peng et al.'s secure 
ID-DPDP  [18], if applied to the multiple clouds and multiple owners scenario. 

Analysis for communication: Communication for Challenge remains the same as 
ID-BPDP [17]. In order to fully protect tags {σijk=(Sijk,Tijk)} from being tampered by 
adversaries in [17], we need to increase output of ProofGen to further help Verify to check 
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authenticated {Sijk} and file names {namei}. But the total overhead of transmission is still 
smaller than Peng et al.' s secure ID-DPDP [18] if applied to the multiple clouds and multiple 
owners' setting in Table 2. Meanwhile, our improved scheme does not suffer from the tag 
universal forgery and private key recovery as ID-BPDP [17]. 

 

Fig. 2. Comparison of computation on Verifier:  
1) as number of Owners increases: Total 10 Clouds of each stores 100 blocks per owner;  

        2) as number of Clouds increases: Total 100 Owners of each outsources 100 blocks per cloud 
 

Simulation: In order to compare the performance about Peng et al.'s scheme [18] versus our 
scheme, we simulate data owners, storage clouds, and verifier on a laptop of Intel core i5 480 
M at 2.67 GHz and 4G RAM running Linux operation system (Ubuntu 17.04 64bit with kernel 
4.10.0-37-generic), in C programming language. Both of schemes are based on Pairing-Based 
Cryptography Library (PBC 0.5.14) [19], GNU Multiple Precision Arithmetic Library (GMP 
6.1.2) [20] and OpenSSL Library (OpenSSL-1.1.0) [21]. 

To achieve 80-bit AES level of security, the elliptic curve we are using is of 160  bit group 
order with 512 bit length finite field element, from Type-A pairing in PBC library. Therefore, 
the size of element is 1=64 Bytes, and q is 20 Bytes length prime. For generating challenging 
co-efficiency {rn}, we consider HMAC-SHA256 as pseudo random function f in OpenSSL 
library. We set each data block Mijk  split into s=50 sectors {Fijkl}, and thus a sector is 20 B and 
a block is 1000B. The simulation has run 10 trials and collected their mean values as results. 
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For computation, our improved scheme acquires less cost than Peng et al. scheme in 
simulating TagGen, ProofGen. For generating tags of total 100000 blocks for 100 data owners, 
our scheme with TagGen costs 733.927 seconds while Peng et al.'s scheme requires 1148.584 
seconds. In order to prove total 100000 blocks outsourced on 10 clouds for 100 data owners, 
running time of ProofGen is 258.048 seconds of our scheme versus 276.136 seconds in Peng et 
al's scheme.  

For complicated multi-cloud & multi-owners storage scenario, we will study the critical 
computation performance comparison on verifier, for Peng et al. scheme (as Sec-ID-DPDP) 
and our improved scheme (as Sec-ID-BPDP).  

On the left half of Fig. 2, the computation time on verifier's side is depicted for Peng et al.'s 
scheme [18] (marked in blue bar) and our improved scheme (in yellow bar), when challenged 
data owners increases from 50 to 250. For the fairness of evaluation, we repeat Peng et al.'s 
scheme to achieve the same number of data owners.  Assume there are 10 clouds, each of 
which has 100 blocks  for every data owner, and the total number of challenged data blocks 
will range from 0.5 ×105 to 2.5 ×105 (marked on the top X-axis in red color), i.e. from 50MB to 
250MB, based on 100% probability to detect 1% rate of modification. It is illustrated that our 
improved scheme has less computation overheads on verifier's side versus Peng et al.'s scheme 
in this scenario.  

Followed up with the right half, in Fig. 2, we present the computation time of on verifier's 
side as the number of challenged clouds increases from 5 to 25, for Peng et al. scheme [18] 
(marked in blue bar) and our improved scheme (in yellow bar), based on 100% probability to 
detect 1% rate of modification. Imagine there are 100 data owners, each of which outsources 
100 blocks on every cloud, and thus the total number of challenged data blocks will range from 
0.5 ×105 to 2.5 ×105 (shown on the top X-axis), i.e. from 50MB to 250MB. For the fairness of 
evaluation, we also repeat Peng et al.'s scheme to achieve the same number of data owners. It 
is shown that our  improved scheme introduces less computation overheads on verifier's side 
versus Peng et al.'s scheme also in this scenario.  

The difference illustrated in the Fig. 2  is able to predict their trend of performance upon 
extrapolation to real multiple clouds storage system, which are equipped with powerful CPUs 
and huge memories, even if the performance of two schemes are temporarily limited by our 
simulated laptop. Therefore, our improved scheme is more efficient than Peng at al.'s scheme 
for the secure big data storage, which might have billion number of data owners, large number 
of storage clouds and large volume of data, in terms of storage integrity.  

For communication overheads, our scheme outperforms Peng et al.'s scheme [18] both in 
Challenge and ProofGen, since the number of challenged clouds n2 is usually much smaller 
than the number of challenged data owners n1. Our scheme requires (c/8log2N+20c) B and 
(64n2(n1+1)+1000n1n2) B while Peng et al.'s scheme costs ((n1+c)/8log2N+20(2n1+c)) B and 
(64n1(n2+1)+1000n1(n2+1)) B, for Challenge and ProofGen respectively, upon 64 B element 
size of group G1, 20B sector, and 50 sectors per block. Especially,  in real multiple clouds, for 
large scale of data like big data storage, it could be more economic and efficient to adopt 
sampling checking technology to guarantee high modification detecting probability with 
relative small number of challenged blocks, e.g. as spot checking technology demonstrated in 
[7], the verifier is able to detect the 1% modified blocks with at 99 % probability, by 
challenging 460 number of blocks among entire multiple clouds storage system. 
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7. Conclusions and Open Problem 
In this paper, we revisited an identity-based batch provable data possession (ID-BPDP) 
scheme [17] designed by Zhou et al. on conference ProvSec 2016, and demonstrated that any 
cloud server could deceive verifier by universally forging valid tags with only its two 
block-tag pairs. In particular, it is also feasible to recover a data owner's private key to 
generate tags by malicious cloud itself. This will inevitably incur potential impersonation, and 
might be leveraged to threaten digital and material properties bound to personal identity. 
Therefore, we propose our solution to repair the security flaws and thus enhance the security, 
at the expense of reasonable overheads while still enjoy better efficiency over Peng et al.'s 
scheme [18]. 

Despite these above security flaws, it is still of great value for Zhou et al. to tackle the batch 
PDP problem with identity based cryptography infrastructure. Exquisitely designing tags, 
might be promising work to allow constant pairing computation in verification, if sharing 
reasonable commons of tags among data owners and not affecting security spontaneously. As 
a future work, we will keep on seeking to improve the efficiency of our proposed scheme of 
enhanced security, and evaluate it based on real-world multiple owners & multiple clouds 
storage system, with sound security for data integrity. 
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