Journal of the Korea Academia-Industrial https://doi.org/10.5762/K A1S.2018.19.10.661

cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 19, No. 10 pp. 661-667, 2018

2ulE & 7oA furle]l 2 AS QF 2 7] ] 7Y

Device Mutual Authentication and Key Management Techniques in a
Smart Home Environment

So-Yeon Min", Jae Seung Lee’
'Dept. of Information and Communication Eng., Seoil University
"Dept. of Computer Science and Eng., Soongsil University

8 oF A2 74 BAl Ve AN tutel a5 o] e g AntE F Aol AFsla glon, thekdt tnto]~v} E8-F 1
Atk olgf gt AFERIEIUl BAE 258 Mu2E 93] chedstal Wols o] tiufol~ AR E 38t AREAL ARE 7|0
O & MH|~E AFeon, tiket tnfo| 25 Aojdlof Bl o]7]F The] BAlE AlFsof st AW, o]t At

o} AA), ZTEE FQE S HPOM = AntE & 3704 9] I3

7, 2uhe § B0l vk Bek 1ge] w9
Abe] 9 ok Aokiel AZMolthal st on], theke @40l Wl Ablsl BESG TeEE, B mRoME
2ElE F BN TR S e RO BAS A3 s ArkE BN ALgSRE 2vhE wEE 9] SR 3
Q1% 7ol sl AT Sk ANehe =) S noby B Bal 2B, 2%, lulol s 4E AF, TR
#7, TAH 5 AR 873 A4 crtol ol BAE S g A Lelzl Aokl s sk $AR s
A S IS o §ajel QTS AT, Ea, 7)ol <L AHEIE HRE EZEENS] HE ) Y
7] e SR $EES FAT + U9tk

Abstract Recently, the smart home market is growing due to the development of wireless communication technology
and sensor devices, and various devices are being utilized. Such an IoT environment collects various vast amount of
device information for intelligent services, receives services based on user information, controls various devices, and
provides communication between different types of devices. However, with this growth, various security threats are
occurring in the smart home environment. In fact, Proofpoint and HP warned about the cases of damage in a smart
home environment and the severity of security vulnerabilities, and cases of infringement in various environments were
announced. Therefore, in this paper, we have studied secure mutual authentication method between smart nodes used
in smart home to solve security problems that may occur in smart home environment. In the case of the proposed
thesis, security evaluations are performed using random numbers and frequently updated session keys and secret keys
for well-known vulnerabilities that can occur in IoT environments and sensor devices such as sniffing, spoofing,
device mutual authentication, And safety. In addition, it is confirmed that it is superior in security and key

management through comparison with existing smart home security protocol.
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Fig. 1. SmartHome Network
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