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Abstract This study investigates the suitability of the blockchain and FIDO among non-face-to-face authentication
means in order to secure diversity of identfication means operated in South Korea. In order to do this, the study
selected and analyzed seven conformance criteria (universality, persistence, uniqueness, convenience, security,
applicability, and economics), and the results were appropriate. Accordingly, in order to apply the blockchain and
FIDO as the identification means, the related regulations and notices should be revised to improve the identification
procedure. In addition, differentiated certification standards should be established for each service field to apply
various authentication means as well as existing identification means, and the authentication means should be
continuously developed and linked with the service. In the future, the identification means will bring security of the
information circulation environment in the IoT, so it should be implemented in a variety of services by supporting
application of identification means.
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Table 1. Conformance criteria of identification means

Div. Details

Everyone has a characteristic (All subjects are

universality ,
universal)

Essential

Criteria | Persistence |It does not change over time

Uniqueness |It is no identical features except itself

It is easy to carry and use, making it easy to

convenience .
use anytime, anywhere

It can prevent fraudulent transactions in

| Security response to continuously develop new hacking
Realistic technology
Criteria
Aoplicabilt It is suitable for new environment such as
PP y smart phone
E . It can save money when using identification
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Fig. 3. Framework of this study
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Table 2. Comparison of conformance criteria for
Blockchain

Div. Analysis Results

- It is possible to automatically execute
approval record of the transaction by
multiple participants

- It is increase accuracy of recording due
to no change and cancellation of
blockchain

- It is discriminated behavior information
because personal transaction information
is recorded and approved

- It is possible to trade in a distributed
network environment without a trusted
central server (third party)

- It is open, transparent and traceable
because of disclosing all transaction
records

Universality

Essential

o Persistence
Criteria

Uniqueness

Convenience

- It prevents manipulaton of data
transaction and ensures integrity by
jointly possessing the account of the
transaction history with all network
participants

- It is no failure as a decentralized network
structure

- It is not affected by the entire network if
it occurs errors or performance

Realistic
Criteria

Security
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degradation in some additive systems

- it has high scalability with open source
program
It is possible to apply technology
development(construction,  connection,
and expansion) to proper  various
purposes such as asset transaction,
ownership verification, etc.

- it reduces commission for establishment
and operation of a third institution

- It has a positive impact on transaction
growth and regulatory costs.

- It reduces the cost of operation,

Applicability

Economics

maintenance, etc for centralized system
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Table 3. Comparison of conformance criteria for

FIDO

Div.

Analysis Results

universality

- It is possible to provide universal service by

using PC, smart phone, etc.

Essenti
al
Criteria

Persistence

- It is almost impossible to change the

biometric information as  authentication
means, although it is a change in the
device

Uniqueness

- It is not possible to share biometric

information, and it is not same
characteristics in using personal information

convenience

St s

- It is unnecessary to remember PW
- It is perfect response by non-ActiveX

because of no module to install on PC
provided to convenient user
identification process

Realistic

Security

- It is prevented abuse by losing PW
- Itis to reduce the risk of theft and is not

forged with biometric authentication such
as fingerprint, speaker, face, etc.

Criteria

Applicability

- It is supply scalability with FIDO UAF v1.0

Framework and certified authentication
technology

- It is possible to replace the PKI and PW

with the biometric authentication.

- It keeps the certificate private key in the

secure area of the mobile phone

Economics

- It is possible to save cost when using your

identification service
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