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(Deep Learning Based Fake Face Detection)
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Abstract Recently, the increasing interest of biometric systems has led to the creation of
many researches of biometrics forgery. In order to solve this forgery problem, this paper
proposes a method of determining whether a synthesized face made of artificaial intelligence is
real face or fake face. The proposed algorithm consists of two steps. Firstly, we create the fake
face images using various GAN (Generative Adversarial Networks) algorithms. After that, deep
learning algorithm can classify the real face image and the generated face image. The
experimental results shows that the proposed algorithm can detect the fake face image which
looks like the real face. Also, we obtained the classification accuracy of 83.7%.
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Deep Leaning Based Fake Face Detection

9 54 FES] B ,
Felste /1ee Btk AAGRL L YFYR
e AR A, FA A4, P A4, &
4 94, W A4 Feo wyol vk o @
4o B2 St glom, 9olsA gobx
e ol Atk AW who] 29147 %o] @
Ash w9 - wze] B2t AR dolHe
ook wek Hekxol WA T Qi A% dold
£ AASE A& wae AR dolgd
uet Aok A A7 9

B
ru

GAN(Generative Adversarial Network)[1]
&S o83 7Hx dloly AA 7|Eo] o
3 gt 2017 Nvidiaol A f- <1 209
S

to 1o fob i

o 1 > M

3] e v GANZ|ES Ao

FAozE FHsEy] ol W
dagk 7otk wF v= T A
H e utnte] ARl S

P

2 >l 1 1ot 5 oml oE g a2
I ) %)
ﬁ%tiér =
4|
#Oi’,ﬂﬁl -rlﬁrl
q&;&i N
o X Lz
i 2
e
o
%
o = off
NooE o2
o>
2 0= 0
)
=)
i
2
=
rlr
)
it Q,

o A 93 b G4 TR 5 9

7

(o3
oo rir
N
oy
X o
X fo
2 4
t
R _
2; Kl
o 0,
4 &
M,
_?lﬂ
rr
'
-
it
PO
re

)

=

o
PR L
40 o 2 T it

= 7}k
= dlo]E= CNN(Convolution
Neural Network) -%2E& o]-&3te] 853 & 7lxt
= A d=s FEE F
g AIE FAE Bzt g

Nw% s, 4

2. o

ogg

of 7
2.1 GAN(Generative Adversarial Networks)
GAN<S 20149 F+22999 Ian Goodfellow

of ofsl Mgow AR AYH ALY ®

dojt}, H] A5 7|Hke] gt elojn], A

ZH(Generator)9} ¥ *F(Discriminator) X @&
TAE] gttt F rde Auty ZFHS 7k

itk A AA WU E Sherstn ol F v

ZEal

oz A4AE AR dolHE A4AT. 18
dolelel 7 s dele & AAsHE Aol
zajolth, B4 4HY dolHE 7 dlo]

Holx A7 dolex wudt. A4
MAE Zolx RE dolHE sy, wux
= ARG EE dolEE Saa. ol
# age wEASS AR Ao

e DR

Els
= T 3

D tries to make
D(G(z)) near 0,
G tries to make
D(G(z)) near 1

D(x) tries to be
near 1

*

Differentiable D
function D

. 2 sampled from z sampled from .
" data model
Differentiable
function G

Fig. 1 Generative Adversarial Network

Frame[1]

Fig. 1&[1] GAN¢] = A
4 98 2t 99 wolx, DE BUA, G A
BAE o @ D)e B 9
wolX b QA% wdshe fEelth A o

Ao A B2 4E 2= D(x) =10 HES =
Hotan, GolA ele] wol= & o] gste] wh
2o 7 olmA Gzl diEA =
D(G(2))=0°] HEs ="l 5, s
A fES wF7 e =Hsta, wHe
D(G(z))=1°] H=% =#3t 5 A=
WAz gEol 2UA G2)UA TR e
= G)E zol 7 APt ES weta
ks adel: Etstal fEa 7S e
4 YRS SEdn. wes o Rds
FAoR gdstd F4LF 22 V(G D)

_10_



Journal of the Korea Industrial Information Systems Research Vol. 23 No. 5, Oct. 2018 : 9-17

ga vges BAE £ Row 2z wd
o 4ol ARt

TS VD, Q) =E, _p,, ) llogD(@)]
+E, _, )llog(1—D(G(2)))].

obef o] Fig. 221M[1] 77k Adol ejwlsh= 5%
& A HAE delH wx, s A Wi
A, Aol dlolE A4 wareln. o9
w9t z A2 Z7hel Fs YUEhE, S Ee
G(z)9 vig & a7 @9 P9 P,
TE7F AR tE2ARE pRde] F o] £XE
T flel Shes std A o Ak
ghtsf Al R ¢ e ARR WS Ha,

To] GrAS o] HH (o)} 2ol P,
7

wEs ww AdelE (s 2ol P, =

9

b el pEde] UR3} AME A ¥
= 38 50%% fA9

(a) (b) (c) (d)

Fig. 2 Generative Adversarial Network

Framel1].

2.2 DCGAN(Deep Convolution Generative
Adversarial Network)

Stide2 16

CONV2

Fig. 3 DCGAN Architecture[6]

DCGANS| 2= Fig. 3#6] 2& 72& 7}
o 7]E GANTE Aol o] Sl A

m

[¢)
S48 QAT B A% ddte] Tbssith

dlolg el st

smiling neutral neutral
woman man

smiling man

Fig. 4 z Vector Arithmetic[6]

_11_



Deep Leaning Based Fake Face Detection

2.3 BEGAN(Boundary Equilibrium Generative
Adversarial Network)

BEGAN[8]> DCGAN¥} ulz7i2l2 GANE]
T T stuold oY dolEgtE HE thE o
| x 2 BA3s= DCGAN# = th2 4 BEGANS
dE dolelet sk nzshA olw A& At
. 1 o]f & BEGANS x4 Q&Y
(Auto-Encoder)[9] W2al& AME37] wiEo|t.
4 dolel e v on A& A= ol F =
= oEdzY WAl S Fig. 59H8] 7o 3ol A

|

FeFgTe] SAE FEety] "ot F, A
s BHom ARREy] Wl Art ] A=
o EFHch ob¥ Fig. 5% BEGANS| +
25 YEhit

Fully Cannected (h, 8'8n) = Reshape (8, 8, n)

Cenvolution, w=(3,3) d=(n, n)

Convolution, w=(3.3) d=(3, n) | Inputimags pusss) |,/
Convolution, w=(3.3) d=(n, n ok Rl o

Convolution, w=(3,3) d=(n, n)
Convalution, w=(3,3) d=(n, n)
(22)

=y

Convolution, w=(3,3) d=(2n, 2n)
Convalution, w=(3.3) d=(2n, Zn)
Convolution, w=(

o, we
0, w=(33) d=
3,3) d=(n, n) g
3.3) d={n. n) 2320
Gonvolution, w=(3.3) d=(3n, 3n)

Convolution, w=(
Convolution, w=(3.3) d=(3n, 3n)

Convolution, w=(3:3) d=(n, ) Vi (22) oo
Convalution, w=(3.3) d=(n, n}
B4xbdxn s
Convolution, w=(3.3) d={4n, 4n) H
; .

NN Upsampling (2,2)

Convolution, w(3,3) d=(n.3) Convalution, w=(3.3) d={4n, 4n)

Fully connected (8*8°4n, h) S
[ Embedang () ]

(a) (b)

Fig. 5 BEGAN Architecture
(a)Generator/Decoder,
(b)Discriminator/Auto-Encoder[8]

BEGAN2 dlo]g] ®x7F ofd &4 x|
o Jsdrh S5 AEY BEXE AgHer dF
A7 gt dAl R EEE AAANTIE
o] 5ot A Aol L5 M2 =4
g o, ojm X e AL AFREE WY
AR vk AT SEEsEREY
A5 T g EAdFrE AYEE
7b " Aol 4l sbestth EA%EE 74
o= Aest $24(2)¢ 2t

Lw)=lv—D@)"

N, N, . )
D:R “—R “isthe autoencoder function.
whereqn €1,21s the target norm.

N.. . .
vE R “isa ~ ple of dimension.

o

\
— ot L
Bivary Clasifir Mol >

= [,
3 ; AT N y Class Rl
[ s | N
Real Image ‘\ Generafor ]_-b ’
l\\, //‘ H

-

Fig. 6 The Overall Flowchart of the Proposed
Methods

B E=ioA Aletets W AAAHd BEL
$19] Fig. 69 &% Ztl WA
A+ dolEZ o]&d DCGANY BEGAN<?|
d7)ol 7S shgsle]l s A dolHE
A%kt olwl DCGAN, BEGAN F 714
o] GANS o] &3+ olf+= GANe UHESA
Tz wel AEE 7P dele e 5ol o
27] wjZo]t}.

UW DCGANS A 2§ oln A= A3y u
AE d=S A

3 @ # glov s AP HyEs] Az

DCGAN-
wepe) ool
WHH, BEGANS
CEEREEEE
dolele] Auvjg 2hstel A2 o
WA WA DCGANIE H2A) 712 o
olEl& wishs welesk 44sm, DCGANN
o Adzele dFdIEF YYHE 54

_12_



Journal of the Korea Industrial Information Systems Research Vol. 23 No. 5, Oct. 2018 : 9-17

Attt &AW BEGANS FA 9]z dHolHE
A7) wiol DCGANel Hl&] we a4 e
d=dolEE AT oAy Z7he] GANS
E4e whel oheFst Feje sbstdlely Aol
7bs st webA dleolg e v S 77%%71 ?4
st o2 54S 2= F A 59 GA

AbEsle] TR dF dlolHE AA skt o}ﬂJ
o] Fig. 7¢ DCGAN# BEGANOS 2 AMAH 7}t

A A dolE ot}

Fig. 7 Fake Image Created by GAN
(a)DCGAN, (b)BEGAN

.
to O mtt mp LN

S 4 P& Aold. ¥ EEAAL GA
olgalo] 745 vlolEHE A4 @ w AgHE o

Z

(

FHolE ] 4, 5 AR T g Al wet
A E = dHeolge Fdo] t=27] wiol Ih<F
Sl e H]O]Ei FAA ol 2HE Fa b
olg 9 2SS A, F, 3 dAE Yo g5 o
°olE| & FA3AtE Table 13 Table 2% Shs5

e 24 39S W DCGAN¥ BEGANS
25 AAFHE 71w 9= fgolge AFAES JE
Wi dTh

Table 1 Step by Step Learning Result(DCGAN)

Number  Learning
] Result
of Data Time
s} 25,000 6h
% 50,000 12h
3 100,000 24h

Table 2 Step by Step Learning Result(BEGAN)

Number Learning
of Data Time
Eia 25,000 6h
= 50,000 12h
& 100,000 24h
sleh ol ol Baw dHolHE T4 59
O, B =3 A AlgkeE CNN 39 o]l
F718 3% sol b A2 WA AZS TR
[ o)

1REF719 2=

64x64x32] & o o]

& F 4 & (Convolution

Layer)@ 1719 <A AZAZ(Fully Connection
o] F

el Fo=

Layer), & oA dot. 7+7te]
ABFAZY gz Ade A7 3X3e
2 Qdgsila, AEFHA dHY F& 32, 64,
128, 256, 5125 FAth 48 dole &= 6712 A

EFHASTS AXYHEA o8 71x FHe EA
(Feature)E°] HE5HH olgfst 5L ¢4

_13_



Deep Leaning Based Fake Face Detection

ASS T3 4096719 WE=Z FE€ 5ol e
ok 3 dolojol A Algd A3 gt AT
(ReLU) <rth. =71 #ololoA

(Sigmoid) 5 AH&3td dAFE 9

=
7] kel At A= EAlE Akt

coml on? tam3 convd s onvg

Bxed R 2 il 128 B iy 0%

Fig. 8 Proposed CNN Architecture.

oz 919 CNN 722 g5 HTHL
2 dojxl g o] gsto] AR dHTE Ho

7 A A= o)y A 7t dEdo]ERlA]
TEgo. CNNFZ9 st A7l 344 F
AT 4 AAZTAA Y BT E AR
s Algste] HF Az 98 ARzlo]
AdZF dolHy gE=4 YeuA dh
HE ARE U FEo| 50% ©] o4
A dad oy ®E Aekstal 50% W Rk o)W %
d=dolg 2 Ferai,

R Ty . T

IN
[l
ngt

]
&
N

Age =EOA At CNNTZE o R
ko] ALgE dlolEle} veluEl sl
%

°
g
2 Ag v sl gl B

&

=} O
s

dlojE= Pythono =
s =% Keras & 22 Al
ks 5 o] &3t skt
AdS APt AFE AYS CPU i7-7700K,
GPU Geforce GTX1060 8GB, RAM 8GB<2| A}%

G2

S ZtFo] AFs Ad sk9

sty dlolE FAol &= &g Fasdth
El(Input Data), AZ=<&
ALgetE Bl A~ETH o] H(Test Data)® Ut} o]
f AMES XA dEdolEE 2E dHolHAd
CelebFaces Attributes (CelebA)
ALESER L s R 224X224 %

Large-Scale
Dataset[10]<

AHESEA T TR dEdolEl = ShellA A g
DCGAN¥ BEGAN H°JEl S o] &3ttt 7H#

L3l o X

B

d=doly
Ay ekt

ool e HFulolH e Hgo d A
S A3y 98 dgdelE e A5 e H]

tlolHA[10]E o] &3}

&S 243 A4S Ay s 28 Ay
Table 3 ¢ #& Z¥S Ho FHa, HA=dolH

o] vl gol wet gt Frkete IS 9
stal o B2 AFdolH=E A
Sot7] witol HEHolE 7t BoldaE AHgw
7V S7beke AL FAs Aol shA|vE A
s AF&SR S wWel 10
> = & oS w M3
L8 RoFa JAN HFdelg 7t 10
eH(Overfitting) A 7F 24
AAAE BF7]el FEg mdo] AAEHS
ueba ShgdlolHof S HolH Y HE&S
< 218 sfofof &
Fgol AHEE FHehrig o] W st
A493 97t 9tk Table 4+
21 4=(Epoch) H]&-oll

2 oX rlo
jlie4

2 Qo 3ol

e e
N
)
ax
o
fru
ok

~

=
o
k)
©

K

ih)
=
1
b
ol
r
o

2

R 9
2 to FN ot
o
PAVRR A g
o 1o

o j_‘, zy

o ok
N
b
e
o

= o

o e
- &

oo myd 1 &

i
il

=2

o

)y

ot

4

Y
k1 Jo &
i i

e

1

il
z

X
&
o o

2L
st
3
e

=2
s
s
X

T
sy e W
[o

o

o g
A I
_O|L
N

2

o

M o o
m%%nﬂo
o Gy 2

m—l> Lo
E

2
o

o
=
ReAY)
N
N,
X
)
|
1)
> o
ol
ol
B

oy
i
S
o2l
ol
z Q
o
oy M
o
o2
x

-1
N4
2o
lo
o
o

. wepA
g Agsda dud v
A, o A% Fig 99 17
o 4% doldl malA 9980%9] 3
2 ol

2
2
=)
(@)
Z,

ol

o

&
)

p
o
o

2}

s

S

2 5% o K1 oHF
Foml oo o & X Ho X oo & oy oo o

Ei's 1K ofo
fo mi 2

P

O

_14_



Journal of the Korea Industrial Information Systems Research Vol. 23 No. 5, Oct. 2018 : 9-17

Table 3 Correlation between Input Data and
Validation Data
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Table 4 Correlation between Input Data and
Validation Data
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