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Abstract This paper introduces the concept of a random universal hash function to amplify security in a quantum key
distribution system. It seems to provide security amplification using the relationship between quantum error correction
and security. In addition, the approach in terms of security amplification shows that phase error correction offers better
security. We explain how the universal hash function enhances security using the BB84 protocol, which is a typical
example of QKD(Quantum Key Distribution). Finally, we show that the BB84 protocol using random privacy
amplification is safe at higher key rates than Mayers' performance at the same error rate.
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Fig. 1. QKD system model using universal random
hash.
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Fig. 2. The ratio of the finite secret key to the
average correlation key ratio.
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