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Design of an Intrusion Detection and Self-treatment System for IoT
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Abstract With the advent of the 5G communication era recently, advancement of the convergence technologies related
to IoT has been progressed rapidly. IoT convergence technologies using various sensors are actively applied many fields
in our lives, and it contributes to the popularization of these convergence technologies among many people successfully.
The security problem of the IoT which connects many things on the network is critically vulnerable and is one of the
most important challenge to be solved urgently. In this paper, we design an intrusion detection and self-treatment system
for IoT, which can detect external attacks and anomalies in order to solve the security problems in IoT, perform
self-treatment by operating the vaccine program according to the intrusion type whenever it detects certain intrusion.
Furthermore, we consider the broadcasting of intrusion alarm message according to the frequency of similar
circumstances in order to block intrusion contagious in IoT.
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Fig. 1. Proposed Intrusion Detection System Model.
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Fig. 2. Rough Set based Anomaly Detection Algorithm
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Table 1. Parameters for a Simulation Study

Parameters Value
Total # of Node in IoT 1000
Degree of SZ={S, M, L} random(1, 3)
Degree of TF={L, M, H} random(1, 3)
Degree of RT={L, M, H} random(1, 3)
Degree of RL={1, 2, 3, 4} random(1, 4)
Degree of TM={1, 2, 3} random(1, 3)

Threshold € [0.2-0.6]

— simulation study on Intel Pentium PC,
with Microsoft Visual Studio C++ Compiler
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Fig. 3. Simulation Result
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