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Abstract The latest cyber attack utilizing advanced technologies is more rapidly advancing than developing speed of
defense technology, thereby escalates the security risk. In responding to this recent threat, academia and industries are
developing some sophisticated security technologies applying various methods. Based on these technologies, security
systems are used in many fields. This article aims to select noticeable network security related technologies for the
security systems. In particular, we compared and analyzed the trend, performance, and functions of both foreign and
domestic technologies in regard to UTM having the largest portions among network security systems so far. We will
also discuss the prospect for the change in network infrastructure due to the emergence of the next-generation network
technology.
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Fig. 1. Generation of Cyber Attack (source: Checkpoint,
2018)
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3. UTM vs NGFW vs NGIPS
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Fig. 2. Major Features of UTM
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* Next Generation FireWall (NGFW)

71E e B 2 mujly =4 2
FHsto] EE AofstArt, AAd WshH e
7} obd ojZg Aol IDE A3t EYY S £
oh B3 IP F47t obd ARRALE Adeke 7
A,

o
o
N,

- Firewall(2~8 ] Aoz} 22 g3 Wy
71%%)

- % A9 BA 7T

- Content Filtering($1838+ o &F2|Alo] A& 2WHstaL
Agslr] Qg ol ZE Aol 212 F Ao 7]%)

- %5 AR M=E X6 93 4y AR

- sk Bek ARl U] A 7

* Next Generation IPS (NGIPS)

IPS 7]&°] NGFW, UTM & t& HoF A2 El3)
At HHA TIPS A 7I9ER 71E IPS 34t 7%
stetiA APT 5 7155 tdstetd EYA B
7155 AlFst™ ol& A IPSetar Agelstal k.

o o ox

mlm

Hob A28 wigd 228 A A4S 4% 2
7H2016 Q4 - 2018 Q2 71%) Cisco, PaloAlto Networks,
Fortinet, CheckPoint, Symantec 5°] A|&H o2 F7+
& po|q g

Worldwide Top 5 Security Appliance Companies,
Lo 2016-2018 Market Share

80%
60%

A0%
20%
0%

2016 Q4 2017 Q2 2018 Q2
m 1. Cisco m 2. Palo Ako Networks m 3. Check Point m 4. Fortinet m 5. Symantec m Other

ad 3. Z=2H A9 oul Wy HAAE AP HRE
(2016—2018)
Fig. 3. World Top 5 Security Appliance Companies,

2016—2018
A AA B AlzEl A 22 AR9] 50 Wi
(20189 271, 20179 2427 v]al) 7102 Fw FAl
o] wiE I} A the] 17% 2713 369 28 E 7=
SRtk the 3 1S A9 5/ Al el oigk mi = 2 A3
g4 29 Aot

E 1 =224 A9 5l 719 Het AaE viE 2 ARE
Table 1. Top 5 Vendors, Worldwide Security Appliance
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Networks
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