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Abstract

Utilization of unmanned aerial vehicles (UAVs) are rapidly expanding to various fields ranging from
defense, industry, entertainment and personal hobbies. Due to the increased activities of unmanned airplanes,
many security problems have emerged, including flight path errors to undesired destinations, secondary
threats due to exposed securities caused by the capture of unmanned airplanes in hostile countries. In this
paper, we find security vulnerabilities in UAVs such as GPS spoofing, hacking captured video information,
malfunction due to signal attenuation through jamming, and exposure of personal information due to image
shooting. In order to solve this problem, the stability of the unstructured data is secured by setting the
encryption of the video shooting information section using the virtual private network (VPN) to prevent the
GPS spoofing attack. In addition, data integrity was ensured by applying personal information encryption and
masking techniques to minimize the secondary damage caused by exposure of the UAV and to secure safety.
It is expected that it will contribute to the safe use and stimulation of industry in the application field of UAV
currently growing.
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