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A Study on Security Policy Violations of Organization Members

Kim, Jong-Ki, Oh, Da-Woon

7 This study aims to examine organization members intention to violate security policies based on
_ the Person-Environment Fit Model. This study investigated the effect of the relationship between
organizational security environment and the individual security value on the intention of organizational security
policy violation. The security environments are classified into the organizational information security culture and
peers behavior of security compliance, while the personal values are classified into reconstructing the conduct,
distorting the consequence, and devaluing the organization as presented in the moral disengagement theory. Based
on the concept of the moral disengagement theory, we measured the individual security values as a second order
factor. This study found that the information security culture had a statistically significant impact on devaluing the
organization, but did not have as much impact on reconstructing the conduct and distorting the consequence.
Peers behavior of security compliance had a significant impact on reconstructing the conduct, distorting the
consequence and devaluing the organization, all of which also had relevant impact on the organizational members’
intention of security policy violation.This study measured a persons perception on security policy breach by
presenting scenarios of password sharing that is common in many organizations. This study is expected to make
practical contributions, as it deals with challenges that many organizations are actually faced with.
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