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A Public-key Cryptography Processor
supporting P-224 ECC and 2048-bit RSA
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Abstract

A public-key cryptography processor EC-RSA was designed, which integrates a 224-bit prime field elliptic curve
cryptography (ECC) defined in the FIPS 186-2 as well as RSA with 2048-bit key length into a single hardware structure.
A finite field arithmetic core used in both scalar multiplication for ECC and exponentiation for RSA was designed with
32-bit data—path. A lightweight implementation was achieved by an efficient hardware sharing of the finite field
arithmetic core and internal memory for ECC and RSA operations. The EC-RSA processor was verified by FPGA
implementation. It occupied 11,779 gate equivalents (GEs) and 14 kbit RAM synthesized with a 180-nm CMOS cell
library and the estimated maximum clock frequency was 133 MHz. It takes 867,746 clock cycles for ECC scalar
multiplication resulting in the estimated throughput of 34.3 kbps, and takes 26,149,013 clock cycles for RSA decryption
resulting in the estimated throughput of 10.4 Kbps.
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Table. 1. Comparison of ECC and RSA.
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Fig. 1. Architecture of EC-RSA processor.
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Input: A={a,_, -, a;, aglw
B={b,_s '+, by, bp}aw
P={p,_p =, D1 Po}2*

Pre_computed.: po = —py L mod 232

Output: S =(Ax B xR~y mod P

1:fori=0to(w—1)do

2: Cl_,<0,2_,<0
3 eyl=cy2=cy3=cy4 <0

4: PPy«a;xby

5: Hesy+ PP

6: q; < H xpjmod 2%

7 forj=0to(w—1)do

8: (€1;,PP) < a; xb;

9: (cyl,H) « PPy + C1j_y +cyl

10: if j =w—1then

11: (cy2,H) <« H+ {smsh,sj-) +cy2

A2 else

157 (cy2,H) « H+s;+cy2

14: end if

15: (€2;,PP,) « q; X p;

16: (cy3,sj_1) < PPy +(C2;_ +cy3
17: (cyfl-. 55_1) —si_1+H+cy4

18: end for

19: (SpmspSw—1) =yl +cy2+cy3 +cyd+Cly,,_1+C2_4
20:end for

21:returns

Fig. 3. Pseudo code of word-based Montgomery
multiplication algorithm.
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Table. 2. Montgomery modular multiplication process.

¥ 2 sidz 54 24y
Step Operation
WMM(A, R*) = AXR?*XR '=ARmod P
1. Mapping

WMM(B, R*) = BXR*><R '=BRmod P

WMM(AR, BR) = ARXBRXR ™!

2. Multiplication — ABRmod P

3. Remapping WMM(ABR, 1) = ABR<1x<R '= ABmod P
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Table. 3. Comparison of public—key cryptography processors.
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This paper [17] [18] [19] [20]
Algorithm ECC, RSA ECC ECC RSA RSA
RSA key size [bits] 2048 - - 2048 2048
ECC field size [bits] 224 224 192 - -
Throughput [kbps] ECC: 34.3, RSA: 104 80.6 83.5 7.4 132
Technology / FPGA device 180 nm / Virtex-5 Virtex—4 Virtex—4 Virtex-6 180 nm
Gate 11,780 GEs B B B 12,540 GEs
Hardware Equivalence + 14 kbit RAM + 12 kbit RAM
complexity - - - -
FPGA 588 slices + 3 BRAM 17,234 slices 8,590 slices 180 slices + 1 BRAM -
Clodls epales itor 19CL 867,746 147,285 113472 - -
scalar multiplication
RSA decryption time [ms] 196.6 - - 277.26 154.9
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