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Method for Analysis of C3 System of Systems Using
Transformation of Federation Based on an Extended DEVS Formalism

Bong Gu Kang’r + Tag Gon Kim

The system of systems (SoS) based analysis method for the C3 system consisting of the communication system
and the command and control (C2) system has the advantage that detailed analysis is possible, but it requires
long execution time per one trial, which makes the analysis of various scenarios difficult. To solve this problem,
this paper proposes a method for analysis of C3 SoS using a transformation of a federation into an integrated
simulation. This transformation technique reduces the execution time while maintaining accuracy by abstracting
the system other than the one to be analyzed, consisting of model hypothesis and function identification. The
former can construct an abstracted model for the simulation through the proposed extended Discrete Event
Systems Specification (DEVS) formalism and the latter can express the characteristics of the model influenced
by other systems. From the case study on C and C2 analysis, the experimental results show that this method
shortened the time considerably while maintaining the accuracy within an acceptable error range and we expect
that this method will enable the exploratory analysis of the complex systems other than C3.
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TS ARESte] 2 2] AlEdolElE A & 3, ol
HLA(High Level Architecture) S 7-2 A% 3H4 o)A
S| 4=385}aL o] C3 federation¢|2} SHCHIEEE, 2010).
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Fig. 1. Analysis of C3 system of systems using C3 federation
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Fig. 2. Proposed work: transformation of C3 federation into
the integrated simulation
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DEVS A2 7Igh Hcizjo|Mel Hets St C3 =& AMAQ 24 W

0)

s A A design spaceo] il FH|Ftch EE
federation & o]u] 70| $HRE AHejelS 7P,

= HA) TA|2] federation A3 TAo A= As A
H(DoE: Design of Experiment) 7|{Fo.2 HEl A - &
training®} testingS 9J3 A¥ H& & F, federation
& 223 $iti(Sanchez et al., 2009). “L&]1L o] T}AoA]
federation 43 A, = ALEA|o]E] Afolo] F1HR= do]
Elof ABeolEe] FeL 2zelol, 2 7t 24w B
9 sheat 4ol muo) S 240 Agat

Al |7 TAQ] transformation THAo A= o] T
oA 53t dloleE nigor sk mus 414
gtk A BASA skt AlAaEle] RIS
AP 1 5 ZASaAL she o AlLEL & AlET
ol ItiE frAskL, 1 o]9)of AIAEES RH
structureZ 7}431= model hypothesis 137} wo]
behaviorE of|Z3}= function identification IS A=
9o 2 vheth a9 Ak 2 7)E
AlEgolEE Z2gste] shte] @ AlEH ol S 7+
gtk FFAom T AEdolde]l FAE Fol=
equivalence test 5 2 SA 4 HF S 9 o
th(Bae et al., 2016).

opR|et gAo A= HSo] dEE 9 AlEYoldS
ARESEo], FARE Aol T Al o]
745 HFE0 2 design space W]o] B B A% o] o
S TR B4 B3 08 R B4 4

(Bigelow et al., 2003).
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Fig. 3. Overall procedure of the method of the C3 system of
systems using transformation
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Fig. 4. Construction of an abstracted model using model
hypothesis and function identification in transformation
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X, — | g (Entire Model) =<X, Y, {M}, EIC, EOC, IC, SELECT >
fg i —X =X, XY,, : input event set;
YHU Y, /| =Y =Y, output event set;

X, XJ —{M} : set of all component sub-models;
/| Constraints:
Integrated simulation | —E|C C EM.X x UM,.X; : external input coupling relation;

—EOC S UM,Y, x EM.Y : external output coupling relation;

—1C S UM.Y;x UM, .X; : internal coupling relation;
—SELECT : 2M— @ — M : tie-breaking selector.

: Model structure

Mobility model ;
Traffic model

/| M (sub-model) = <X, Y, Sp, Sp, 8ext, BF, 8inp A, ta >

—X: input event set;
—Y: output event set;
—Sp: state variable set for model phase;

—Sy,: state variable set for model behavior;
Constraints:

i % —8ext Sp XX X T— S, X T:external transition function;

Unknown part
Model behavior

—BF: S, XX XT — S}, X T: model behavior function;
—=8jnt* Sp X Sp X T = Sy X T :internal transition function;
V= Sp X Sp X T—Y: output function;

Y —ta: Sp X Sp — Real : time advance function.

Fig. 5. Extension of classic DEVS formalism for representing
abstracted model in transformation
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Model) #7|H-& 2A}-§-5to] o] EHIGIT W, Fit
0] Aol UA Eohe 2E9| behaviors A
4 Q=2 7|& DEVS formalism®] A2 d(Atomic
Model)& 253t o] fl8f, 7|& classic YA
of| A o] AYE|(S: State)E L2 phaseo] T3t state (S,)<}
29 behavioro] st state (Sp)2 E5olHc) ESE X
29| behavior7} B AlEgolE| 25 E JFe e A
E3557] ¢3lA, BF(Behavior Function)& A 2]5}%
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SEIL Qlof®= SlLto] atomic B FE|E W T 4= Qlrt
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o] R} HEl2 SAkS) 7SSt Zeigler et al., 2000).
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2.3 FHstE 2 oflA|

T2 54l A2 BAS Ql8f C2 AlEdlolHE 5
Arglst mE(ACM: Abstracted C2 Model)o] AA] =4l
(Entire Model) 2 oEA| 3£7|==A15 HojErh #4435}
gk 2ol ACME AA| Hl=HE C229| 5o A&
AAE HofFal, ACMo] A Hel AAE oJu|siA|=
et & AA Bde =rlo] R AR
2, TR T=HRlof] 8ol 7hsshARE 2 =wollAle
C29] tafjAqt thEch ACME Egfj¥ ®d(TM: Traffic
Model) ¥ 22]g] Zd(MM: Mobility Model)& 3}9]
HdlR 7k, ohgat o] A Hdo] 7HY H o=
3F9] ZdlS 714 slth(Kang et al., 2018a,b).

ACM =< X, Y, {M}, EIC, EOC, IC, SELECT>
e X = {(Cresponse, C2param)};
® Y = {Crequest};
e (M} = {UTM;, UMM, IM};
e EIC = {(ACM.(Cresponse, C2param),
IM.(Cresponse, C2param))};
e EOC = {(IM.(Cresult, C2param), ACM.Crequest)};
e [C =
{(IM.(Cresult, C2param), UTM,.(Cresult, C2param)),
(IM.(Cresult, C2param), UMM,.(Cresult, C2param)),
(UTM,;.Traffic, IM.Traffic),
(UMM,;.Position, IM.Position)};
e SELECT = IM;

™, MM, IM is traffic, mobility and interface
model.

the A 2l F dRE] dgshe TM 2Hlo]
it BE(Sub-Model) 2 of g7 7] H=A1E ol

™ =<X, Y, Ss, S, Gext, BF, &, A, ta>

e X = {(Cresult, C2param.)};

o Y = {Traffic};

Ss = {INIT, WAIT, UPDATE, START, GEN};

Sy = {(idt, pe, tst, tet)};

Gext 1 (WAIT, (Cresult, C2param), bf, e) —
(UPDATE, sp);

BF : (s, (Cresult, C2param), €) — sp;
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execute predictIDT, predictPc, predictTST,
predictTET,
® & : (START, sp) — GEN;
(GEN, sp) — GEN where tst < T < tet;
(GEN, s,) — WAIT where tet < Ty
(UPDATE, s,) — START where pe;
(UPDATE, s,) — WAIT where 1 —p;
(INIT, sp) — INIT where Toy < Tsrart;
(INIT, s,) — WAIT where Tstart < Teur;
e A\ : (START, sp), (GEN, s), (INIT, s,) — Traffic;
e ta : (INIT, sp) — Tipr, (WAIT, sp) — <0
(UPDATE, sy) — 0, (START, sp) = TST — Ty
(GEN, sp) — idt;

sp= (idt, pe, tst, tet) is TM's variable;

idt is the inter-departure time of traffic generation;
pe is the probability of existence of the traffic model,
tst is the start time of the traffic generation;

tet is the end time of the traffic generation,

idt = predictIDT(Cresult, C2param) is the regression
function for idt;

pe = predictP{Cresult, C2param) is the regression
function for p;

tst = predictTST(Cresult, C2param) is the regression
function for tst;

tet = predictTET(Cresult, C2param) is the regression
function for tet;

Teur 18 current simulation time;
Tsrarr is time for initial traffic generation;
Tipr is the inter-departure time in the INIT state.

g Bd F & Ao|o] By 24 ofF(p,)o
et EjgS WPAID ARIAE 2Ast, Edfg S T
B Aol AR ARKisHEE B2 Ak 74
AlZF ZHA(idt)S B4 OS2 Zh= exponential distribution
w22 EdgE WA mdojrt. a2|a1 of3t

299] behavior?} THE state =, sp= (idt, pe, tst, tet)
7 7vE A5 & 4= s T4l predictlDT, predictPc,

predictTST, predictTETS S3llA 2R % ¢ 39
3%, oz T 79| 7kl Cresult@} C2paramE 2+
<, Axks A AlEdolH 2 FE 9| E¥(Fig. 504

o Xi)= ofuiskal, $A= C2 AlEdol8 9] A uie}
U[E|(Fig. 519 Xo & Sfujditt. 5, AlEdold =3,
A AlEolEl R BE Y &, C2 AlEEolH Y ¢
gletule], AP function identificationS F3l AlHH
prediction T4-5 AFg3le] 5,5 5T F, o] A18e
o] AEY o] sYslict 121 o]9h e TS
model hypothesis THA|o| A o] o] R},

2.4 FYstE 2E 7

Ci C2 CcP (" Cinput
simulator | | [T
: roperation
Cinput Dt C output L -
H b 1
B}",,, ) C e extracteven X ! el
i simulator from t diseret : tli "
] ; i discrete-event list
i |C3 federation federation !
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c2 2
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data set Function
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Fig. 6. Description on implementation of abstracted model

ol Ael o] 443t mdlo] 7Hy % $ofli= Figure
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WA, federation A3 IAoll A F A& ol Ateof 3
ARk= oJHIER Sy 7heRk Hlo|HE FES dlE
£01, Figure 69]|4]9} o] FAl A28 Q] o] sgsl=
OHIEZEE idt, pe, tst, tetE A|HI|AL, Al A|AH &
2)(Cresult)o]] siFsh= o|HIERHE %% 4JFE(PDR:
Packet Delivery Ratio)7} Z1<:%|¢1 AJ7{End-to-end delay)
< Asicy. 223 olsh g C2 Al aolEle] QI T
Suleg AMgelo] Shre 9ig A dlole A 4
Bk of Tl lojAl, B4 AlEolE 9] Qlele €2
AgolEle] Zeo] e, $41 AlgdolEe] 29
& C2 AlEYole 9 ige] siisly] wfiZel, SolA A
HE golHe] A5 Jo= stof Hojg Ale 47t
t}. 71 &, artificial neural network, regression surface
model 51} Z-& e 2 behavior function (BF)E ¢t
regression model-& 7143t & 0]E training =15 S3f
SRt TR S50l ghuE HEe AAFE o
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B oA WMEstAl 3l tiAkel C3 federationo]]
gjeh A, W3l g Wik F3) dojzl ol AlEH o)A
< B3 Ut B4 fjs) Al

3.1 C3 Federation &H

X C3 federation2 HH 2| 129 o] 2HA A&
go] s tFe s Fit ol flall, C2 AlEdolHe A
= 744 13170108 BAL 12 B €2, 4 At €2, 1 &)
C2, and 6 7H317)) 9] AL $-8 =215 HARBKL DEVS
formalism 7|82 DEVSImHLA 3304 A= Qo)
E3L FAl AlgEolEE AR TiAlE Alelo] HE weke
HAFS)a1, DSDV(Destination-Sequenced Distance Vector)
protocol 7]5+2] MANET(Mobile Ad hoc network)E -
35 NS3 AlEd|olE = Fsqlth 12]ar o]&o] skt
o 2% B7o] £ AHY BARP] ), C2 AlB o]
Ele] A Ao} Al ABolele] YEY wro] 9
A YRE FF51%1L o 918 HLA-compliant 3+ % el
2 FAste] C3 federation2 A5 tH(Kang et al.,
2018b).

Table 13} 2= 7} 7} C2 Al&d|o]Elet F4l AlEd o]
E|Q] 9lgo| 3sl= HEL=2|(CO: Combat operation)
¢} A%} 7]%5(BF: Battlefield function) T}etu|EE Qjn]
Sl Table 33} 4+= 2t 7} AlEd|o]E|9} F4l AlEdo]

Tablel. Combat operation parameters in C3 federation

Table 3. Combat power performance index in C3 federation

Performance index Description

The ratio of the number of red

Enemy-survivabili . o
Y vy survivors over the number of initial

rate
red force

The ratio of the number of red losses

Loss-exchange ratio
g over the number of blue losses

Table 4. Functional performance index in C3 federation

Performance index Description

The ratio of the number of
Packet delivery ratio | successfully delivered packets from
the source to the destination node

The average time taken by packets to

End-to-end delay arrive at the destination from the

source node

Parameter Levels of parameter

Causality radius (Pcr) 20, 21, ..., 30 (m)

C2 intelligence fusion time (Pi) 20, 24, ..., 60 (sec)

C2 threat evaluation time (Prg) 20, 24, ..., 60 (sec)

C2 weapon assignment time (Pwa) |20, 24, ..., 60 (sec)

Table 2. Battlefield function parameters in C3 federation

Parameter Levels of parameter

Packet size (Pps) 100, 200, 400, .., 6400 (byte)

Transmission power (Prp) |-10, 5, 0, ..., 40 (dbm)

Transmission gain (Prg) 0,2, 4, .., 20 (dB)

Reception gain (Prg) 0,2, 4, .., 20 (dB)

PhyMode (Ppm) 1, 2, 5.5, 11 (Mbps)

@D 5t=A230|M5t5| =2X|

El9] £3of dgddl= AEZ(CP: Combat power)T} FA1
7)% AJ%(FP: Functional performance)?] X4 UERY
i, o]E Wgk A - & A= A A2 7Pgsialth

3.2 Transformation

2 Ao o] C3 federations ARE-5Ho] BigH
A s ATt W ABEold o e &
Aol AL BEZ ) ol 9Ia), AF A 7
o7 3o 147719) A AL FCC(Face-centered Central
Composite) design F3l|4], 55719 A3 L2 LH(Latin
Hypercube) designs E3|4] & 202709] trainingS 3t
A% A} 55719 testing S $13t AE HE AR =&
a1olaL, ofof thsf 301 RHE AlEdoldS S3sk3ich

C2 A|&H] 245 ff8l Al AlEdEolEE Fd3tst
= Bl olAlE s S AFEL AF AT
< Z2te sk A mdE 7Pgstaal, ool digh
behavior functionS Z Z+ 6(traffic A}e]2] 7+2 3} %}
7% T2ta]E])—5—1 layer recurrent neural network &
f2 sielglch o B4 Al BAS 98 €2 A
Hojole)Z 2Aslals 2ol QloiA 2804 2ol s,
Z 47HGdt, pe, tst, te)E ZEe 2ES 7PE8HAL, ol
gt behavior function Z} Z+ 6(ASA5ET A45XA
AAZE W AE=g] gletu]g)—5—1 layer feedforward
neural network FE|R HGslIct o] AR Fof
= 72 AE ol disf & AlEo]AS 308 WHE3Y
stolty. 2 A3 53 A5 MATLAB neural
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Elementary Effects Test (EET) on the Packet-delivery ratio

network toolbox v.113} R studio(‘equivalence’ package

=

v.0.7.2) 3Aol|A $=3= 9k e *
HEE ZH Aol 2 AAY BAe] qlolds g

enemy-survivability rate®} loss-exchange ratioo] tj3f| E”

ZF 7} 5.64%%} 5.45%9] relative RMSE(Root Mean Eul . IR

Square Error)7} Z7E|GIch E3E, FAl AlAE EA 0 Eodl m ek Wa s |

Q1o A= packet delivery ratio?} end-to-end delayo] o E . e E ar

) 7+ 7+ 5.32%2} 5.98%9] relative RMSE7} Z4%|9] Sy — T bl

oh HHH AlEglold &% SZH Aol HE A 301 0 01 0.2 03 04 05 0.6

fl\“ﬁ _6_]_ 0}1’]_4 /(]'6‘ X‘I 7]—Zy—oi oF 28 88}\]7]"/] /\]Eﬂ Mean of EEs
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