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A study of extended processor trace decoder structure for malicious code
detection

Seungae Kang* , Youngsoo ij**, Jonghyun Kim**, Hyuncheol Kim™**

ABSTRACT

For a long time now, general-purpose processors have provided dedicated hardware / software tracing modules to provi
de developers with tools to fix bugs. A hardware tracer generates its enormous data into a log that is used for both perfo
rmance analysis and debugging. Processor Trace (PT) is a new hardware-based tracing feature for Intel CPUs that traces
branches executing on the CPU, which allows the reconstruction of the control flow of all executed code with minimal lab
or. Hardware tracer has been integrated into the operating system, which allows tight integration with its profiling and de
bugging mechanisms. However, in the Windows environment, existing studies related to PT focused on decoding only one
flow in sequence. In this paper, we propose an extended PT decoder structure that provides basic data for real-time trace
and malicious code detection using the functions provided by PT in Windows environment.

Key words : Tracing, Processor Trace, Flow Reconstruction, Malicious Code Detection, Flow Detection.
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