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ABSTRACT

Along with the recent worldwide development of fintech, FIDO (Fast IDentity Online) using biometric technology is
rapidly growing in the mobile payment market, replacing the existing password system. This FIDO authentication must be
processed in a reliable environment that requires high level of security, as sensitive biometrics is being processed. However,
this environment is currently dependent on the manufacturer as it is supported by certain hardware on the smartphone.
Therefore, this thesis proposes a server-based authentication model using distributed management of compliance based
biometric information that can be used universally safely without the need for specific hardware in mobile environments.
Keywords: Fin-tech, FIDO, Biometric authentication, Trusted environment, Distributed management
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Table 2. Difference between old and new model

Division | Old Model New Model |Improved

Biometric

Save and Mobile Bio Server |Universal
(TEE)
Process
Biometric| Mobile MOblle.(Half) . .
Save unit| (Whole) Bio Security
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Table 3. Factors and terms used in the new
model

Coefficients Contents
(n.e) Public key (RSA)
d Private key (RSA)
k Ramdomized symmetric key
p Extraction Vector value of Biometric
h() Hash function
C Cipher text
E Encryption
D Decryption
A+B Split Encrypted template
S Electronic Signature
’ Coefficients for Authentication
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Request server public Key

Receive server public Key(n, e)

login with 1D/Password, select the authentication method
Extract the biometric template(p)

Create symmetric key(K)

Encrypt the biometric template with symmetric algorithm
Gi=E[K(p)]

Calculate hash value of encrypted template H = h(C))
Encrypt the hash value with symmetric algorithm(AES 256)
G =E[K(H)]

Encrypt the symmetric key with server public key(RSA)
C,=Kfmod n

T W O O B

Send (ID, C,, C;, C)

Query the template of correspond ID

Decrypt the encrypted symmetric key(RSA) K=Cdmod n
Decrypt the encrypted hash value H=D[K(C;)]

Calculate the hash value of encrypted template H'=h(C;)
To check the integrity of template, Compare H and H

Split the template C, = A+B

RIRRINIRIE

Store 1D, relative partial template(A) and encrypted symmetric key

Send (B)

j Store template(B) in mobile storage

Fig. 5. Enrollment Process
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Table 4. Related Standards and contents (18)

ISO/IEC
JTCL SC37 Contents

19785 Common Biometric Exchange
Formats

19794 |Biometric data interchange formats

94761 A.uthent'ication context for
biometrics

19784 |Application programming interface

19795 Biome.tric performance testing,
reporting

24709 |Conformance testing
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