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ABSTRACT

As the number of malicious code increases steeply, cyber attack victims targeting corporations, public institutions, financial
institutions, hospitals are also increasing. Accordingly, academia and security industry are conducting various researches on
malicious code detection. In recent years, there have been a lot of researches using machine learning techniques including
deep learning. In the case of research using Convolutional Neural Network, ResNet, etc. for classification of malicious code,
it can be confirmed that the performance improvement is higher than the existing classification method. However, one of the
characteristics of the target attack is that it is custom malicious code that makes it operate only for a specific company, so
it is not a form spreading widely to a large number of users. Since there are not many malicious codes of this kind, it is
difficult to apply the previously studied machine learning or deep learning techniques. In this paper, we propose a method
to classify malicious codes when the amount of samples is insufficient such as targeting type malicious code. As a result of
the study, we confirmed that the accuracy of 97% can be achieved even with a small amount of data by applying the
Memory Augmented Neural Networks model.
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Fig. 4. Malware Image in Mal60 Dataset
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Fig. 5. Malware Family in Malimg Dataset
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No. Ahnlab Kaspersky Bitdefender No. Ahnlab Kaspersky Bitdefender
1 Abnores MSIL PasswordStealera 31 LoadMoney GLDCT Syrmmi
2 Adloader AdLoad ~ 32 Locky Locky Zusy
3 Adposhel Adposhel Razy 33 LolBot LolBot Generic
4 Akdoor - 34 RansomCrypt Locky Agent
5 Banki Generic Symmi 35 MicroNames - Graftor
6 BitCainMiner Miner Strictar 36 Nyrmaim Nymaim Agent
7 Cabonet Generic Crifi 37 OnlineGameHack OnlLineGames Crypt
8 Cerber Cerber Generic 38 Opnumpack Yakes Razy
9 Cinmus BHO Sogou 39 OutBrowse OutBrowse -
10 Lukitus Ransom Cerher 40 OxyPumper AdLoad Zusy
i CryptXXX Generic CryptxXXX 41 Paylanjek - Injector
12 DLBoost DLBoost InstallMonster 42 Petya Yakes Agent
13 DNSChanger Autorun Kazy 43 Rifdoor Agent Zusy
14 Daownloader Downloader - 44 SageCrypt SageCrypt Zusy
15 Encraas Zaitu Sarento 45 Sality Sality Sality
16 Farfli Generic Kazy 46 Spora Spora Razy
17 GhostRat Runonce Generic 47 Starter Starter StartPage
18 Gupboot Generic Syrmmi 48 StartSurf StartSurf Agent
19 HackTool PSWTool - 49 Sytro Sytro Generic
20 HDC Generic Symmi 50 Tesla Androm Cripack
21 Hebago - Jaiko 51 Tiggre Generic Barys
22 ICLoader Achware ICLoader 52 Upbat - —~
23 Infostealer Fareit Generic 53 Urelas Generic Generic
24 InstallCore InstallMonster - 54 VBKrypt VBKrypt Symmi
25 InstallMonster Generic InstallMonster 55 VenusLocker Generic Bafometos
26 Jorik Jorik WBKrypt 56 Wilsel Wilsel Generic
27 Klone Klone Taterf 57 WannaCrypter Wanna WannaCrypter
28 Korat Generic Generic 58 Yirith Yirith Generic
29 Koutodpor Generic Buzy 59 Zbot Zhot Kazy
30 Linkury Linkury Ursu 60 Hwdoor - -

Fig. 6. Malware Family in Mal60 Dataset
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Table 2. Malimg Dataset Accuracy

Model Instance Accuracy (%)
1st 2nd 3rd 5th 10th
Feed-
Forwa | 0.447 | 0.379 | 0.384 | 0.300 | 0.157

rd
CNN 0.301 | 0.426 | 0.442 | 0.506 | 0.333
LSTM | 0.200 | 0.562 | 0.575 | 0.641 | 0.697

MANN | 0.287 | 0.662 | 0.800 | 0.794 | 0.913

Table 3. Mal60 Dataset Accuracy

Instance Accuracy (%)

Model == =T"0a | ara | 5th | 10th

Feed-
Forwa | 0.312 | 0.290 | 0.333 | 0.300 | 0.321
rd

CNN | 0.409 | 0.340 | 0.285 | 0.250 | 0.222

LSTM | 0.212 | 0.637 | 0.712 | 0.743 | 0.733

MANN | 0.312 | 0.700 | 0.875 | 0.911 | 0.977
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= AEs7] Sl AR A olliel At
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Precision = W

Table 4. Malimg Confusion Matrix (Avg. 1% ~
170")

f1 2 f3 f4 f5 | total
fl 122 9 7 12 4 154
2 6 122 | 10 18 2 158
f3 4 4 127 6 12 153
f4 4 15 12 | 132 | 14 177
£5 7 6 12 13 | 120 | 158
total | 143 | 156 | 168 | 181 | 152 | 800
Table 5. Mal60 Confusion Matrix (Avg. 1% ~
10M)
f1 2 f3 f4 f5 | total
fl 144 7 5 3 4 163
2 2 150 4 4 10 170
f3 7 11 128 12 163
f4 17 6 116 9 153
f5 8 10 2 129 | 151
total | 160 | 193 | 153 | 130 | 164 | 800
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Table.6. ¢} Table.7.2 Agksle e EF
A& o A7 A7 dleleldlel tigt Recall, Pre
cision, F1-Score < yYehdr} o= 1W%E 10
W7A] HolFE wje] oA PHS Fa 77 7hol
v, Malimg dle|E{Al& S 78%, Mal60 dlo]€]

Table 6. Malimg Dataset Precision, Recall,
F1-Score (avg. 1% ~ 10™)
Preci- F1- Total
sion Bizgall Score Count
f1 0.85 0.79 0.82 154
2 0.78 0.77 0.78 158
3 0.76 0.83 0.79 153
4 0.73 0.75 0.74 177
5 0.79 0.76 0.77 158

Avg.

/Total 0.78 0.78 0.78 800
Table 7. Mal60 Dataset Precision, Recall,
F1-Score (avg. 1% ~ 10")

Preci- Recall F1- Total
sion Score Count
f1 0.90 0.88 0.89 163
2 0.78 0.88 0.83 170
3 0.84 0.79 0.81 163
f4 0.89 0.76 0.82 153
5 0.79 0.85 0.82 151
Avg.
/Total 0.84 0.83 0.83 800
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