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[Abstract]

In recent years, It is required to verify software reliability according to DO-178, which announced by radio technical commission for
aeronautics (RTCA) and recognized by the Federal Aviation Administration (FAA), for civil aircraft developed or intended to fly in the United
States or Furope. This is because the reliance on software in each field is deepening, and the efforts for improvement of software reliability
have been made first in civil aviation field where economic and social impacts are catastrophic in the event of an accident. In this paper, we
have identified some issues to be considered for requirements-based reliability verification required by DO-178 to improve software reliability
and present the major elements of the present weapon system acquisition procedure of DAPA for each stage. In addition, we analyzed the
results of applying the identified main check factors to a domestic aircraft development project based on the information accunulated in
overseas aircraft development projects. As a result, we have shown that it is possible to verify requirements-based software reliability according
to DO-178 by adding key checkpoints to the current weapon system acquisition procedure and providing objective inspection criteria.
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1-1 Requirements-based SW Verification
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1-2 The Importance of Aircraft SW Reliability
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as required by the RTCA DO-178C standard [2]
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Test/Debug Useful Life Obsolescence
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Table 1. Classification of model A aircraft design changes.
) Total SW reliability
Equip. design change Software change improvement
M 29 12 (41%) 7 (24%)
F 7 2 (29%) 0( 0%)
D 8 3 (38%) 3 (38%)
C 8 2 (25%) 1(13%)
N 1 6 (55%) 6 (55%)
total 63 25 (40%) 17 (27%)
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Fig. 2. Software Reliability Bathtub Curve [1]
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2-1 Improved SW reliability verification
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Table 2. DO-178B 5 software levels definition [2]
SW Failure Description Associated
Criticality Level P Coverage Level
Software resulting in a MC/DC,
Level A catastrophic failure condition DC &
for the system Statement Coverage
Software resulting in a
Level B hazadous or severe—major DC &
failure condition for the  |Statement Coverage
system
Software resulting in a major
Level C failure condition for the  |Statement Coverage
system
Software resulting in a minor
Level D failure condition for the Not Required
system
Level E Software resulting in no effect Not Required
for the system
MC : Modified Condition, DC: Decision Coverage
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Table 3. DO-178B Frequent Mistakes.

No. Type of Description
mistakes
The majority of avionics projects suffer
Insufficient from insufficient requirement detail. This
1 software means that dangerous, or at least
requirement | inaccurate, assumptions are made by the
detail developer which deviate from intended
functionality.
Top—to—bottom traceability ensures that
system level requirements, software
Inac;(ra]céuate re(}auirements, software code, and
2 software tests are complete.
n?gggt;gﬂ?ttfd Bottom—to—top traceability ensures that
the only present functionality is that
specified by requirements.
Structural coverage is required to an
Lack of path | increasing degree for Level C, B, and A
3 coverage software.
capture during| (Structural coverage is not required for Level D,
functional tests| and no DO-178B process steps are
required for Level E).
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