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Abstract  Currently, the new substation automation uses the international standard IEC 61850
communication protocol. KEPCO is also constructing a new substation based on IEC 61850 from
2013 through the pilot application and research and development starting from 2007. However, there
are few cases where existing substations(Transformer, T/L GIS, D/L GIS, etc.) have been used, and
RTU based substations operating systems have been changed to SA substations based on IEC 61850.
Therefore, the introduction of IEC 61850 in existing substation facilities has the advantage of
enhancing the substantiality of the substation by reusing existing facilities, improving the
interoperability with the latest substations introduced, and converting existing substations into
systems suitable for unmanned operation. In this paper, we introduce a case of changing the existing
RTU based substation operation system to digital substation using IEC 61850 field information
processor, Ethernet switch and SA operation system. Also, IEC 61850 client authentication program
and Wireshark, which is a packet analysis tool, verify IEC 61850 conformance and its feasibility.
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Fig. 1. RTU-based substation operating system (a) RT
U and peripheral device panel (b) Mosaic panel
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Fig. 2. IEC 61850 based 154KV substation configuration
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Fig. 3. RTU-based 154kV S/S connection diagram
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Fig. 7. 154kV Substation based on IEC 61850
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0 1. IEC 61850 OO OO OOO
Table 1. IEC 61850 communication test result table

S 209F 23
Basic Exchange 718 B4 ¥s
Data Set JE UA ¥s
Substitution tlole 8% R

SH/5A o9 | 9
PEE 54 | 95
SIEE 54 |acht
Aol o | 9w
Aol o | -
Ao o | -
Aol o | -

Setting Group Selection
Unbuffered Reporting
Buffered Reporting
Direct control

SBO control

Enhanced Direct Control
Enhanced SBO Control

Time sync =713} of= oF5
File transfer oOd SR | -
GOOSE o o

IS0/IEC 9506 MMS

Initiate Request (8)
Proposed MMS PDU Size: 32000

Proposed outstanding Requests Calling: 1000
Proposed outstanding Requests Called: 1000
Proposed Data Nesting Level: 5

- Initiate Request Detail
MMS Version Number: 1
- Proposed Parameter CBBS:
PI"OpOSEd Parameter CBBs:
Array support [STrR1] (0)
structure support [STR2] (1)
Named variable Support [wNaM] (2)
Alternate Access Support [VALT] (3D
Addressed variable Support [vabr] (4)
Third pPary service support [TPY] (6)
Named variable List support [vLIs] (7)
- Services Supported Calling:
services Supported Calling:
identify (2)
fileopen (72)
fileread (73)
fileClose (74)
informationReport (79)

00 8. IEC 61850 Basic Exchangell 0 Wireshark
Log OO

Fig. 8. IEC 61850 Basic Exchange Message Wireshark
Log Packet

Network Time Protocol
~ Flags: Ox24
00.. ... = Leap Indicator: no warning (0)
..10 0... = version number: NTP Version 4 (4)
.... .100 = Mode: server (4)
peer Clock stratum: primary reference (1)
peer Polling Interval: invalid (1)
peer Clock Precision: 0.000004 sec
Root Delay: 0.0000 sec
Root Dispersion: 0.0010 sec
reference Clock ID: Global Positioning Service
originate Time Stamp: Jul 17, 2018 06:33:27.162548 UTC
Receive Time Stamp: Jul 17, 2018 06:33:27.163724 UTC
Transmit Time Stamp: Jul 17, 2018 06:33:27.164102 UTC

00 9. IEC 61850 SNTP Wireshark Log 00
Fig. 9. IEC 61850 SNTP Wireshark Log Packet

IS0/IEC 9506 MMS
unconfirmed (3)
~ Informationreport
- wariableList

RPT
~  AccessResults
- VSTRING:
- BITSTRING:
BITSTRING:
BITS 0000 - 0015: 01 11110010
UNSIGNED: 75
- BTIME
BTIME 2018-07-19 06:50:21.900 (days=12618 ms¢
- VSTRING:

E296_LID3MEAS/LLNOSDS_CT_3MMXU
UNSIGNED: 1

- BITSTRING:
BITSTRING:
BITS 0000 - 0015: 111111111111
- VETRTNG:
00 10. IEC 61850 Unbuffered Reportingd OO

Wireshark Log O O
Fig. 10. IEC 61850 Unbuffered Reporting Message
Wireshark Log Packet

ISO/IEC 9506 MMS
unconfirmed (3)
- InformationReport
= variableList
RPT
¥  AccessResults
- VSTRING:
DO/DO_1GGIOL$RPSDO_1GGIOL
- BITSTRING:
BITSTRIN
BITS 0000 - 0015: 0111110010
UNSIGNED: 98

- BTIME
BTIME 2018-07-18 03:20:56.887 (days=12617 msec= 12056887)
- VSTRING:

E296_LID1DO,/DO_1GGIOL1$DS_DO_1GGIOL
UNSIGNED: 1
v BITSTRING:
BITSTRING:
BITS 0000 - 0015: 00 010000
BITS 0016 - 0031: 0 0 00 00 0 0
BITS 0032 - 0047: 0000 0000
v VSTRING:
E296_LID1DO/DO_1GGIOLSSTSSPCS04
v STRUCTURE
BOOLEAN: TRUE
- BITSTRING:
BITSTRING:
BITS 0000 - 0015: 0 0 00000000000

00 11. IEC 61850 OO Wireshark Log OO
Fig. 11. IEC 61850 Input Wireshark Log Packet

000000COCO
000000COCO

IS0/IEC 9506 MMS
conf Request (0)

write (5)
InvokeID: InvokeID: 40643
v Write
¥ List of variable
b object Name
¥ Data
v STRUCTURE
- STRUCTURE
INTEGER: 3
[ O5TRING:
UNSIGNED: 181
- uTc
UTC 2018-07-18 03:20.48.000060 Timequality: Oa
BOOLEAN: FALSE
v BITSTRING:

BITSTRING:
BITS 0000 - 0015: 0 0

00 12. IEC 61850 0O Wireshark Log OO
Fig. 12. IEC 61850 Output Wireshark Log Packet
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goose
AppID*: 1
PDU Length®: 238
Reservedl®: 0x0000
Reserved2®: 0x0000
v PDU
IEC GOOSE
{
control Block Reference®:  D980_C4344ALRM/LLNOSGOSGOChA
Time Allowed to Live (msec): 4000
DatasetReference®:  DIB0_C4344ALRM/LLNOSpubDsetl
GOOSEID*: D980
Event Timestamp: 2018-07-10 09:04.50.483000 Timequality: 0a
StateNumber*: 181
Sequence Number: 297763
Test*; FALSE
Config Revision®: 1
Needs Commissioning*: FALSE
Number Dataset Entries: 30
Data
{
BITSTRING:
BITS 0000 - 0015: 1 0
BITSTRING:
BITS 0000 - 0015: 000000000 0QO0O00Q

00 13. IEC 61850 GOOSE OO0 Wireshark Log 00O
Fig. 13. IEC 61850 GOOSE Message Wireshark Log Pa
cket
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