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Legal Issues of Blockchain in Personal Information Protection :
Based on GDPR and Personal Information Protection Act
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Abstract

The technical definition of Blockchain is commonly known ‘distributed ledger’, however, there is no legal
definition for being accepted in worldwide. Therefore, unless legal definitions and concepts of Blockchain
are presented, there is a possibility that various legal disputes will occur in the future in Blockchain environment.
The purpose of this study is to derive legal issues related to personal information protection that can be
conflicted in Blockchain environment based on domestic Privacy Act and GDPR. The outcomes of this study
can prevent various legal disputes and provide solutions that may occur due to the spread of Blockchain.
It also suggests the foundation for the improvement of Privacy Act. Finally, it contributes to activate of
Blockchain, industry, in Korea.
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A 55k Zlo g et 5 GDPRE & 59 Fopdol AE A eFeAldl digh arejzt F astck
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26 JolMy 29| oM & & A8k vk sHAIRE ol whel 5 A
ol EAsH= thirel AR AElshs Bl

EE SR8 ARG RS T e agapid g Bl Qe w7kl Y
dlolElel o5& BolaA sl FAWA AVH o ol gume se sme el 24
#oTe s AU WS AER B E g wage agdd wagon B
SAU = Aolol ] AT AOIE OF o oo o) sren ) £l EA
ol MIEAS 7T B AR S g o) mg 247 242 245 s
& shuslslsl il 36, FF AR T T Lo un omus aw we se @ 2obe
Eorel SHAL Tlwel MEE AN AL 0 o) 2 gelelo) wpsre Azl Wy
ololAe] BEA A8 BEL ol BNl L e e s
Hohe] 4 glol AUANA VHIAE AAE o e ey
WA F7H4 Ao wRErh F, T Hel GDPRE AQlAel 2elolds] 12 4
Ve AR Bk A e S BT Ol o e ey e oag 9194
e R WA R AN S Al L e aean a ) e o
E U9 IdR RS 9 GDPRS /1R o] A= A 3% W A 22| A3e HE
o b ol U S WAHT AEAE o L aa aaa sk Adequacy Decision
ETEh SRAN IS AEA UE SHAAT g gea 49,0 494 9hE A5 2
& us ee] ol o1 Bkl WA o ol e ebn 20 (Appropriate
S wAS AR 5 sl safeguards)$! 749 9+ 719 72 (Binding

s AL RR T AT 3% gued Corporate Rules), 3£ ABHES 23 o7
B AR A ANARE we 2o AT, (Standard Contractual Clauses)& zt5Au @&
el m v ol A AEE AR ANIE g0z as ane AN Aol U A
ARV FAL T AHHEm B A gz hagn w9l ode e Atk
o A AseadE g gel FAR A g1 GDPRe) 26l 9ARe BEAANA
W& olehE Aokel AR FAFL AL O i e o wora o de o xaw
o 2 o] @Y BEAU mEE B s o mey sang = el
of WA= ZiQ1 A B e =9] o] [ FolHt) 4 oldo] HAA H7} BE Z 58 TR %7]»_
W Al e IR FA FATE A oo e g o 5
sleh, S92 ALY Aol WA Bl o0 e molae] ol
olFo]d = Atk o, EFAQNES S MIAHR 7he] FFEoz Aake] EA 2 7hAE 4 gj\% 3t
of 59] o] VAR E BHF3 7|90l ol & A} =4 et
A FA A AlE ol dhE]Qle Yo w A
ot 7159 AR FAAMH A S tEY] uiE 07 oistm 7}

of =AM 4% 2A7F Atk A FAAEE
AL AN A A 1814 ok A U AREgA A A21z3e] dEw F
Soli 7bg BHE Belo] A Fohel Mol W §IA L ARFFYAE AATAN o



A25E A2s  HANEESHA HEHAM 2 E=H0le HA WH GDPR ¥ I HAMEESH S HIEoR 141

Ao AR S BRa) st AAFEIIMA o 2478 5 gk oo FlglolA @Al 53
gl chste] #4 - Wokstelof Atk ¥4 W W HE GgRe] PHL BEA BN @
He AAERE 24, A4 R RREA Ao Agol o] e, ZFA 55
B A, ARoeRRe AR 4 % Ae @ deskel BAo] shasoler gl

28 MEHESHMAX} XY

W AREEA A A21x 2 T AP

B ARG AR s

F, ofel tigte] Foky A B BIHE S ste] A11Z9] 3, FRSAYH A45x9] 37 Fol <
of st} ol= 54U 4F 29 w3t @ 7stol 1A Be] A Y AHCISO, Chief Infor-
ol FF o] A ot F7HE Tt Ao mation Security Officer)& 9|4 o2 A 43}t
offth 3 UA R o]} NI RILS 2 3h w3 A RETY AR, JREA
Aglahe U T8 A, HAERE S I A7 A = B HFAAH A AFA 5O
A31zel uhel FFHIL 5 Fdo] agH: Sl A5 71l W] 21w ek 9 AH(Chief
olel wet I FE7|TNA EFAH 7ES A Privacy Officer, CPO)®] 9]+ <185 A5+
Lo, §F 7| BE EEALS o 9% GDPR 1) & 7]l sjd¥= 4%, 2) 714
H7he Fdstefof k= g Zed ey g A 9] A dEo] ARFA Y] et
EE5A0S HAsE BE w2 EAEE 99 2 RUHY 3= 44, 3) 719 2 dAe d4
L9l 58 EESLA BE w2 FoRA B 9 gzl Mz ARy REA RS it Aol #
Haols sefahs AL ok whebA Sl o A9 tste] DPOY] YW & FHo =
AgAGAE W, EFAA] SN L= = TSt 3l 53], o5 7]del A S5AQ] 7]
= AAEsA e RS gede] 4% ¢ &2 A8ate] e FHA AR, YA 4H 3
< fHke] 27 Sl 0% AR 5o AR E uFE 4, DPOY

GDPR+- 7]§]e] /iR R JFi7tE F3f 7N 2 HEEA] o] Fofxjof Tt SpARt W& &
AFH AP #d FAEE 27]o 2 3 2 SRR o] TIFAE BEETF EFAL
& AS A AJAAR A2 skl AR BT YA 5o s EFAA] gkt
o] Ao} Aol 17 2 7ol A AEES FES 3 % A ke ol
A, AR 5o HET F3 22 2 G4 o]#19] GDPRE W53 =i} #ed Wiate] &45+7F
ol gk tire] AP RE A Atgel] o olgl¥ dAME =T
WM= dEE7E odF s Y S5, = P AANE NAAREE AN 45 75
el A&t Hawekl S w HlawE J3gte] o g E5AQde fA Al i 8744 ol
F Agol 9484 &tk &, 71l A71ES A <Table 1>} o] Ae]er}. tho] 5 F3}o]
Sl wet AR A Aol H1e] A 87HA Al i =l BRSNS v %
2ok Aol APE oF7|3 F o A= A g #d HE 9 GDPRo| BAIE 254 F4
FFE7E FAstoloF op7] Wl ES5ANE -85 A en, ofgpel whE ZHzhe] 235
EQJ3 719 e 98T Fde] A8 did gele = ek
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Table 1) Legal Issues in Blockchain

Article
Legal
Issue

Personal Electronic Information and Pr[iseﬁarrlld ¢
GDPR Information Financial Communication Oéﬁe d?t o

Protection Act | Transaction Act | Network Act

Information Act

Amend & Delete of
Personal Information

The subjects of personal information can require to amend, replace or delete the personal
information to personal information processors.

#1647 | #4,.#36 | - | - |

Destruction of Personal
Information

The personal information processors should delete or destruct of personal information collected
and stored according to certain conditions.

5 \ 1 \ 2 \ 0 \ 9

Compensation &
Liability

The service provider or personal information processor should compensate to damages incurred
for to the subjects of personal information

480 \ #39 \ #43 \ 430 \ 49

Prohibition on
Processing Special
Categories of Personal
Data

Processing of sensitive information is generally prohibited, but can only be done with explicit
consents of the subject.

# #23 - - #16

Consents of Collecting
& Processing

It is possible to collect, use, and provide personal information only when the consent of the
information subject is obtained.

4 #15, #17. 418, ] .
#6, #1 43, #24

Transfers of Personal
Data to Third Countries
or International
Organizations

When the personal information processors transfer personal information to third countries, they
should notify to the subjects of personal information and consent is required.

#44, #45 #17 - #63

Data Protection Impact
Assessment

Data protection impact assessment should be performed before when personal information
processing is predicted to have a risk to the personal information subjects.

435 \ 431 \ w1 \ - \

Designation of the Data
Protection Officer

Officer or manager who has responsible for protecting and controlling personal information
should be designated in the organization.

437 \ #31 \ 1 | w5 |

3. ZEx0] BAHNAML| 2L FHOINE AAl, 2ok wok Bel Wi AR BeAy
SHER| J|M ot = AR E5AQ1e VEs AeR Fa o
33519 Aie Aladle FE9-E 7Rkl A &
ATolM = EEAQ] BA0A B TS gl wet olof it ‘St EHFE T 2
GDPR % =yl & HE9 4% AMdS vy 4 o] &A} BEo #ek HE Uk Al HE
Aol we} g5 59 St e ) 7F dastet @A, S Yol E5A90 &
et A 9 F7EAQ WA A ] mhE ol d FAS ety g HEo] gl7] Wik &
A3k AAetAATh o]l g Ao A= AUl E5AQ A 280 F7FE EEA19

A v A S EEAQ] A HE] 7nk A8 7heAdel tist deto] o]Fo] Ao} gt}
Aol th53 #Zo] 7]of gt =4, 7Vdste Aae wie oF-3 A
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Ago] arejwlofof gt 2012 wufjell A LA g H]Zato] EEA|Q1 SHA oA g o5 A&l
it o] IR R F5& ARIeR Qlste] 1A g a7k Besit
B A A el ek A 5o 2 A g A BetrEs AT Bl
g A, 5 W] AHe ARSAEH A g 71eA] AR AR HT AEE ] o] o
Aol AAE A ol9lell &7 e 7hol 2 = AAlol AtHCho et al, 2015]. o]l
=Rl IR R RS A, AR 7PEakE Ada GA 587193 2ol dEe e
e LEste] g ggds ez [t o AdS WA ow A Bddol ok A
A E Alzte s gYa7hA 2016 W, &5 7 AlZ s A B} o] 547199 et
%5 53 A Ax woko; dA) gitge FEe Brhsked o] ‘EHYA'R FrhE.
714l it 2hde] & Folnk el 9 oj¢} &, o] &x7}t Bt & Batels dEs =
ol g = w8719 Ad=T A4 371e =49, sty or 747 Festo] Bytshs g
b AdH T 1007 ) o)/de] o] At A HE P EDD e % 27) o] M (key)s
B Ad e ARGAIE ok vfE o] 1009] ok A7t o] FAA =S st HEA I A
A o1l ARGAIA R 2 AlF Aot o] o] Hup dAAe] F8d 7lew i waA A8 7t
Aol sdH = w719 AYGE AgA = T o] "ot ol wel 7Htste 7
glo] ek A & o dEU) A o] 7w Bz oF-E ddshs VR
dlofet= o5zt thao] <Table 2>+ ¥ et AddE 2avt gt 5 54 RaxA
dAgE 2 gt H e £ 239 WES A & A&sk=d AUAA HlEo] gol EAY, Al
akiass g Flrt 48 7hseAY 253 AL el
T87193% HEe] 7HEste Adre o84 E=]o] o & A7]zo] opdel whel el E b
o FEARE T2 HEY ojgt T4l 719 C R I B B RS G i o R R
FOFF Bl =2 S 5o ®Ho] H7] A% gt
Hatel 5 e S A 5 vk 2017 By S w24 gk =24
14, 420 dasta Aol AT 7 AL Yl 2 T E tH]ee et al, 2012]. 7HR1S] G
A= 57000 € Ade] g S LA o] S} AH-E PCE T-E8ke] 2t 9] PCE AHE-3t
o 22 AE FFeAS W, 7HLs Agas =4 Wi HlasAo] "ojAs dale] 3l

(Table 2> Administrative Rules of Partitioned-Network for Information Security in Korea

Enforcement Decree of Information
and Communications Network Act,
Article 15, Clause 2, paragraph 3
(Protection Measures of Personal
Information)

Enforcement Decree of the Personal
Information Protection Act,
Article 30, Clause 1, paragraph 2
(Secure Plan of Security in Personal
Information)

Regulations for Electronic Financial
Supervisory Service,
Article 15, Clause 1, paragraph 3
(Measures to Prevent Hacking)

Blocking of external
partitioned—network for personal
information processors’ computers
connected to personal information

processing system

Restrict the rights of controlling and
accessing to personal information

The internal communication network,
including the wireless communication
network should be separated from
the external communication network
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