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The Relationship between Cyber Characteristics and Malicious
Comments on Facebook : The Role of Anonymity and Dissemination

Han-Min Kim*

Abstract

The internet is spreading widely and malicious comments which is a negative aspect is increasing. Previous
studies have considered anonymity as a cyber characteristic of malicious comments. However, there are
a theoretical confusion due to inconsistent results. In addition, the dissemination, one of cyber characte-
ristics, have been mentioned the theoretical relationship on malicious comments, but measurement and
empirical study about dissemination were still limited. Therefore, this study developed a measurement of
dissemination and investigated the relationship between cyber characteristics (anonymity, dissemination)
and malicious comments on Facebook. As a result of research, this study identified that anonymity is not
significant on malicious comments and discovered that the dissemination of cyber space has a direct
influence on malicious comments. This study suggests that information systems can contribute to malicious
comments researches by proposing cyber characteristics.
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<Figure 1> Research Model
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(Table 2> Measurement ltems

Construct

Dissemination

(Item number) Measurement Items Reference
Definition : The extent to which individual perceives that own identity is unknown to
Perceived others in Facebook 4
Anonymity ¢ On Facebook, other-s not know WhO IA am. Hite et al.
) * On Facebook, I b_eheye_ that my identity is unknowr_l to AothersA [2014]
¢ On Facebook, it is difficult for others to know my identity.
® On Facebook, my identity is not known to others.
Definition : The extgnt tq Whlgh individual perceives Fhat information can be quickly Pempek et al.[2000]
and easily disseminated to many people in Facebook Dooley et al[2009]
Perceived o[ can quickly communicate information to people on Facebook. ’

o[ can spread information to a lot of people without difficulty on Facebook.

Huang and Chou

(3)

) o[ can easily expose information to many people on Facebook. [2010]
Antoniadou and
o[ can show my post to many people on Facebook. Kokkinos[2015]
® On Facebook, the information I posted will be seen by many people.
Definition : Making rude or nasty comments to someone on Facebook
Malicious o] wrote rough comments on Facebook.
\ . Doane et al.
Comments | I wrote abusive comments on Facebook. [2014]
(4) o | wrote degrading comments on Facebook.
o[ wrote threatening comments on Facebook.
Definition : Malicious comments of Facebook can be justified as good
¢ On Facebook, malicious comments are unintended event.
Neutralization | ® On Facebook, if important values are being blamed, it can respond with malicious comments. Lowry et al.
(5) e On Facebook, malicious comments do not much damage to victim. [2016]
® On Facebook, an individual who writes offensive comments deserves malicious comments.
¢ On Facebook, malicious comments are just freedom of expression.
N Definition : Individual judgments of right or wrong for malicious comments on Facebook
Situational . e
Morality e On Facebook, I think that malicious comments are morally wrong. Lowry et al.
® On Facebook, I think that malicious comments are morally unacceptable. [2016]

® On Facebook, I think that malicious comments are unethical.

“Likert 7-point

scale.
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PCD4, PCD5, RAT?, RATA 3258 F33
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A A Fo] 0.70 ©]
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HECREREE ]

_1_1_1__3

B3} THChin 1998; Fornell and Larcker 1981].
AA S g8 <Table 4> 7143831t}

(Table 3) The Result of Exploratory Factor Analysis

1 2 3 4 5 Variance Tgtal Commonality Cronbach’s
Variance alpha
PCA1 -0.01 0.11 -0.11 0.81 0.16 0.70
PCA3 -0.03 -0.09 -0.24 0.87 0.00 15.41% 15.41% 0.82 0.84
PCA4 0.05 -0.02 -0.09 0.90 0.06 0.82
PCD1 0.09 0.08 0.87 -0.19 0.06 0.82
PCD2 0.07 0.03 0.93 -0.13 -0.04 16.87% 32.28% 0.88 0.90
PCD3 0.05 -0.05 0.90 -0.12 -0.02 0.83
MALI1 0.90 -0.07 0.09 -0.03 0.00 0.83
MAL2 0.87 -0.06 0.10 0.04 0.05 0.78
MALS3 0.88 -0.05 0.01 -0.02 0.14 19.74% 52.02% 0.79 0.8
MAL4 0.72 -0.10 0.02 0.03 0.45 0.73
RAT3 0.18 -0.17 -0.03 0.14 0.87 0.83
RATS 0.17 -0.41 0.02 0.09 0.72 1066% 62.68% 0.72 071
MORI1 -0.02 0.85 -0.01 -0.06 -0.15 0.75
MOR2 -0.12 0.90 0.02 0.04 -0.11 17.13% 79.81% 0.84 0.88
MOR3 -0.07 0.89 0.06 0.04 -0.20 0.85
PCA : Perceived Anonymity, PCD : Perceived Dissemination, MAL : Malicious Comments, RAT : Neutralization,
MOR : Situational Morality.
<Table 4> The Result of Convergent Validity and Reliability
Construct Item Standardized Factor Loading | T-value | Cronbach’s alpha CR AVE
Perceived PCAL 0.70 y
A 1ve " PCA3 0.87 10.81 0.84 0.75 0.50
NOMVIEY 1 peag 0.85 10.78
Perceived PCD1 084 y
Dissernination PCD2 0.93 16.59 0.90 0.79 0.56
PCD3 0.84 15.10
MAL1 0.87 -
Malicious MAL2 0.83 14.78 _
Comments MAL3 0.84 15.15 088 082 054
MALA4 0.72 12.21
. RAT3 0.70 - o=
Neutralization RATS 082 797 0.71 0.71 0.
Situational MOR1 0.7 y
‘Morali " MOR2 0.87 13.23 0.88 0.76 0.52
Y MOR3 0.92 13.49
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(Table 5) The Test Result of Discriminant Validity Using Chi-Sauare Difference

al., 2003]. SPSS 18.0 ¥ <]
Exploratory Factor Analysis)
b 2 x8kA]
. 81%= LEREo, 74

(e Xe) = = B
x> [e)e} ao

o] F At

3 2] (Non-

Fast] A3kl

R84

Correlation Chi-square df Constrained Model AxY/Adf

Unconstrained model 14791 30
Malicious Comments with

1. Perceived Anonymity 204.98 81 1-0 57.07

2. Perceived Dissemination 174.32 31 2-0 2641

3. Neutralization 184.51 381 3-0 36.60

4. Situational Morality 226.88 81 4-0 7897
Perceived Anonymity with

5. Perceived Dissemination 270.14 81 5-0 122.23

6. Neutralization 214.66 81 6-0 66.75

7. Situational Morality 209.44 81 7-0 61.53
Perceived Dissemination with

8. Neutralization 23513 81 8-0 87.22

9. Situational Morality 186.80 81 9-0 38.89
Neutralization with

10. Situational Morality 330.04 81 10-0 182.13

(Table 6> The Test Result of Discriminant Validity Using AVE and Correlation Coefficient Value
Mean SD PCA PCD MAL RAT MOR

PCA 2.30 1.20 0.71

PCD 4.95 1.45 -0.32 0.75

MAL 1.72 1.11 0.01 0.14 0.73

RAT 1.72 0.96 0.19 -0.01 0.35 0.74

MOR 5.34 1.38 -0.02 0.04 -0.18 -0.48 0.72

Diagonal elements : the square root of the average variance extracted(AVE), Off-diagonal elements :

among constructs.

the correlations
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(Table 7> The Test Result of Non-Respons Bias

EEEZE;T ZfT\‘;:’iafgze t-test for Equality of Means

F Sig. t df (2—%:151.ed) Di?f/leii?lce SDﬁ?fei;rger
Gender (Equal Var@ances assumed) 078 0.38 153 108 0.13 0.40 0.26
(Equal variances not assumed) 153 | 107.80 0.13 0.40 0.26
Age (Equal Van:ances assumed) 911 0.00 1.84 108 | 0.07 0.42 0.23
(Equal variances not assumed) 1.84 |103.36 0.07 0.42 0.23
Hours per day (Equal Var_iances assumed) 015 070 0.20 108 0.85 0.02 0.09
(Equal variances not assumed) 0.20 |107.99 0.85 0.02 0.09
Days per week (Equal Vaﬁances assumed) 958 0.00 1.58 108 0.12 0.13 0.08
(Equal variances not assumed) 158 |102.22 0.12 0.13 0.08

Armstrong and Overton[1977]¢] #|<Fgl ¥ o
el F -SEA 2218 F AS SHA 25%(559)
o} U SHAF 25%((557) 7o AW o ALg
Al ZE A9 % xpolE Felstitt. =
HEE t-testE 423}, <Table >4 H%
1 AW (p-vaule : 0.85), <% (p-value : 0.12), A}
&A1 7Hp-value : 0.13), A& L5 (p-value : 0.70)
o] ZF3F Aol 7F YEPA] ot & Ae] &
=y

el bsge vrkn ¥ 4 g,

o

BAges M A5E g8 t2Ed 248
Ao, o] <Figure 2> FREH]

=
24 238 BAY FRRde 9=

O

FEE FET VE £ Q0T e
= 263.02, DF = 132, Adjusted x* = 1.99, CFI =
0.93, TLI = 091, NFI = 0.88, RMSEA = 0.067,
SRMR = 0.087).

HI3} H2= 1A orgAdol ehejsks AA o
AHEE ojojA = Frelt AT 23, dxE

ojHdE g stel A(+)e] FEFHDe] dom
(B =024t =28), Felsh= dd=l H(+)9
FEH2)S A= o= YR = 035t
= 378). 3714 22 Baron and Kenny[1986]7}
AlgE Aapel| et mif & ASE A
JAAH A S F WFihs 1
A3 AE oA & Atole] A5 Al A
frolata e Ao s YEReH (B = 001,

1r

il

r o 02

o

2 t = 0.08, P-value = 0.94), e}/ A= g Ay
Controls :
H1: 0.24** Neutralization H2: 0.35*** Gender: -0.18**
2.85 3.78 -2.75
/ Kisi008 \()‘ .
. Malicious Age: 0.02
Percelve.d Comments |« 0.27)
Anonymity ] 2=
™ -~ Situational - R*=0.20
-~ - i
-~ ' Morali - Hours per day:
H3: -0.04 ford ty H4: -0.09 0.14(1.80)
(-0.49) R*= 0.00 -1.27)
Days per week:
-0.07(-0.99)
Perceived
Dissemination H5: 0.16*
(2.22)

*P-value <0.05, **P-value <0.01, ***P-value <0.001

<Figure 2> The Test Result of Structural Model
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