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Abstract

Many steganography algorithms have been studied, and steganalysis for detecting stego images which steganography is applied to
has also been studied in parallel. Especially, in the case of the image steganalysis, the features such as ALE, SPAM, and SRMQ
are extracted from the statistical characteristics of the image, and stego images are classified by learning the classifier using
various machine learning algorithms. However, these studies did not consider the effect of image size, aspect ratio, or
message-embedding rate, and thus the features might not function normally for images with conditions different from those used in
the their studies. In this paper, we analyze the classification rate of the SPAM-based image stegnalysis against variety image sizes
aspect ratios and message-embedding rates and verify its versatility.
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Table 1. The classification result of the stego images used for learning by bpp and image size

learning . error rate for each image sizes[%)]
bpp classifier 512 % 512 256 < 256 128 % 128 average
dfy, 7.55 13.94 23.48 14.99
0.05 df,, 7.26 11.16 17.28 11.90
dfiea 8.37 11.07 14.33 11.26
dfy, 5.58 10.38 18.73 11.56
0.10 df,, 6.28 9.30 15.09 10.22
dfiga 7.56 9.94 12.96 10.15
dfy 478 8.95 16.97 10.23
0.15 df,, 6.02 8.92 13.80 9.58
Afis 7.53 9.32 12.20 9.68
dfy, 5.89 8.31 16.28 10.16
0.20 df,, 6.90 8.5 13.46 9.62
Afiga 7.69 9.44 11.99 9.71
Z7HHS 7= 256 < 256 O & S5AIZ /7)Y s E4e G WA= AR Kol o] tgh F4S i
Utk o] A2FHE B W G| A7t FEEHE SPAM HoZ Eegrh A HAZ ghFoll AME-gH EFlo]y A<
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Table 2. Number of empty spaces of 686 second order dimensional SPAM feature by image size

bpp

images size 0 0.05 0.10 0.15 0.20
512 512 0.70 0.04 0.03 0.03 0.02
256 X 256 8.78 2.71 2.52 2.36 225
128 X512 6.95 0.93 0.83 0.76 0.71
512128 13.90 5.83 5.42 5.12 4.92
128 < 128 52.86 32.24 31.10 30.24 29.56
average 6.07 1.91 1.78 1.68 1.62

o 3 =] =]
3 gNel ZEYE 2R 2R 23

Table 3. Classification result of aspect ratio

learning classifier error rate for each image sizes[%)]
bpp 256 X 256 128 X 512 512 X 128 average
fy 11.16 10.57 11.60 11.11
0.05 Afyy.g 11.84 10.46 12.16 11.49
cfy 11.22 10.36 11.48 11.02
dfy 9.30 8.09 9.62 9.00
0.10 Afyy.y 9.42 8.00 9.81 9.08
Afyai 9.55 8.16 9.69 9.130
fy, 8.92 7.51 8.86 8.43
0.15 Afyi., 8.58 7.58 8.93 8.36
Afyy 8.74 7.65 9.06 8.48
cf,q 8.5 7.98 8.75 8.41
0.20 Afyy .y 8.58 7.75 8.63 8.32
Af 4 8.86 8.00 9.05 8.64
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Table 4. Total classification result

learning classifier error rate for each image sizes[%)]
bpp 512 < 512 256 < 256 128 X 512 512 % 128 128 x 128 average
df, 7.55 13.94 12.45 14.38 23.48 14.36
df, 7.26 11.16 10.57 11.60 17.28 11.57
0.05 dfy . 7.36 11.84 10.46 12.16 18.86 12.14
df, i 7.37 11.22 10.36 11.48 17.80 11.65
cfioq 8.37 11.07 10.14 11.16 14.33 11.01
dfi, 5.58 10.38 8.60 11.20 18.73 10.90
df,, 6.28 9.30 8.09 9.62 15.09 9.68
0.10 Afiya 6.05 9.42 8.00 9.81 15.46 9.75
Afy 5.92 9.55 8.16 9.69 15.33 9.73
dfisy 7.56 9.94 8.67 10.08 12.96 9.84
df, | 478 8.95 7.83 9.75 16.97 9.66
df, 6.02 8.92 7.51 8.86 13.80 9.02
0.15 df 1. 5.84 8.58 7.58 8.93 14.07 9.00
dfy i 6.19 8.74 7.65 9.06 13.93 9.11
cfisq 7.53 9.32 8.45 9.43 12.20 9.39
df, 5.89 8.31 7.48 9.06 16.28 9.40
df,, 6.90 8.5 7.98 8.75 13.46 9.12
0.20 Afiya 6.87 8.58 7.75 8.63 13.53 9.07
Afy 6.89 8.86 8.00 9.05 13.43 9.25
dfioq 7.69 9.44 8.56 9.50 11.99 9.44
2. Aol BEHY 2R 2 FH 07 4180 GAte] Ao th3 ERAT| o)
o} v ) 7HF Z 2kl 7 0.05 clfyy .y s dfyy, w7
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. [—
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