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ABSTRACT

With the rapid development of IoT(Internet of Things) technology, various convenient services such as smart home and smart city
have been realized. However, IoT devices in unmanned environments are exposed to various security threats including eavesdropping
and data forgery, information leakage due to unauthorized access. To build a secure IoT environment, it is necessary to use proper
cryptographic technologies to IoT devices. But, it is impossible to apply the technologies applied in the existing IT environment, due
to the limited resources of the IoT devices. In this paper, we survey the classification of IoT devices according to the performance
and analyze the security requirements for IoT devices. Also we survey and analyze the use of cryptographic technologies in the
current status of IoT open standard platform such as AllJoyn, oneM2M, IoTivity. Based on the research of cryptographic usage, we
examine whether each platform satisfies security requirements. Each IoT open platform provides cryptographic technology for
supporting security services such as confidentiality, integrity, authentication an authorization. However, resource constrained IoT
devices such as blood pressure monitoring sensors are difficult to apply existing cryptographic techniques. Thus, it iS necessary to
study cryptographic technologies for power-limited and resource constrained IoT devices in unattended environments.
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Table 1. Classification according to Capabilities of loT

Gy Data size nge 0S
clock size
<< << << .
Class 0 10MHz 10KB 100KB Firmware
Class 1 ~ ~ ~ TinyOS, Contiki,
4551 J00MHz | 50KB | 250KB | RIOT, NanoQplus
Class 2 500MHL 950KB IMB Embedded Linux
a 3 >> >> >> Android, i0S,
ass 1GHz IMB 5MB Tizen

0T 7171914 F& ARg8hs dEAQ A TR
Atmegal28(8bit), MSP430(16bit), ARM-Cortex A(32bit)7}
912w Table 2014 o5 545 wlalstaln7].

Table 2. Comparison of loT Device Processor [7]

Atmegal?28 MSP430 ARM-Cortex A
Data width 8bit 16bit 32hit
General-purpose 32 12/16 8/13/16
registers
Nurmber of 61 27 56
mstructions
Core area 6140GE 4913GE -
.. Arduino, } .
Applications Micaz TelosB Beagle, Odroid
Automatic
Smart Plug, Clothing, temperature
IoT device Smart light | Healthcare, | regulator, Home
bulb Smart shoes | gateway, Smart
watch

Atmegal287} MSP4302 IoT tfulel~ SHF  19]H
ARM-Cortex A= 55 2°0th 59 02 AAg AlA e} 2
717101 55 32 AH dav|eS AMESHR] ol HE

e 45e R 5,
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IoT 3749 BE 77152 HA7FAQl Ho = gk AR @37 fE 717] 1% V1S AFeta hie HEWEE
frE 2 o3& 9ol Aok ®E oT & FdFe W& AR, F71H0RE QQUoEE AlFdof gl sl
o]7]% v 9 F-5 M UEYA 3+ AsoR Qs Hetel ZAEHQ FA 3 FEE A 77 B BE S Ve
ok STt = o dlolE 9Wx T 7|E 1T 3 AgafoF vy AR AFE A 9 ZetoHA HEE A3 &
BT T FEo] BbRel mEH L Qlvh teFd B frd Aol 2 A Aol @ AA V)5S AFdoF gk
ol 9ldo® Ar meto] 3 249¢ 7194 (Confidentiality), BuAol Abex B 7)7)e Aas AdEts H Ao A5
A4 (Integrity), 7H&-A (Availability) o] #3l€ 7FsAdo] = & AFdor sk 717 BA, WA, 88 W3] 9% 7
oA I YTHSL o] flel= 1T % QVF wH oAk wob 7] 1f A AR AT %S AT dt
AL Qlek Bl o iE IoT 71715 kdstA #7171

A% ok aPARE e g

AllJoyn ZAE[9]2 EH HQualcomm)7} Z=WFEE o] A
717] el wite] ZR=E Ff3k= 71%<] DLNA (Digital
Living Network Alliance)& 7§A13te] 2011 o 73k ¢ &
otk 0T EE AbEo] 434843 + AL [oT Al

BU AuhE YA 99 AHR 2 gE ol ge ga 0 0T OO AR HEL Spel AUSAD TAF U
dolEls shusjeel ehdaA Az B A% Belaelop & o] FRAE FHSL A0l =e] A1 el W
0. Bed FAomye ddds azde wagsy] e e FoIstel Allseen Alance S GAE 2 A 3
2ok w7 W] (Tamper Resistance) 7|15 Al gafof 3t} ARk, @A AllSeen Alliances= OCF= $htds]ol Alljoyn &
7] BA WA A9 A7) i) AWARS g g oo HEHER AH0L
ALY MAER LEE okdst A 2wt st AllJoyn 2H3E2 &2] AT, o8 AT, SeteldE 2ol
Beje] A, Arlzs g9 A A, olE Aol Ao
2) BAA $A HWol QLA TdE gl A 7lwke] 7]7] b P2P(Peer-To-Peer) &
IoT 7171 dlolg iz WAE 8 dojy #2474 7 Aot SAMHE AFEetA]l &L, 717] ko] FA1E ATk
= 7]15__% Zﬂ%"ﬁﬂok 7-51}]:]_ 5‘37—51} %24]01, %ogxﬂxﬂgl_ 71:_1_% }\] Bluetooth‘/} Wi-Fi %‘9] %E];ﬂ?_] %)\\JHJQ -?401] Zl\_.r_"_E%]oi
28 He) A7) BAE RAN AF 15g Ageler g, THUAAR hwa SAS 08 wirel, s=selel o
fEo] By Al AxEQold & AN AZ orlE A% EHolx] gt} AllJoyne 717 7He] A AZAS H3iA
Eglolute] 2wy Agslo] 779 AL BAF= A RMI(Remote Method Invocation)®2]¢] D-Bus& ©]-& ¢t
o] H-¥(Secure Booting) 71%5& A& ok gt} AllJoyn 292 =24 U ESIAA ATl 12].
AllJoyn ZREZL 7|24 07 Windows, i0S/0S X, &5
3) 7+eA #A Hol Q1A £ 5o A} tuRo| B} B2 AEE YAAIE
0T 717]% AER}, Alzeel wol olmled et e & L& £ 1T 7171 WA s e}l Thin-Linux, Thin-
)5S Ao Bk oW A/ § wgadHe 4 Windowssh obFeleS A€,
2 NE HHE Yo F712]¢ Keep Alive WA A A4 E=
717 4H A A% )6 g AFaer Bk 9% FAR A 31 Aldoyn et 7=
Zz)0] Ha Ax 2@ A2 QHd uEk Aux AR A AllJoyn2 IoT 7oA e] Bt 4% Zsts 938, A
2e N FA0 U8 § = 7eS ATk drh =g ke A5 9 dsstE HeolH A4S 9% wel e
oL} Bl Az 9 7] So HA3 gy e ®ot w £ AF3c13]. @it (end-to-end) ofZz|AolA W
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dof ddlol& B Bt ] 7ee Agsor Tt g ¥ QoA Fageh AllJoyne FA RS 9l8|A] TLS 1.2
Ele] 71716 o s Bot A4S okdstA AT 4 Q) A& AFg3h) Fig. 12 Security 2.0 Architectures H.o]s
= 7S AFdor sttt AZEY e RY ddIE 7 t} 0T A|2"S Hol7|5S 155 & u A|2dS o]uy
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Fig. 1. AllJoyn Security 2.0 Architecture
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Fig. 2. OneM2M Security Architecture

Table 3. Provided Protection Level[21]

Level Description

Non defense state, the method does not perform
Level 0 .

any protection.

Steps to defend against passive attacks, protects
Level 1 |against attacks such as receipt of eavesdropping

information.

Steps to defend against remote attacks, prevent

attacks and viruses or malicious code from being
Level 2 |. .. .

installed to view information or steal them

illegally. Protected by local software attacks.
Level 3 | Protect your computer from local hardware attacks
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B, FEYRE TIFACL AL 75 AE dole o2

1) 7] AP A% 7] wu

oneM2M-=2 TLS 12%71 2} DTLS 1.2W A< 7] agk &
gl &S AHE-gth & o} ECDHEE ARS-gtl PSK TLSOA]
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Table 4. OCF Security Features and Descriptions
OCF Security ..
Description
Features
A Provides a method to manage access control
ccess
of resources using ACL (Access Control List)
Control

and ACE (Access Control Entry)

Onboarding and | Provides initial setup method using OBT

Security (Onboarding Tool) and initial entry method of
Provisioning | OCF device of existing IoT network
Bootstrap

process and | Provides a way to protect the bootstrap

Security process and bootstrap
bootstrapping
Secure Resource Manager (SRM) plays a key
role in providing security. It consists of
Secure Resource Manager (RM), Policy Engine (PE),
Resource and Persistent Storage Interface (PSI), and
Manager includes functions such as resource
management, policy enforcement and secure
repository management
Security Provides a way to protect data during
Credential identification and communication between
Management | OCF devices using public / private keys
Device Provides a way for a server to authenticate
Authentication |access to a client
Provides the use of security mechanisms that
provide confidentiality and integrity to protect
Message

. messages from attacks such as eavesdropping,
Integrity and A ..
tampering, or message repetition that can

Confidentiality . L
occur in communication between a server and
a client.
Security Define security resources needed to provide
Resources security functions
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Table 5. Algorithm for Software Security

Key Non-repud . Confidenti | Managing
. Integrity . ..
Exchange iation ality Permissions
ECDH RBAC
AES_128 SBAC
ECDHE ECDSA SHA256 -
AES_256 ACL
RSA
SVR

Table 6. Provided Cryptographic Key

Method Cryptographic key
Just Works | * TLS_ECDH_ANON_WITH_AES_128 CBC_SHA256
Method e TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256
Ra;g\?m o TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA256
o TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256
Method
o TLS_ECDHE_ECDSA_WITH_AES_128 CCM_8
Certificate | * TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8
Method * TLS_ECDHE_ECDSA_WITH_AES_128 CCM

TLS_ECDHE_ECDSA_WITH_AES_256_CCM

Symmetric | *
Keys .

TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHAZ256
TLS_PSK_WITH_AES_128 CCM_8
TLS_PSK_WITH_AES_256_CCM_8
TLS_PSK_WITH_AES_128_CCM
TLS_PSK_WITH_AES_256_CCM

Asymmetric
Credentials

TLS_ECDHE_ECDSA_WITH_AES_128 CCM_8
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8
TLS_ECDHE_ECDSA_WITH_AES_128 CCM
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
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Table 7. Cryptographic Technology for Each Platform

Requirements Methods AllJoyn oneM2M ToTivity
cryptographic AES198-CCM AES192/256 AES128/256
algorithm
C()I'lfldentlahty key eXChaﬂge ECDH
method for data ECDHE ECDHE ECDHE
encryption RSA
Integrity cryptographic SHA256 SHA256 SHA256
hash function
Authorization | 2¢cess control ACL ACL, RBAC, ABAC ACL, RBAC, SBAC, SVR
mechanism
Device NULL, PSK, PISI; 5?385 Al 2\;7 1t]l\1/[i§§0:;'1:;,5 ECDSA with X509 (TLS 1.2,
. . . 2, 2), s .
Authentication Authentication ECDSA with X.509 (TLS 1.2) SAEF DTLS 1.2)
Message AES-CCM HMAC-SHA-256 _
HMAC-SHA-2
Authentication (generates 8hit MAC) HMAC-SHA-512 €S o6

AFHEE A AT ASA, 3787 715 W me] E
A A7) (PSK: Pre-Shared Key) 7]4F ¥ MAF (MZm
Authentication Function) 7|9t SAEF(Security Association
Establishment framework) ¥ o] St} o]t 15 WAYSE
= Tl ASHAE FAstL AAEHE doly A AFlA
teolE & AES-CCM ¢sdiz|&s ol &34 o555 3
o}, IoTivity = 7124, —Ur%j_*é, 5, A7HE AlTE) HlolH
A& Al AES192/256 ¢alE|S& ARE-ate] geslatal H Al
o] B5& x| A ATS ATt 7]7] IDE] AHA 18
of we} St

7HAE ToT 7171 B RUHg #2E 8 Az
ESlo] fuolE B Het X 7e& ATt ofnE
o} ol AZESN S S BAsteE sor FAES
ﬂ%aﬁ NEsts ALA7E Algsted ok gt okl Table 7

2 AllJoyn, oneM2M, IoTivity Z#E2 IoT 7]7]9] Heta
TAE e whet Blaet AE Aelg Aol

Table 7014 7184 &5S BA A ZAEF =5 AES 7]
vl ots dmeE]ES AFEskA| vk
AllJoyn& 128bit AES s ire]Ewt AR8-814] TroneM2M
7} IoTivityt= 256bit AES ¢adug|Ee AMEE 5 9o
=0 =2 2SS AT Jde AR B Holy
A5 E Y3 Ad3 7] AL YalA, Joynl'} oneM2M &
) FAAA vie A2 43 718 AT 4 9= ECDHE
(Elliptic-Curve  Diffie - Hellman Ephemeral)—é AF-&-3he),
IoTivity= ECDHE ¥ o}luz} 4% 7]& AAst= ECDH
(Elliptic-Curve Diffie - Hellman)9} RSAY % 714k 7] 1% 7]
Wi 3 AFsieh A4 A FHE 25 dwshy 34

st 91 SHA-256S A|¥3te),

HAIA] Q1A AllJoyn&
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4 &4 3= SHA 7]¥He] HMAC(Hash-based Message
Authentication Code)& AH&&Th  IFolA  oneM2M&
SHA-512 7]9ke] HMACS AHEE & A%E WA A A5
HE AFstt 10T 7]17] 9152 938 AllJoyn® oneM2M-<
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