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An Analysis of Research Trends in IoT Security

Yu Woo Young®

ABSTRACT

IoT technology is currently being applied at various industrial sites and is developing as a core technology in the
fourth industrial revolution. Along with IoT developments, awareness and importance of IoT security is increasing, and
research on IoT security is underway to counter these threats. However, research trends in the context of IoT security
awareness are insufficient. This paper is a research that analyzes the progress of R&D and IoT security in both domestic
and international IoT and thus leads to improvements. The research covered the 229 papers and articles of domestic and
foreign journals covering security fields as a main theme. Among them, detailed analyses of 9% papers related to IoT se-
curity were performed. Research has shown that many studies are being conducted on trends in IoT security, key man-
agement and privacy. A detailed study on the characteristics of services to apply IoT technologies and access control and

authentication between IoT devices is needed, and a study that addressed the issues of privacy in IoT environments in

Korea

Key words : IoT Security, Internet of things Security, IoT, Internet of Things
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3t 1> IoT Technology Classification

Category Contents
Device Sensors, Processors, OS etc
WiFi, 3G/4G.  Bluetooth,

Connectivity Ethernet etc

Big-Data, Cloud, Security,
Privacy, Application, Smart
Grid, Smart home,
Health-care etc

Platform
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<3 2> Publications Status

. Connec | Platfor
Category Device o Sum
tivity m
Convergence security journal - 1 7 8
Journal of Internet Computing and Services 1 2 12 15
Journal of the Korea Institute of Information Security and 1 3 15 19
Cryptology ;
Korea KIPS transactions on computer and communication systems 4 4 36 44
Korea information processing society review - - 9 9
Korea Society of IT Serviecs 1 - 10 11
Review of KIISC - 1 9 10
Sub Sum 7 11 98 116
Computer Networks 2 4 16 22
Computer(IEEE) 5 4 23 32
Foreign Computers & Security 1 1 10 12
International Journal of Security and Its Applications - 3 22 25
Security and Communication Networks 2 2 18 22
Sub Sum 10 14 89 113
Sum 17 25 187 229
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% of Research (Nu
Research Theme
mber)
Security 41.9%(96)
SW Development 9.2%(21)
Data Processing 6.6%(15)
Sensors 6.6%(15)
Analysis of Trend 4.4%(10)
Health care 3.9%(9)
Network Design 3.9%(9)
Smart Grid 3.5%(8)
Protocol Design 3.5%(8)
etc 16.6%(38)
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% of Research (Nu
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Security 31.9%(37)
SW Development 12.1%(14)
Data Processing 9.5%(11)
Health care 6.9%(8)
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<3 5> Foreign IoT Research

% of Research (Nu
Research Theme
mber)
Security 52.2%6(59)
Sensors 7.1%(8)
Analysis of Trend 6.2%(7)
SW Development 6.2%(7)
Network Design 5.3%(6)
HW Development 4.4%(5)
Data Processing 3.5%(4)
etc 15%(17)
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<3t 6> IoT Security Research

% of Resear
Research Theme ch (Numbe
r)
Analysis of Trend 17.7%(17)
Authentication and Key exchange
16.7%(16)
protocol
Privacy 15.6%(15)
Policy and Standardization 11.5%(11)
Security analysis 8.3%(8)
Network Security 6.3%(6)
Intrusion Detection 5.2%(5)
Encryption Design 4.2%(4)
Access Control 4.2%(4)
Side Channel Analysis 3.1%(3)
DDoS 2.1%(2)
Sensors Security 2.1%(2)
Medical Information Security 2.1%(2)
Payment System 1.0%(1)
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