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Security Threats and Scenarios using Drones on the Battlefield

kR kkoksk

Keun-Seog Park™, Sang-pil Cheon™*, Seong-Pyo Kim*** Jung-ho Eom

ABSTRACT

Since 1910s, the drones were mainly used for military purposes for reconnaissance and attack targets, but they are now
being used in various fields such as disaster prevention, exploration, broadcasting, and surveillance of risk areas. As
drones are widely used from military to civilian field, hacking into the drones such as radio disturbance, GPS spoofing,
hijacking, etc. targeting drones has begun to occur. Recently, the use of drones in hacking into wireless network has been
reported. If the artificial intelligence technology is applied to the drones in the military, hacking into unmanned combat
system using drones will occur. In addition, a drone with a hacking program may be able to relay a hacking program to
the hacking drone located far away, just as a drone serves as a wireless communication station. And the drones will be
equipped with a portable GPS jamming device, which will enable signal disturbance to unmanned combat systems. In this
paper, we propose security threats and the anticipated hacking scenarios using the drones on the battlespace to know the
seriousness of the security threats by hacking drones and prepare for future cyberspace.

Key words : Security Threats, Drone Hacking, Threat Scenarios, Hacking route by Drone
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