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A Study on establishing the Role of Intelligence Agency on Cybersecurity

- Focusing on Revision or Enactment of Cybersecurity related Bill -

Yoon Oh Jun*, Kim So Jeong™*, Jeong Jun Hyeon***

ABSTRACT

As the era of the 4th Industrial Revolution has progressed and the information and communication technologies
have developed dramatically, the cyber threats will gradually become more intelligent and sophisticated. Therefore, in
order to take systematic and prompt action in case of an accident while preparing measures against the threat, the
role of intelligence agency is important. However, Korea is having difficulty in responding to the threats due to the
lack of support for the national cybersecurity bill or the amendment bill of the National Intelligence Service. In this
paper, I examine the cybersecurity function of the intelligence agency, the recent debate trends, and implications for
the role of intelligence agency in our current situation. And then I intend to suggest some measures such as
concentration on information gathering and analysis, enhancement of cyber threat prediction and response capacity,
and strengthening of legal basis as a way to establish the role of intelligence agency for reinforcement of
cybersecurity performance system.

Key words : Cybersecurity, Cyber threat, Intelligence Agency, Cybersecurity Bill
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