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Client Authentication Scheme based on Infinitely Overlapped Hashchains on
Hyperledger Fabric

Shin Dong Jin, Park Chang Seop

ABSTRACT

Each online user should perform a separate registration and manage his ID and password for each online commerce or
SNS service. Since a common secret is shared between the user and the SNS server, the server compromise induces the
user privacy breach and financial loss. In this paper, it is considered that the user's authentication material is shared
between multiple SNS servers for user authentication. A blockchain service architecture based on Hyperledger Fabric is
proposed for each user to utilize an identical ID and OTP using the enhanced hash—chain—based OTP.

Key words : Blockchain, Hashchain, OTP, Lamport, Authentication
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