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Abstract As IT technology develops recently, medical equipment used in hospitals is demanding high performance.
However, since the user visits different hospitals depending on the user's situation, the medical information treated
at the hospital is distributed among the hospitals. In this paper, we propose a model to efficiently integrate the health
care information of the users stored in the hospital in order to collect the healthcare information of the users who
visited the different hospitals. The proposed model synchronizes users' healthcare information collected from personal
wearable devices to collect user - centered healthcare information. In addition, the proposed model performs integrity
and validity check related to user 's healthcare information in a database existing in a cloud environment in order
to smoothly share data with the healthcare service center. In particular, the proposed model enables tree - based data
processing to smoothly manage healthcare information collected from mobile platforms.
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Table 1. Comparison study of various measures
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Japan infqrmation, and in the field' of healthcare, we seek to - Plan for puilding an integrated platform for individuals and
utilize data to develop medical research and various organizations
products and services
- Promotion of new medical law and revision - R & D project of "Establishment and activation of medical
Korea - Review (tentative name) health medical big data special information exchange base for healthcare informatization”
law (plan) promotion and "Healthcare Big Data Platform pilot project”
Fo] @71 4] B HE A8 S dalM Fekes 870
IT 7)%0] FYRA o)z ool A= AbgAe) o EAshs dlolejulo] 2ol 4] AbgAte] Ao} Hush
2 AN 2ol SsA] el Wl 2k AL o BAE RAg 9 f34 gAR. 53, Atrde v
B R FHE AT e e el 75 We il BYForvy £PE AHALY 2o Yug
ol S7FetaL Qivk. 56, Sehe= vIuke] Qe 5 A&shA #Ejshr] flsiA ERf7Inke] vlolE A E 5
< U3k o] 27k SwWellA 2 dadol tiFHa 9l 3 ¢ =S stk e, AljE 2 ARgAtol Al
tH5-9) AA, &8 Sehrsdl AgE] = AReAkel B dojE AAE TE AHE At dado] JRE
dso] uel meelA] wavt dasih B4, @ Fehes doleiulo)se] Agsle] ALgatel mejely
A gekgsol Aol gl ALgAe) Aue B4 A A7 ARl wEEo) ohgule AL ok gk
F4 A2g ez dn YrHolLl of RS THL b} Pk 29el A ¥ 2
AHgAe] 8 A FPE S Table 147 T S5 A2 meal Fehes BdA AR e
@7kl A dlole] £3 % 7 gk RAL S gE A djslA dolrch 3ol Fehes 37
 glek oA ALgRe] Azslo] JRE YY) A dlole]
Welol o5l w gl Aslo] HolElE ol8@ B BF RuS Aeksha, 4gelAE Agk el by =
Wol FEH7] AAAE A, WA el E FEF F  WelA Frhska vhAROR 5Pl ABS itk
&4 =7h vl 59 % o] WoAslojor s, B,
e HolEE 283 ASA 14 W7 glefof fa,
AA) el BaE o 9l AREARe] "o HlolEof 2. HAAF
ek 3 2 Fgo] ooz AAu] Hojof st A
ARl Aol doleE B#8e B BdFel p5 21 BAPEALE
A Al 227 3E FAET F lefok dtHi2] AR A o5, A, A, Y A R
2 =R FH9E A Wdnith makse]  Mu|A 55 Aokl Mo A 3 AFE
U AMEALS] A Ao} JHE TEHOE F3E] ¢ Adatr] s AAE B3 AR A=Es gt
gk mES Aokt AjtRAE dxdol ARE 3 [1314] HAFRA LS 22} o5 | AE flsi A
371 sl ALEALe] glefelE AR S ARgste] Febe- A AR AR (LIS), AF R A ] AlsE, gA
= dlojguo] 20 At} S o] o] 20 A FR A 2F RIS) Be 9 A A A1="
AAE dolEE AlgAel  AAE & oufs AdEx (PACS) §9 7Iss 7ML vk HAREA2F O
(Unique Indentifier) 2 53 49 dolHE M2 57 % % s2dd= Fig 13 2th
shahch, E=3h Ao Bele Ao Auls AlE <) F o)



Medical Information System

IDC Center

Examination system

et

= W
EIt«ﬂ[bnlcf]ﬁ)‘/ ASP - Nedical .
L= )
- 2Z Information )

Member hospital

Fig. 1. Architecture overview of Hospital Information
System
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Table 2. Comparison study of various measures
Approach Attack Type Security&Privacy Information Utility Control mechanism
Aemeatral During transmission Stronggfjv;ignggfre“ca' High Preserves CIA Triad credentials
Technical . Less Privacy; Strong security Works better for detection of faulty
Measures After transmission results. Low node during Data Leakage.
Algorithmic During transmission (less Embedding documents and digital
Measures participation) Strong Moderate images
Compound strenath choices Multiple data access patterns to
Hybrid Solution During & After transmission P d High maintain privacy and security of
Moderate to Strong
different sensitive data types.
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Fig. 2. Architecture overview of proposed model



Table 3. Notations

Category Data Type Data

Text UNICODE, ASCII etc

Number Number System(base-10, base—2 etc) Integers, Digits etc.
Image Jog, png, gif, etc.

Standard Data

Video Mp4, etc.
Audio Mp3, etc.

Relational MySQL, mSQL, JavaDB etc.

Confidential Information

Legal investigations conducted by the University, Sealed bids etc.

Intellectual Proportion

Copyrights, patents, trade—-marks etc.

Customer Data

Name, Company, Address, e-mail, Contact etc. details stored in service centers

Sensitive Data
Health Records

Patient, Disease, Prescription. etc.

Dedicated Doctor

Name, Hospital name, Phone number, Address, etc.

Recent Hospital Visits Record

List, Images. etc
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