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[Abstract]

A Study on the Necessity of Establishing the
National Cyber Security Act through a
Comparative Legal Analysis

Kim, Sung—Hyun - Lee, Chang—Moo

During the recent years, cyber attacks have been increasing both in the private sector and
the government. Those include the DDOS cases in 2009, the Blue House cyber attack, bank
hackings etc. Cyber threats are becoming increasingly serious. However, there is no basic
law related to cyber security at present, and regulations related to cyber security are scattered
in various domestic laws. This can lead to confusion in the application of the law and
difficult to grasp the regulations related to cyber security. In order to overcome this situation,
the bill on the prevention and countermeasures against cyber crisis was initiated in 2006,
but it has been abrogated. Since then, it has been repeatedly proposed, but it has been
abrogated trepeatedly due to the ovetlapping of existing laws and concerns about infringement
of personal information. The most recent initiative was the National Cyber Security Act,
which was initiated by the government in January 2017. The act focuses on resolving the
absence of a basic law related to cyber security, strengthening its responsiveness in the event
of a cyber security crisis, and fosteting security strength. Thetrefore, this study secks to
contribute to the establishment of National Cyber Security legislation as a basic law of cyber
security by examining the necessity of National Cyber Security legislation through
comparative legal analysis with existing domestic laws related to cyber security and suggesting

policy implications.

Keywords: Cyber Security, Cyber Security Law, Cyber Attack, Cyber Terror,
National Cyber Security Act





