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Abstract 

 
The diversity and fast growth of Internet traffic volume are highly influenced by mobile and 
computer applications being developed. Moreover, the developed applications are too 
dynamic to be identified and monitored by network administrators. Several approaches have 
been proposed to identify network applications, however, are still not robust enough to 
identify modern applications. This paper proposes both, TSA (Traffic collection, Signature 
generation and Applications identification) system and a derived algorithm so called CSP 
(Contiguous Sequential Patterns) to identify applications for management and security in IP 
networks. The major focus of this paper is the CSP algorithm which is automated in two 
modules (Signature generation and Applications identification) of the proposed system. The 
proposed CSP algorithm generates DNA-like unique signatures capable of identifying 
applications and their individual services. In this paper, we show that the algorithm is suitable 
for generating efficient signatures to identify applications and application services in high 
accuracy. 
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1. Introduction 

Most of the Internet-traffic applications are still hard to identify and classify. This is due to 
the reason that modernly developed applications are either highly encrypted or too dynamic. 
Development of high-tech smart devices and high speed packets routing network devices, are 
one of the major causes to Internet-traffic applications dynamic and diversity. Internet-traffic 
applications and web services as well, are becoming unlimited in services provision. For 
instance, most modern applications are developed to provide limitless number of services 
simultaneously. One of such applications is a Korean developed app, KakaoTalk, whose 
platform is developed to offer more than ten different services, including games. 

Cisco Visual Networking Index (CNI) Global Data Forecast [1], especially for mobile 
show that the Internet traffic is rapidly growing in both size and diversity. The outcomes of 
Internet volume growth are difficulties in controlling, monitoring and managing 
Internet-traffic applications in a network, hence difficulties in implementing policies to users. 
To ensure efficiency in a network and countermeasure network management challenges, 
several works have been done to generate signatures for Internet-traffic applications 
identification, however the approaches have limitations to generate signatures that adapt the 
current Internet volume growth speed and applications dynamic. Dynamic of applications, 
refers to how frequent their traffic (packet payload contents) change over time, due to 
protocols involved, network environment and the contents that the packets are packaged with. 
The primary and major objective of Internet-traffic applications identification and 
classification, is to enable network administrators to fully enforce policies to Internet users and 
minimize the consumption of network resources for better Quality-of-Service (QoS) and 
networks malfunctioning prevention. [2]  

This paper and the development of the proposed CSP algorithm, is motivated by sequential 
patterns mining in data mining. [3-6] Moreover, the key and novelty of the algorithm we 
propose is highly motivated by studies that extract contiguous sequential patterns in biological 
data sequences. [7-9] Extraction of unique contiguous patterns from biological data sequences 
is essential for identification in biotechnologies. Besides, another motivation of this paper is 
from frequent contiguous DNA pattern mining approaches. [10-11] The two works try to 
combine pattern position information to obtain even longer, common frequent and identical 
DNA patterns. The common frequent, contiguous and longest DNA patterns generated are 
useful in uniquely identifying organisms’ classes and genetic relations. Therefore, based on 
this scientific fact, CSP algorithm is derived to generate DNA like signatures for unique 
identification of applications and individual application services.  

In CSP algorithm several flow-level data traffic of a target application is extracted based on 
3-tuple information, src-IP, dst-IP and Layer-4 transport protocol. From the collected GT 
(Ground Truth) traffic information, N(infinity) number of signature candidates are generated 
proportional to an application packets payload complexity from which DNA-like and unique 
identifier signature is generated. 

The remainder of this paper is organized as follows. Section 2, presents about 17 related 
signature generation works for different purposes, ranging from 2001 to 2017. In section 3, the 
proposed TSA system and CSP algorithm are presented in detail with analytic comparison. In 
section 4, experimental results are discussed. Discussion about the proposed system and 
algorithm is given in section 5. Conclusion and future work are given in section 6.  
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2. Related Work 
Signature generation for matching up applications and identifying malicious traffic in a 
network and the Internet in general is yet the most reliable method. Therefore, to support this 
significant importance of signatures generation, this section presents about 17 signature 
generation related works, of which three approaches [13, 16, 19] focus on generating 
signatures for malware or polymorphic worm malware s as indicated in Table 1. Table 1 
summarizes all the related works discussed in this section. Since the proposed TSA system and 
CSP algorithm focus on identifying applications and their individual services, [13, 16, 19] are 
not discussed in the main context paragraphs. 
 

Table 1. Chronological order of related work that focus on generating signatures for Internet 
applications and malicious traffic identification. 

 
Approach or 

Author 
Year  Algorithm or 

Technique 
Focus or  
Strengths  

P.K Janbandhu & 
M.Y Siyal [12] 

2001 DSA Biometric Signatures for  
Internet-based applications  

Polygraph [13] 2005 BGA Signatures for Polymorphic worms 
LASER [14] 2008 LCS Internet application identification 
AutoSig [15] 2009 ASMA Applications signatures generation 

R. Perdisci et al. 
[16] 

2010 BCA HTTP malware signatures generation 

Zhanyi Wang [17] 2012 ANN & DL Network traffic identification 
Y. Wang et al. [18] 2012 SAA Automatic signature generation 

FIRMA [19] 2013 LCS Generation of network signatures for 
malware 

M. Cheng et al. [20] 2013 PCA Automatic signature extraction 
FlowAntEater [21] 2013 K-means & 

SSMA 
Generation and evaluation of 

applications signatures 
J. Tharp et al. [22] 2013 Heuristics Reconciliation of multiple matching 
Hwan-Hee Kim & 

Min-Jung Choi [23] 
2013 Heuristic Signatures generation for 

HTTP-based applications 
S. Yoon et al. [24] 2015 Heuristic Internet traffic identification 

FLOWR [25] 2015 SLA Mobile apps identification 
D. Mann et al. [26] 2015 DS Biometric-based digital signatures 
Hyun-Min An et al. 

[27] 
2015 Statistical Generates unique signatures and 

resolve abnormal TCP behaviors 
SigBox [28] 2017 MSPA Automatic signature generation 

 
P.K Janbandhu and M.Y Siyal [12] introduces biometric signatures generating approach 

that integrates biometrics with public key infrastructures. The biometrics signatures are secure, 
efficacious, fast, convenient, non-invasive and correct in Internet-based applications 
identification. LASER [14], is a method that automatically generates an application signature, 
in the form of a sequence of substrings, in the payload of a packet by using a modified version 
of the longest common subsequence (LCS) algorithm. The inputs of this algorithm, distinct 
byte streams of packet payloads that belong to two flows. To improve performance of the 
system in terms of execution time and accuracy, this method considers only the first N number 
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of packets of a flow and groups these packets by their size, since large packets are not likely to 
carry the same kind of information as small ones. The method compares two inputs to obtain 
the longest comsmon subsequence between them, and then compares it with other 
subsequences iteratively to refine the extracted common substrings. LASER extracts the 
longest common subsequence from only two designated sequences, making it hard to extract 
efficient signatures.  

In Autosig[15], applications signature candidates are generated automatically and multiple 
common substring of sequences from input flows are extracted as the application signature. 
The approach, it first divides the payload of a set of flows into short substrings called shingles. 
After extracting all the relevant, common shingles, Autosig merges them whether they are 
neighbors or overlapping. Next, a substring tree is constructed to create all the possible 
combinations of substrings. These combinations are considered as signatures. Although this 
method generates signatures automatically without determining the order of the input traffic, 
several minimum supports must be determined by performing a repetitive trial and error 
experiments. Repetitive trial and error experiments for checking the minimum support value, 
not clarifying clearly how are the number of sequences input taken or extracted and the form 
by which signatures candidates and signatures are generated, convinces that signatures 
generated by Autosig are less efficient. 

Zhanyi Wang [17], proposes a method that is based on artificial neural network and deep 
learning to extract well learned features and signatures for applications identification and 
anomalous protocol detection. Y. Wang et al. [18], focus on generating regular expression 
signatures with certain subset of standard syntax rules, which are of sufficient expressive 
power and compatible with most practical systems. The approach takes a labeled training data 
set as an input to produce a set of signatures for matching the application classes presented in 
the data. This approach involves four procedures, pre-processing to extract application 
session payload, tokenization to find common substrings and incorporate position constraints, 
multiple sequence alignment to find common subsequences, and signature construction to 
transform the results into regular expression.  M. Cheng et al. [20], proposes an automatic 
signature extraction mechanism using Principal Component Analysis (PCA) technology to 
automatically extract signatures. The signatures extracted by this method are expressed in the 
form of serial consistent sequences constructed by principal components. 

FlowAntEater [21], is a proposed software framework on NTASG (network traffic 
automatic signatures generation) which uses the K-means cluster algorithm to purify the traffic 
flow and automatically generating network traffic signatures. The approach has systematic 
signatures management algorithm.  From a single signature multiple matches may arise 
whereby more than one application can be identified by that single signature. J. Tharp et al. 
[22], address this problem of multiple matches by developing a set of selective heuristics that 
can help to accurately identify the application associated with the input data stream uniquely. 
Hwan-Hee Kim and Min-Jung Choi [23], propose a system to exactly identify applications in 
HTTP traffic from extracted signatures and reduce the overhead during signatures generation. 
However, the approach appears to be too heuristic with no algorithm implemented. S. Yoon et 
al. [24], propose a new signature model called a behavior signature for Internet traffic 
identification that utilizes the inter-flow relation of application traffic. The behavior signature 
is said to be unique traffic behavior pattern appearing in the first few packets of traffic flows. 
However, this approach as well has limitations to accurately identify an application or it 
individual services since it is behavioral and considers only first few packets of a flow.  

FLOWR [25], is a system that automatically identifies mobile apps by continually learning 
the apps features via traffic analysis. FLOWR focuses on key-value pairs in HTTP headers and 



1576                                                              Baraka D Sija et al.: Automatic Payload Signature Generation for Accurate Identification 
of Internet Applications and Application Services 

intelligently identifies the pairs suitable for app signatures. The system employs a custom 
supervised learning approach that leverages a very limited knowledge of app-signature seeds 
and autonomously grows its capacity for app identification. This approach motivation comes 
from a simple but effective hypothesis that unknown app-identifying features may occur with 
the known signatures. D. Mann et al. [26], generate biometrics digital signatures in simple and 
secure ways, such as using the AES which is much secure and makes the generated signature 
useful. However, the method is hard to implement since it requires cryptography knowledge.  

Hyun-Min An et al. [27], analyze the limitations of traffic classification caused by abnormal 
TCP behavior, and propose a novel application-based traffic classification method using a 
statistical signature with resolving abnormal TCP behaviors. This method tries to resolve 
abnormal TCP behaviors and generate unique signatures to classify each application using the 
packet order, direction, and payload size of the first N packets in a flow. SigBox [28], is a 
system that automatically generates signatures for fine-grained traffic identification. Using a 
modified sequence pattern algorithm, the system extracts three types of signatures, content, 
packet, and flow signature. A flow signature, is a series of packet signatures, and a packet 
signature is a series of content signatures. A content signature is defined as a distinguishable 
and unique substring of the packet payload. A survey [29], takes different analysis as well on 
signature generation methods.  

Although are far related to signature generation, [30-32] focus on managing networks and 
security which is also the ultimate goal of generating signatures. In [30], I. Butun et al propose 
an authentication methodology to detect the signals of IoT devices and control access to public 
safety networks during critical situations. Xiao Liu et al [31], mention that it is possible to 
build a service chain network from big data network joint SDN, cloud computing and fog 
computing platforms and reduce a large amount of redundant data and response time. They 
propose a Big Data Orchestration as a Service (BDOaaS) to dynamically orchestrate big data 
into services in SDN. Saeed Javanmardi et al [32], use fuzzy theory in a trust overlay network 
to model the network and storage of information reputation. 

3. The proposed TSA System and CSP Algorithm 

3.1 Architecture 

 
Fig. 1. The overall architecture of TSA system 
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The proposed TSA system architecture divides into three major parts, traffic collection, 
signature generation and applications identification, as shown in Fig. 1. Signatures generation 
part is the part where the proposed CSP algorithm applies. First, applications’ traffic is 
collected between a target network and the Internet as Fig. 1 (number 1) indicates. Second, 
from the collected target application traffic, signatures are generated and stored in the 
signatures library (number 2). Third, unknown applications traffic is passed to the sample 
signatures stored in a library for identification (number 3). Number 4 indicates a final stage 
where applications are identified. For clarity, the details of the overall TSA system 
architecture (Fig. 1) are later given in more elaborate and separated figures for each part. 

In GT (ground-truth) traffic collection, packets payloads are captured in string sequences or 
hex forms through free and open source tools, Wireshark [33] and Microsoft Network Monitor 
[34]. When the target traffic is collected, we extract and group it to packet-level, content-level 
and flow-level. In every capture, when several applications traffic is collected only traffic 
belonging to a single application are separated for signatures generation. This separation is 
done under 3-tuple information, which are src-IP, dst-IP and Layer-4 transport protocol. We 
do not group captured flows based on either their source or destination port numbers, as they 
never endorse applications in modern networks. At this stage, due to behavioral trends of 
applications, a target application may roughly be identified. However, to further identify 
individual services belonging to that application, further separation takes place along with 
further generation of flows of a target application service. Since it is impossible to further 
separate the target application traffic online, this process is manual and done offline as Fig. 2 
shows. Of the four stages indicated in Fig.1, this process contributes 12.5% to the whole TSA 
system, thus making falls to 87.5% automated. 
 

 
Fig. 2. Traffic collection architecture. 
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After separation of target application traffic, the following stage is signatures generation. 
The separation is essential since a single application can simultaneously provide multiple 
services such as messenger, audio calls, video calls, file sharing and so on. To generate 
efficient signatures for a unique application service, it is essential to further generate and 
separate several sequences from that application service traffic repeatedly, making it 
time-consuming and tedious process. For efficient signatures generation of packets payload, 
the proposed approach generates content-level signatures, packet-level signatures and finally 
flow-level signatures as the highest level to highest length-k signature as shown in Fig. 3. 
However, if flows of a target application or one of its service were correctly collected the CSP 
algorithm can straight forward generate DNA-like signatures which are unique identifier of 
the target application or one of its service without the need to go through the 
content-packet-flow procedure, indicated in Fig.3.  The reason why it is essential and efficient 
to generate signatures through three stages, content-level to packet-level to flow-level is 
because if some packets are missing it is hard to generate a DNA-like unique signature. 

 

 
Fig. 3. Signatures generation architecture  

 

3.2 CSP Algorithm 

3.2.1 Introduction 
The proposed CSP algorithm automatically generates DNA-like contiguous signatures from 
extracted several sequences. Contiguousness refers to repeatedly occurring of small patterns, 
right next to each other. Motivating works of this paper discussed in section 1 [7-9] and 
[10-11], biological data sequences and DNA pattern mining respectively, indicate that DNA 
patterns of an animal are mostly contiguously extracted. The common frequent DNA traits 
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extracted contiguously, are more likely to provide clues for genetic discovery and 
biotechnologies identification. This biological fact is the foundation of the proposed CSP 
Algorithm as it suggests similar behaviors to be applicable in applications identification, 
especially individual services identification of an application.  

In CSP algorithm flow-level signature generation, a SequenceSet of an application or 
application service traffic is generated as shown in Equation 1. Number of N (N = 1, 2, ...n) in 
Sn represents the number of n sequences belonging to an application or an application service. 
As the matter of fact, the more sequences are extracted, the higher the probability for the CSP 
algorithm to generate DNA-like, contiguous and unique signatures.  

 

SequenceSet = {S1,S2,...Sn} ... …. …. …. …. …. …. …. (1) 

(Sn = Sequence, {s.t. n = nth number of Length-1 unique patterns for each sequence}) 

 
Table 2, indicates four packets payload contents belonging to the same flow, that we 

randomly captured. The packets indicate how random and complicated the payload contents 
may look, however, the common frequent pattern “FwMDAB0AAAAAAAAB” can be observed 
indicating a DNA-like and unique relation of the four packets. Flow-level signatures are 
generated from packets payload contents as shown in Table 2, however, for easy clarification 
of the proposed algorithm, we created a simpler SequenceSet of two sequences to generate 
contiguous and DNA-like signatures as shown in Fig. 4. The two sequences in Fig. 4, 
represent packets payload content in strings form at flow-level. 
  

Table 2.Four packets payload contents of the same flow 
Packet_ID Packet payload contents 

5015-QUE FwMDAB0AAAAAAAABZtvD15CnpwXiX0g2FcJeYyoenN+/2w== 

5017-RES FwMDABoAAAAAAAABmppEfFUyNx6n881LGQnyAo5KdA== 

5018-QUE FwMDAB0AAAAAAAABZ3aIyvuA8KJNTPGP0a1Zzzxwf4hlVA== 

5020-RES FwMDAB0AAAAAAAABm6Cxj14EysdqZHwtnmL5jvFVXWA0fg== 

 

 
Fig. 4. An example of contiguous and DNA-like signatures generation in CSP algorithm 
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From two sequences in Fig. 4, length-1 unique candidates are extracted. In this case <a>, 
<b>, <c>, <d>, <e> are extracted as length-1 unique candidates. We set the support for this 
example as 1, (threshold = 1). The threshold is checked and unsatisfying Length-1 unique 
candidates are deleted. As shown is Equation 2, we define the threshold value as the number 
of support traffic sequences to total traffic sequences. The remaining length-1 unique 
candidates generate all possible combinations of Length-2 signature candidates, contiguously. 
i.e. all possible contiguous length-2 candidates that exist in the two sequences. Length-2 
candidates that do not satisfy the threshold value are deleted. The remaining length-2 
candidates generate all possible length-3 contiguous candidates. The threshold value is 
checked again whereby unsatisfying length-3 candidates are deleted. In Fig. 4, length-3 
contiguous candidate “cba”, is extracted as a DNA-like signature with threshold value of 1. 
Similar process iterates to highest length-k phases, according to the input sequences number 
and the defined threshold (Ø).  
 

Threshold (Ø) =  …. (2) 

As further depicted in Fig. 5, CSP algorithm generates contiguous signature candidates and 
DNA-like, unique signatures. The green color highlighted length-3 patterns (seq1, seq3, seq5, 
seq7, seq9 and seq11), are contiguous signature candidates that CSP algorithm generates 
while the black color highlighted patterns (seq2, seq4, seq6, seq8, seq10 and seq12), are 
non-contiguous signature candidates not generated by the proposed CSP algorithm. Moreover, 
although up to 27 contiguous signature candidates can be generated from the three pattern, a, b 
and c, CSP algorithm considers all the patterns differently, that is; abc ≠ acb ≠ bac ≠ bca ≠ cab 
≠ cba. 

 
Fig. 5. Exrtraction of contiguous patterns in CSP algorithm (seq: sequence) 

3.2.2 Pseudocodes for signature generation  
The proposed CSP pseudocode-algorithm part 1, describes the general signature generation 
process. The most common frequent and contiguous substring extracted with highest length-k, 
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is the DNA -like and a unique identifier signature of an application or an application service. 
At first the algorithm orderly extracts unique length-1 candidates SequenceSet and store them 
in Ck set. (Fig. 6, lines 1-4). From the extracted length-1 unique candidates, candidates that 
satisfy the given threshold are extracted and stored in Sk set, (Fig. 6, lines 5-11). All possible 
length-2 to length-k contiguous candidates are generated and only the contiguous candidates 
satisfying the threshold are extracted and stored in C(k+1) set (Fig. 6, lines 12-19). Subsets 
inclusion relation is checked, and all the subsets are deleted (Fig. 6, lines 20~26).  
 

Fig. 6. Pseudocodes for Signature generation  
 

Procedure: Candidates&SignaturesGeneration 

Input: SequenceSet,MinSup 

Output: SignatureSet 

01: k  ← 1,  Ck  ←   Ø; 

02: foreach item i in SequenceSet of seq do  

03:    Ck ←Ck ∪ i;  

04: end // generation of length-1 unique candidates 

05: while Ck ≠Ø do 

06:        Sk ← Ø;  

07:        foreach element e in Ck do 

08:           if (sup(e)) ≥ MinSup then 

09:                Sk ← Sk ∪ e; 

10:           end 

11:      end //length-1 unique cand. MinSup satisfiers 

12:      Ck+1 ← Ø;  

13:      foreach element pair x,y in Sk do 

14:          if  x1,k-1 = y0,k-2   then 

15:                Ck+1 ← Ck+1 ∪ {x0, k-1 + yk-1,k-1}; 

16:          end 

17:      end 

18:      k ← k+1;  

19: end // generation of length-k candidates 

20: foreach Si in i = 1, ... k-1 do 

21:     foreach element x in Si do 

22:          if  ∃y in Sk, k > i s.t  x  ⊂  y  then  

23:               Si ← Si – {x}; 

24:          end 

25:    end 

26: end // subset deletion 

27: return Sk-1; // Output SignatureSet = Sk-1 
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Finally, highest length-k is extracted as a unique application service signature. Set S(k-1), 
(Fig. 6, line 27). CSP algorithm has three strict conditions in generating DNA-like signatures. 
We summarize the conditions, consecutively as follows; 
  

 Neither length-k nor ANY threshold (Ø) is considered during random signature 
candidates generation. However, since CSP algorithm considers length-3 as a 
minimum length for an efficient and significant signature, length-3 and above 
extracted signature candidates with over 0.5 threshold, are considered as potential 
signatures.  

 In any given number of sequences and for any length-k, the threshold (Ø) of a 
signature candidate should be greater than 0.5 (Ø > 0.5), to be considered a 
DNA-like and unique identifier signature of an application or an application 
service  

 Any signature candidate with threshold (Ø) equal or less than 0.5 is neither 
extracted nor considered as a DNA-like and a unique identifier signature. 

 
In Fig. 7, we provide a simple case study to illustrate the proposed Fig. 6. In this process, A 

DNA-like signature of an application(App1) is generated. First, at stage 0 we select an 
application for generating its respective DNA-like signature (App1). At stage 1, six sequences 
(payload contents) of an App1 are extracted from which signature candidates are generated at 
stage 2. At stage 2, signature candidates are randomly generated from Length-1(L1) to 
Length-k(Lk). Stage 1 and 2, are the core stages of DNA-like signature generation. At stage 3, 
the signature candidates are checked for threshold (Ø) satisfaction, where signature candidates 
above 0.5 threshold (Ø) are extracted. Signature candidates with threshold less than or equal to 
0.5 are removed. At stage 4, the signature candidates satisfying the threshold are length 
checked. At this stage, signature candidates with Length-3 or higher (L >=3) are extracted 
while those not satisfying this condition are stored in library, store1. Signature candidates with 
(L >=3) are processed again where the signature candidate with highest length(Lmax) is 
extracted as a DNA-like signature and unique identifier of an application (App1). The 
remaining signature candidates are stores in library store2, for future analysis. 
 

 
Fig. 7. A case study example for the proposed CSP algorithm part 1 
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3.2.3 The architecture and pseudocodes for identification  
 

 
Fig. 8. Applications identification architecture 

 
Once the signatures are generated are stored in a signature library. However, due to application 
traffic dynamic over time caused by network environment such as protocols variations and 
contents being transmitted, the signatures easily lose consistency as false positives rise. To 
encounter this challenge and ensure efficiency in signatures at any time, the applications 
identification architecture is designed as shown in Fig. 8. When the unknown application 
traffic is passed to the signatures library, an identified and unidentified application or 
application service is outputted. The traffic of unidentified application services is collected, 
studied and its signatures are newly generated. From this mechanism, CSP algorithm can 
discover new DNA-like signatures, previously unknown. Old signatures in the library are 
eliminated from the library and stored in a library F for future analysis. Elimination of old 
signatures from the library is necessary to keep the signatures up to date and efficient. 

Fig. 9, is the pseudocodes for Identification process. The unknown application traffic is the 
input to the signatures library. The unknown application traffic is passed to a bunch of 
signatures from which the identified traffic is labelled as App(t) and grouped to identified 
application traffic Tid-Set. Application traffic that is not identified is grouped to unidentified 
traffic Tunid-Set. The identification process iterates until no more unknown application traffic 
to be passed (Fig. 9, lines 1-9). Both, accurately identified traffic and those unidentified are 
returned as Tid and Tunid, respectively (Fig. 9, line 10). 
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Procedure: Apllication Identification  

Input: SignatureSet, Uknown trafficSet 

Output: Identification Results 
01: Tid  ←  Ø, Tunid  ← Ø ;  

02: foreach traffic in unknown trafficSet do 

03:   if  (∃s in SignatureSet s.t  s⊆ t) then  

04:        App(t) ← App(s); 

05:        Tid ← t; 

06: else 

07:        Tunid ← t; 

08:   end 

09: end // traffic identification 

10: return Tid, Tunid  //Identification Results 

Fig. 9. Pseudocode for application identification 
 
 

A case study example for the proposed Fig. 9, solely relies on the DNA-like signature 
generated in Fig. 7. However, due to space limitation we couldn’t include its diagram. In this 
case, an application(App1) is uniquely identified. We take three applications (App1, App2 and 
App3) traffic sequences to a library where a DNA-like signature for App1 is stored. Our 
expectation here is to identify only App1 from the signature. Based on the received sequences, 
a perfect matching should be 100% true positive for App1. However, such a perfect matching 
and identification of App1 is never possible in real network environment due to noise 
sequences. Thus, App2 and App3 may be wrongly identified by noise sequences of application 
(App1), making its true positive always less than 100%.  
 

3.2.4 Analytic comparison of the proposed approach 
Table 3. Evaluation factors for an efficient signatures generating method 

Work  Automation  
%  

Traffic  
level  

# Sequences 
input 

Signatures form 
and length-k  

Threshold 
 (Ø) 

Y. Wang et al. [18] Unanalyzed Session Multiple Regular 
expression 

Used but 
untold value 

M. Cheng et al. [20] Unanalyzed Flow N/A N/A Variant 

FlowAntEater [21] Unanalyzed Flow Multiple Random Used but 
untold value 

S. Yoon et al. [24] Unanalyzed Packet N/A N/A Used but 
untold value  

Hyun-Min An et al 
[27] 

Unanalyzed Packet N/A N/A Used but 
unclear 

SigBox [28] Unanalyzed Flow Multiple Longest length-k N/A 

Proposed method 
 

87.5% 
 

Flow 
 

N (limitless) 
Contiguous & 

DNA-like, 
Minimum Length-3  

> 0.5 

 
In Section 3.2.1 and 3.2.2, we described how contiguous, DNA-like and unique signatures are 
generated based on the proposed TSA system and CSP algorithm for applications and 
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individual application services identification. To justify novelty of the proposed system and 
algorithm, this section, presents two tables, Table 3 and Table 4 that compare the proposed 
TSA system and CSP algorithm to other six works in various aspects. 

Table 3, shows five factors that are significant in evaluating how good a method or a system 
is on packet-payload signatures generation, however, are not standards. Although, all the 
approaches do not analyze to what extent they are automated, the general proposed approach 
system is analyzed to about 87.5% automated, as also explained in section 3.1. If we were 
dealing with generating signatures for identifying a protocol format, then an approach [18] 
utilizes the right traffic level, however in signature generation, flow-level traffic is significant. 
In packet-payload signature generation, the number of sequences collected highly affects the 
final signature to be extracted. Thus, the proposed CSP algorithm is designed to receive 
limitless number of sequences as input. Since CSP algorithm is motivated by the fact that 
frequent and common contiguous packet-payload pattern, are most likely to provide 
uniqueness in applications identification, we generate contiguous, DNA-like signatures of 
length-3, a minimum length. In CSP algorithm, when given N number of sequences, a 
signature candidate must exceed 0.5 threshold (Ø) to be extracted a DNA-like and unique 
signature. Threshold value setting is significant in generating efficient signatures, however the 
rest of the approaches do not clearly clarify.  

Besides, Table 4 in general, summarizes the superiority of the proposed method, as an 
approach capable of identifying both, an application and its individual services. 

 
Table 4. General comparison of the proposed approach over related works 

 
Work 

 
Year 

Proposed  
System 

Developed 
Algorithm 

Identification 
of applications 

Identification 
of individual 
app. services 

Y. Wang et al [18] 2012 ✓ (Unnamed) X ✓ X 
M. Cheng et al [20] 2013 ✓ (Unnamed) X ✓ X 
FlowAntEater [21] 2013 ✓ (FlowAntEater) ✓ (SSMA) ✓ X 
S. Yoon et al [24] 2014 ✓ (Unnamed) X ✓ X 

H. Min An et al. [27] 2015 ✓ (Unnamed) X ✓ X 
SigBox [28] 2017 ✓ (SigBox) ✓ (MSPA) ✓ X 

Proposed method 2017 ✓ (TSA) ✓ (CSP) ✓ ✓ 

4. Experimental Results and Analysis  
This section, presents experimental analysis of five applications, Afreeca, BitTorrent, Skype, 
KakaoTalk and Diablo III. Based on the five HTTP protocol based applications, several 
experiments were conducted to test the feasibility of the proposed TSA system and CSP 
algorithm. Experimental results are presented in three divisions; signature generation, 
applications identification and DNA-like unique signature generation for an application 
individual services identification.  
 

4.1 Time-Space Complexity of the proposed Method.  
In this section, we summarize both time and space complexity of the proposed approach in two 
parts, signature generation and application identification part. Generally, when finding a 
DNA-like signature for long and complicated payload contents of an application or an 
application service, the generation of signature candidates and the DNA-like signatures is 
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done in n nested loops where in each nested loop an independent memory for storage is 
utilized. Therefore, the general running time of CSP algorithm for signature generation at 
worst case is O(nn) time complexity and O(n) in space complexity. However, based on 
signature generation simulations done, 4 nested loops are computed, making the worst-case 
O(n4) and O(n) in time and space complexity, respectively. Once the DNA-like signatures are 
generated, applications identification process follows in which a single loop function is 
involved. Applications identification phase has O(n) and O(1) at its worst-case time and space 
complexity, respectively. 
 

4.2 Flow-level Signature generation.  
We define a flow-level signature as a signature extracted from a set of 3-tuple (source IP, 
destination IP and layer-4 transport protocol, TCP or UDP) packets payloads. Thanks to tools 
such as Wireshark [33] and Microsoft Network Monitor [34], since the identification of 
applications in general is no longer a challenging task. The tools are powerful to extract 
network traffic at any time and identify their origin hosts. However, it is very hard for normal 
network administrators to identify such applications without having sample signatures and it is 
even harder to identify individual services or hosts of an application without the sample 
signatures. The solution of this problem is introduced in section 4.3, where contiguous and 
DNA-like, unique signatures for Afreeca and Diablo III are generated. In Table 5, we present 
HTTP protocol based, sample request lines with their total number extracted for the five 
applications, at flow-level. It should be noted that the sample HTTP request lines in Table 5, 
do not exactly reflect all the number of HTTP protocol based requests lines indicated in the last 
column of Table 5. HTTP request lines vary in almost each web server or web application 
request.  
 

Table 5. HTTP protocol based request lines for the five applicatiuons 

Application HTTP protocol based, sample request line # HTTP request lines 
extracted 

Afreeca  GET /css/global/afmain/afmain.css HTTP/1.1 22 

Bit Torrent GET / HTTP/1.1  
Host: www.bittorrent.com\r\n  

9 

Skype GET / HTTP/1.1 
Host: www.skype.co.kr / Host: skype.daesung.com 

17 

KakaoTalk GET /th/talkp/wkCYS8Ri0V/7cFGY0gvxBtc8YLaeRrzm0/ 
rhop9y_110x110_c.jpg HTTP/1.1 

10 

Diablo III GET /d3/ko/ HTTP/1.1 15 

 

4.3 Applications identification  
Based on Table 5, several flow-level sequences are selected, and several signature candidates 
are extracted. From the extracted signature candidates, those whose threshold values are 
highest, are what depicted in Table 6. As described in section 3, CSP algorithm generates 
signatures from signature candidates whose threshold values exceed 0.5. Since the threshold 
values for all generated signatures are far higher than the 0.5, the applications as well are 
identified with high accuracy. However, a high threshold for a generated signature does not 
always guarantee a high accuracy, because both accuracy and threshold have two different 
mechanisms and the threshold computations are done prior to accuracy computations.  
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 Accuracy  …. (3) 

YES = #Target application traffic identified by a signature, NO = #Target application traffic unidentified by a signature 
 

Table 6. Number of sequences extracted, threshold and accuracy 
Application #traffic 

Sequences 

#support 

sequences 

Threshold  

of a signature 

YES NO Accuracy (%) 

Afreeca 7 5 0.71 9 2 82.80 

Bit Torrent 6 6 1.00 10 0 100.00 

Skype 8 7 0.86 7 1 87.50 

KakaoTalk 5 4 0.80 8 1 88.90 

Diablo III 11 8 0.73 10 1 90.91 

 
Accuracy is defined as the number of target application traffic identified by a signature to a 

total number of target application traffic identified by a signature plus traffic unidentified by a 
signature as shown in Equation 3. An accuracy value ranges from 0% to 100%. If a signature 
matches none of the target application traffic passed to it, then the signature accuracy scores 
0%, whereby if the signature matches all the target application traffic, the signature accuracy 
scores 100%. 
 

4.4 Individual services identification of an application 
In this section, we analyze and generate contiguous, DNA-like and unique signatures to 
identify individual application services (hosts) of two applications, Afreeca and Diablo III. 
Individual application services of an application can be, a messenger service, voice calls 
services, video calls service, file sharing service, shopping, gaming and so on. However, in 
this experiment the individual services, are identified by their DNA-like signatures of 
particular hosts. Table 7 presents 6 packets payload contents belonging to one flow, extracted 
from a host “admin.img.afreecatv.com”. Its respective contiguous and DNA-like signature is 
shown in Table 8. 
 

Table 7. HTTP protocol based request lines for a host “admin.img.afreecatv.com” 
Application service Host Payload contents 

 
 
admin.img.afreecatv.com 

GET /hotissue_vod/2017/07/07/2496595f18a43ec0a.jpg HTTP/1.1 
GET /hotissue_vod/2017/07/07/7274595f18717d956.jpg HTTP/1.1 
GET /hotissue_vod/2017/07/07/6626595ef95f2f555.jpg HTTP/1.1 
GET /hotissue_vod/2017/07/07/2496595f18a43ec0a.jpg HTTP/1.1 
GET /hotissue_vod/2017/07/07/7274595f18717d956.jpg HTTP/1.1 
GET /hotissue_vod/2017/07/07/6626595ef95f2f555.jpg HTTP/1.1 

 
Table 8. DNA-like signature generation for the host “admin.img.afreecatv.com” 
Application # of Sequences 

 
Signature 

Candidates(L-3) 
Threshold DNA-like 

Signature 
 

AfreecaTV 
 

6 
595 1.0  

595 859 0.6 
95f 0.6 



1588                                                              Baraka D Sija et al.: Automatic Payload Signature Generation for Accurate Identification 
of Internet Applications and Application Services 

Table 9, presents 6 HTTP protocol based, sample request lines belonging to one flow, 
extracted from a host “liveimg.afreecatv.co.kr”. Its respective contiguous and DNA-like 
signature is shown in Table 10. From this experiment we could discover that, there is a clear 
DNA-like and unique signature that can identify a specific service of an application. These 
signatures appear contiguously and constant regardless of the number of HTTP requests and 
regardless of a browser that a client may have applied. DNA-like signatures that are solely 
undocumented to average network administrators appear in all forms. The DNA-like 
signatures are composed of either only strings, only numerals, only special characters or a 
mixture of any ASCII codes.  
 

Table 9. HTTP protocol based request lines for a host “liveimg.afreecatv.co.kr” 
Application service Host Payload contents 

 
 
liveimg.afreecatv.co.kr 
 

GET /193887189_240x135.gif?4 HTTP/1.1 
GET /193863873_240x135.gif?3 HTTP/1.1 
GET /193886771_240x135.gif?9 HTTP/1.1 
GET /193884599_240x135.gif?4 HTTP/1.1 
GET /193802223_240x135.gif?7 HTTP/1.1 
GET /193885374_480x270.gif?6 HTTP/1.1 

 
Table 10.  DNA-like signature generation for the host “liveimg.afreecatv.co.kr” 
Application # of Sequences 

 
Signature 

Candidates (L-4) 
Threshold DNA-like 

Signature 
 
 
 

AfreecaTV 

 
 
 

6 

0x13 0.83  
 
 

1938 
 
 

 

1938 1.00 
240x 0.83 
40x1 0.83 
9388 0.66 
_240 0.83 
x135 0.83 

 
Similarly, for Diablo III, Table 11 presents 3 HTTP protocol based, sample request lines 

belonging to one flow, extracted from a host “bnetcmsus-a.akamaihd.net”. Its respective 
contiguous and DNA-like signature is shown in Table 12.  As the payload contents show in 
Table 12, a signature ‘149’ is a DNA-like and unique identifier signature of Diablo III, 
application host “bnetcmsus-a.akamaihd.net”. A single host provides a specific service of an 
application and has a DNA-like signature which is a unique identifier signature of that host 
and the service provided. In Table 11, We couldn’t include many payload content sequences 
due to space limitations.  
 

Table 11. HTTP protocol based request lines for a host “bnetcmsus-a.akamaihd.net” 
Application service Host Payload contents 

 
bnetcmsus-a.akamaihd.net 

GET /cms/blog_thumbnail/7r/7R958LUWZVRO1498773751026.jpg HTTP/1.1 
GET /cms/blog_thumbnail/if/IFQK2ZAUD4Y11497921286440.jpg HTTP/1.1 
GET /cms/blog_thumbnail/vf/VFC4Y21FN8XK1495055257876.jpg HTTP/1.1 

 
Table 12. DNA-like signature generation for the host “bnetcmsus-a.akamaihd.net” 

Application # of Sequences 
 

Signature 
Candidates(L-3) 

Threshold DNA-like 
Signature 

Diablo III 3 149 1.0 149 
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In this section, we have presented experimental results in three divisions; signature 
generation, applications identification and DNA-like unique signature generation for an 
application individual services identification, however, based on experimental analysis focus 
and presentation, comparisons with related works is inapplicable. 

5. Discussion 
Signature generation is the following stage after network application traffic had been collected 
and separated. Indeed, collection of GT (Ground Truth) traffic is done randomly. Random 
collection of traffic which is unavoidable due to the current developed tools, hence results to 
hard manual work on separating the target applications traffic. Moreover, encrypted 
applications such as skype, have limitations on packets payloads signature extraction, however, 
generating signatures for encrypted applications is beyond the contribution of this paper.  

 
 
Table 13. Massive signature candidates’ generation in CSP algorithm (T.S = Total Signatures) 

L-1 (U.P) L-2 L-3 L-4 L-k 

 ‘aa’ ‘aaa’ ‘aaaa’ ‘ak’ 

‘a’ ‘ab’ ‘’ ‘’ ‘’ 

 ‘ac’ ‘’ ‘’ ‘’ 

 ‘ba’ ‘’ ‘’ ‘’ 

‘b’ ‘bc’ “-----” “----” ‘----’ 

 ‘bc’ ‘’ ‘’ ‘’ 

 ‘ca’ ‘’ ‘’ ‘’ 

‘c’ ‘cb’ ‘’ ‘’ ‘’ 

 ‘cc’ ‘ccc’ ‘cccc’ ‘ck’ 

T. S = 3 T. S = 9 T. S = 27 T. S = 81 T. S = 3K 

 
 

The proposed CSP algorithm generates substantial number of signature candidates as shown 
in Table 13 and depicted in Fig. 10. Table 13, shows signature candidates generation from 
length-1(L-1) to length-k(L-k), of length-1(L-1) U.P (Unique Pattern), ‘a’, ‘b’ and ‘c’. TSA 
system is designed to identify both, applications and individual application services instantly 
under CSP algorithm in high accuracy. From the generated flow-level signatures, applications 
with their individual services are identified. However, since the signatures generating module 
is conducted offline, it affects the efficiency of the system as false positives arise. To solve the 
problem and maintain the efficient of the proposed system in general, better techniques are 
under consideration.  
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Fig. 10. Massive signature candidates’ generation in CSP algorithm 

6. Conclusion and Future Work 
This paper, proposes a novel, CSP algorithm for signatures generation in the novel TSA 
system, in which signatures generation and identification of five HTTP protocol based 
applications is conducted. CSP algorithm and TSA system proposals go beyond, as they 
provide an architecture to identify not only an application but also the individual services that 
an application can offer. Although, there are few challenges and limitations such as random 
collection of mixed traffic, manual separation of target traffic, offline signature generation and 
so on, the proposed CSP algorithm shows promising outcomes and stimulates development of 
algorithms on Internet applications signature generations. 

Several tasks remain as our future work on the novel CSP algorithm and TSA system. The 
proposed TSA system still collects GT (Ground Truth) traffic randomly meanwhile the 
signatures generation stage operates offline. This is our major challenge and future work, to 
have the whole TSA system fully automated. We also plan in the future, to provide more 
details, evidences and extended results of the proposed approach, especially on application 
individual services identification.  

Appendix 
TSA:  Traffic collection, Signature generation, Application identification  
CSP:  Contiguous Sequential Patterns 
DSA:  Digital Signature Analysis  
BGA:  Bayes Generation Algorithm  
LCS:  Longest Common String  
BCA:  Behavioral Clustering Algorithm  
ASMA:  Adaptive Shingle Merging Algorithm  
ANN:  Artificial Neural Network  
DL:  Deep Learning  
SAA:  Sequence Alignment Algorithm  
PCA:  Principal Component Analysis  
SSMA:  Systematic Signatures Management Algorithm  
SLA:  Supervised Learning Approach  
DS:  Digital Signature  
MSPA:  Modified Sequence Pattern Algorithm 
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