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Abstract

With the types and targets of cyber attacks expanding and with personal information leaks increasing,
the quantitative demand for information security specialists has increased. The base for training the workforce
has expanded accordingly, but joblessness and job-seeking still coexist. To resolve the gap between labor
demand and supply, education and training systems that can supply demand quickly are needed. It takes
a considerable amount of time for information security education and new manpower supply through universities
and graduate schools to be reflected in the market. However, if information security retraining is carried
out in terms of career development of information security and related workforce, the problem of lack of
experts could be solved in a relatively short period. This paper investigates and analyzes the information
security work of the information security workforce, the degree of skill level, the need for retraining, and
the workplace migration experience; it also discusses the direction of career development retraining.
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Zroll frel gk Apol7} QIAINE Auls H Qo b gt o]} = vehd 9F AR YL 7=
M= 2ol 7k iek(2E 1 Wif-ols, L& 2 GF 2 ARA|2E 9 HE A JHHET 8
AT (B E), 25 3 AFAE(A1S)). TAR A et Alug oA W
ol 7 ERt R Al e nar
322 ARIAHoS A2 BARel i ola), Aoy @ Bl 34
B Ao A G FRES FoF Fa AT ol ok HA A4 gl ool ot %A
A2 g9 14700, <Table 1> A4 L w0 Aus ded s w4 vERG
2 SUAEY SuE +20 4veg A Ba  QEAddde A% daE 57 9 Y AL
& 5o BE A, SHAES o047 5Y, B AR L AT 9 Ao, Su3
d oARE VIEe® W s 3 "t B30 B 2 i Aas B84 EE WA vehd
Aol 7k QleAE Mg Aol QA e AuA 28 29 HHolr). 53,
QAL 500 o) SUAE WE /12QFAAY LRAE B9 S SAgE
= 326, Aalg BRALE Ht2 3660t A = BF A UEEAT Aus dedEE
{Table 1> Major Knowledge and Skills of Information Security
Mean of All Respondents Mean of Skilled Lx.svel
(measured by five-point scale) by Tumovq Expepence
(measured by five-point scale)
Skilled Needed « )
Level Level b-a Héfoi)t Gljjjp F-value/p-value
(a) (b)
(1) Basic Skills 380 380 - 354 39 14.063 /0.000"
(2) Project Management 338 344 0.06 314 352 8442 /0.004"
(3) Related Laws and Regulations 307 375 068 270 330 19925 /0.000"
(4) Mathematical/Statistical Ability 2.17 326 049 266 2.83 1533 0217
(5) Information System Management 350 335 -0.15 326 34 907 /0.003”
© Igzﬁgﬁ’;fbﬂiw for Security 360 | 36 | 08 | 33 | 37 | 1364 /00007
(7) Computer Network, Protocols, Network _ .
Serc?;ity Meth odoigy 345 357 0.12 328 356 4909 /0.028
(8) Programming Skills 265 32 0.60 258 270 0627 /0429
©) [ipt;atgl;dflft;p;/sulnerabﬂities and Related 25 257 031 2 264 2790 100%
(10) Vulnerabilities of Security Systems 340 381 041 326 349 2921 /0.089
(11) Penetration Testing Tools and Techniques 2.6 366 1.10 2.56 256 0.000 /0990
(12) Business Continity and Risk Management 309 364 055 274 331 17562 /0.000™
(13) New Threats and Security Environments 331 3% 065 317 340 3283 /0.071
(14) Customer or Industry Characteristics 350 362 012 318 370 16690 /0.000™
Average Career Years 45yr 8.3yr Total Mean 6.8yr

P<005, “p<00L
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{Table 2) Turnover Causes of Respondents Who had Experiences of Workplace Turnover
T‘gﬁ‘s’i M @) 3 ) ) ®) @) ®)
Previous Org. Difficulty | Charm of Expertise Salary & | Circums- Org. Etc.
Workplace Culture | of Duties Duties Development | Incentives tance Restructuring
) Information 8% 7% % - - 15% 17% -
Security
21T - - - 51% - - - 49%
3) Government & ~ ~ _ ~ 7% _ ~ 13%
Agency
4) Financial - - - - 100% - - -
5) Etc. - - - - 8% - 22% -
Tamover| @ 3 ) © ©®) ™ ®
Previ 4SS Org.  [Difficulty of| Charm of | Expertise | Salary & | Circums- Org. Etc.
€evious . . . .
Culture Duties Duties Development | Incentives tance Restructuring
Duty
D Igfe‘c’ﬁnr??;“’“ 12% 4% 1% 13% 0% 4% 9% 18%
2 1T 5% - 16% 24% 26% 8% 5% 16%
3) no IS/IT 12% - 12% 12% 31% 8% 15% 12%
(Table 3) Turnover Path of Respondents Who had Experiences of Workplace Turnover
Current
Workplace 1) Information 2) 1T 3) Government 4) Financial 5) Etc.
Previous Security & Agency
Workplace
1) Information Security 51% 20% 10% 3% 10%
21T 39% 29% 12% 6% 14%
3) Government & Agency 3% 4% 9% 43% 9%
4) Financial 18% 9% 64% 9% 0%
5) Etc. 35% 4% 9% 4% 48%
4. BM gl AIAE W 27 5o SUARE UAT Aug BagE
T =2 AR it Aftasr)3Es B3 gy
AEES Fof JFAAFAERE 7 HId 7137} Ao B A A 4 2718 FHEka A
5o AZste AR Ang WAAEE  FEAW QR FEEE ol g Fovt Ee
] 5 2 A et 53] A2 By ¢ Ao FAHAT wepA] ARG Fof A4t
Htstol digh ofsl], Ak B A FAFH FAl] st wG, AF HAE 22y ~7
BE AN A4 @ ools) 5 5o hF Ang Sol dshAE Ang Fe] opd, AL FIA
LoAETL =4 e ARG 2oF Al A4 o] WA HAHojok gl
of ek Aus Fo7t =2 Ao FAHJG HAo] ARET HAEJAR o587 A 2%
EH AT HAE BT YO A 5, R J)gke]l 4uns ARQA A9 o AAfL 5
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