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Along with the increase of internet shopping, crimes that exploited personal information on the
invoice of goods are becoming more and more advanced and becoming more and more classified from the
interception of goods through voice phishing attack, injury, sexual offense. Therefore, in order to guarantee the
anonymity of the customer's delivery information, there is a need for a delivery tracking prevention system
which keeps the route information of the product's destination secret among delivery companies. For this
purpose, We suggest that delivery tracing protect model based smart contract for guaranteed anonymity to
protect the anonymity by encrypting delivery information and by separation of payment and personal information
using the anonymity technique of block chain-based cryptography. Our proposed model contributes to expansion
of internet shopping based on block chaining by providing information about product sales to company and
guaranteeing anonymity of customer's delivery information to customer.
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Transaction Transaction
A
!
ID:  Hash(CurrentTransaction)
Account : #222
Amount: 30
1D of Prevransaction :
000000 Hash(PreviousTransaction)
Encryption: LN
Enc(Hash(PreviousTransaction) Receiver's PubKfy)
Signature :
Enc(Hash(CurrentTransaction), Sender sPrivey)

send :
receive /\ecewe

Sender Reciver

[Fig. 2] Confidentiality protection model of transaction
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[Fig. 3] Call Flow of Smart Contact-based Delivery
System
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[Fig. 4] Delivery Tracking Preventing Model for Smart
Contract
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