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ABSTRACT

What is individuals’ privacy notion, and does it change with the social roles taken up by them? We explored
these questions using a qualitative interpretive research approach. We found that individuals have mixed notion
of privacy. Individuals view privacy either as a commodity or as a control. Further, we found that an individual's
privacy notion is a function of their social role within the society and their privacy preferences. Our research
points to the importance of expanding the notion of privacy to encompass a broader understanding of privacy
preferences. We theorize our findings using social penetration theory and presents a privacy model which pro-
vides the logical framework for interpreting people’s views on privacy.
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I . Introduction

In today’s highly developed digitized society, it
is easy to track a citizen, a consumer, or an employee.
From good morning ‘tweet’” on Twitter to a private
message on Facebook can reveal where in earth one
is. This mysterious disclosure of location without
the knowledge of user highlights the issue of privacy.
Further, the networked world of technology heightens
the concern for privacy as today’s devices from elec-

tronic photo frames, recorders, to mobile phones

have possibilities to access information, which further
brings the issue of privacy management. This can
be substantiated with a recent incident where
Amazon’s voice assistant Alexa, recorded and send
personal conversations of a family to one of their
contacts. The owner of the device was completely
devastated and regarded the incident as “a total pri-
vacy invasion. I'm never plugging that device in again
because 1 can’t trust it” (Economic Times, 2018)".
Recent surveys too have revealed that privacy is a
major concern for people in this digjtal age (Kokolakis,
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2017). However, this concern is paradoxical as these
same people on one hand reveal their personal in-
formation over social networking sites and e-com-
merce sites for minute rewards and on other hand
they get worried when e-commerce firms collect their
information and product needs for their strategic
promotions and profiling. This difference in attitude
towards privacy and actual self-disclosure behaviour
has led us to undertake this study by posing the
fundamental question “What is privacy for people?”.

Despite the broader concern for privacy, there has
been little work done on understanding the privacy
(Bélanger and Crossler, 2011; Smith et al., 2011).
The literature in Information Systems (IS) have pre-
dominately focussed on the concept of information
privacy (Bélanger and Crossler, 2011; Pavlou, 2011),
which mainly refers to understanding an individual’s
desire to control information about himself/herself.
Understanding the information privacy in IS notion
has been studied typically by focussing on samples
pertaining to students and individuals from USA.
Information privacy researchers in the past have
found that individual’s information privacy concern
is reflected in their attitude, which in-turn, affects
their preferences to use personalization (Chellappa
and Sin, 2005), online transactions, willingness to
get profiled (Van Slyke et al., 2006), and regulatory
environment (Milberg et al., 2000). Various others
try to identify the concerns individuals have from
privacy practices followed by organizations (Smith
et al., 1996). Despite the numerous attempts made
by the previous scholars, the picture on privacy defi-
nitions and concepts is hazy and fragmented (Smith

1) Reuters, May 25 2018, Amazon Alexa overhears family's
private conversation, sends it to random contact, Economic
Times, accessed on 1 June 2018; https://economictimes.i
ndiatimes.com/magazines/panache/amazon-alexa-overhear
s-familys-private-conversation-sends-it-to-random-contact/
articleshow/64313764.cms

et al,, 2011). Individuals engage in various roles in
their life which results in the varied notions of privacy.
Majority of the online users have refused to give
out their personal information accurately on the web-
sites due to their privacy concerns and have shown
to avoid self-disclosure (Lwin and Williams, 2003).
The focus of this paper is to present a picture which
is not obscure and dears the douds of doubt regarding
what is privacy and how does this notion of privacy
self-regulation vary among individuals.

Interplay of the status and role one has in the
society constitutes the notion of privacy. Every in-
dividual has different take on privacy. Therefore,
in order to understand it, we pose two research ques-
tions: (1) What is privacy for people? (2) Does privacy
notion changes with social roles? This study discusses
the privacy notion of people who occupy various
positions in society as being a consumer, citizen,
employee, or a family member. Mainly, this study
highlights the boundary conditions of self-disclosure
of private information. We have used social pene-
tration theory as an appropriate lens to examine the
self- regulation behaviour of an individual. We devel-
op a privacy model, which helps in unbundling
the self-disclosure boundary conditions for the
individuals. Theoretically, we contribute to the liter-
ature by enhancing the understanding of the privacy
spectrum as a function of individual self-disclosure
and privacy preferences, practices, and concerns.
Practically, we contribute by providing the marketers
and e-commerce players with an understanding of
their customer’s privacy concerns and preferences.

The rest of the paper is organized as follows. First,
the relevant literature on privacy and self-disclosure
is presented. Next, theoretical and research approach
for addressing the research question are described.
The following section presents the general notion
of privacy amongst the individuals. Finally, the paper
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concludes by presenting the interpretation of the

data, drawing upon the social penetration theory.

II. Literature Review and Theoretical
Background

2.1. Privacy as a Construct

Privacy in literature in definitional form is classi-
fied into two different views, namely, value and
cognition. Value-based view regards privacy as an
integral part of the moral value of the society, which
considers privacy ‘as a right and ‘as a commodity’.
On the contrary, cognitive-based view used in empiri-
cal research, considers privacy as individuals’ cog-
nition and perceptions, unlike value-based view
which considers privacy as moral value or norms.
Cognition-based view recognizes privacy ‘as a state’
and ‘as a control. We try to understand the notion
of privacy amongst individuals. As per privacy as
a right perspective, privacy is a human right (Milberg
et al, 2000). According to the commodity view
(Bennett, 1995), individual view privacy as a com-
modity which can be assigned an economic value
to be considered in cost-benefit calculation. For in-
stance, websites collect customer’s personal in-
formation for understanding customer’s needs in ex-
change for personalized gifts (Smith et al., 2011)
or financial rewards (Wang et al, 1998). As per privacy
as a state, privacy is considered as consisting of four
sub-states, namely, anonymity, solitude, reserve, and
intimacy (Westin, 1967). Finally, privacy as a control
equates the privacy definition to ability to control
(Westin, 1967). When individuals are comfortable
with the management of their personal information,
lesser are their privacy concerns (Sheehan and Hoy,

2000), which is more psychological in nature.

The extant literature has studied privacy both as
a psychological as well as a behavioural concept
(Margulis, 2003). Most of the research work on pri-
vacy is guided by the privacy theories provided by
Altman and Westin (Margulis, 2003). According to
Westin (1967), “Privacy is the claim of individuals,
groups, or institutions to determine for themselves when,
how, and to what extent information about them is
communicated to others. Viewed in terms of the relation
of the individual to social participation, privacy is a
voluntary and temporary withdrawal of a person from
the general society through physical or psychological
means, either in a state of solitude or small group in-
timacy or, when among large groups, in a condition
of anonymity or reserve.”

As per Westin’s definition, privacy is a dynamic
process (Buchmann, 2014), wherein individuals try
to control the flow of information i.e., “control of
input from others” and “control of output to others”.
Manoeuvring of information includes act of conceal-
ing certain aspects of one’s identity and revealing
some aspects. This suggests that it is an individual’s
call on how they reveal themselves in front of the
social world. Interplay of the status and role influences
people’s self-display. Moreover, societal and custom-
ary definition defines people’s privacy preferences
(Buchmann, 2014) and concerns (Pavlou, 2011).
Privacy preferences means what, how, how much,
where, and when people want to reveal or conceal
information and varies from person to person
(Buchmann, 2014).

Privacy concern has gained prominent focus by
IS researchers as well in the last few decades (Bélanger
et al.,, 2011; Cao et al., 2008; Pavlou, 2011). One
of the reasons for the increase in the number of
papers in privacy area is the transition from tradi-
tional to the digital era. However, most of the research

in IS field hovers around “how to preserve privacy”

260 Asia Pacific Journal of Information Systems

Vol. 28 No. 4



Sana Ansari, Sumeet Gupta

rather than “what privacy is” (Milberg et al., 2000;
Smith, 2001). We in this paper try to bridge this
gap by focussing on what is privacy for people and
does privacy changes with different social roles. The
reason these questions are crucial to examine because
it helps us understand the paradoxical nature of
humans. As individuals today openly compromise
their privacy concerns for incentives on online plat-
forms however remains sceptical in sharing in-
formation when asked offline. Moreover, individual’s
identity varies with the groups they belong to. Mostly
they have multiple identities as being part of various
groups simultaneously, be it lunch group, product
development group or a work group. For instance,
an individual share his personally, identifiable in-
formation freely on the internet. But when in a group
which has social norms of not disclosing their in-
formation online, the person has to modify his risk
beliefs in order to get socially recognized. This sug-
gests that the social role individuals occupy has influ-
ence on their privacy behavior. Prior research also
supports the positive impact of social influence in
an individual’s behaviour (Deutsch and Gerard,
1955). These questions thus, helped us unveil the
exact attitude of individuals towards privacy and the
role of social role in shaping the same.

As society transition towards digitization, liter-
ature raises the concern towards privacy. For instance,
Mason (1986) raised serious ethical informational
debate, and accurately predicted that increased reli-
ance of society on information would increase con-
cerns for privacy, accuracy, property, and accessibility.
Later in 1999, dimensions of privacy were identified
as the individual privacy, privacy of behaviour, com-
munication privacy, and personal data privacy
(Clarke, 1999). After the advent of digitization of
information, researchers began treating personal

communication and data privacy as a single construct

and named it as information privacy (Malhotra et
al., 2004).

The definition of Information Privacy has been
explored heavily in the extant literature (Culnan et
al.,, 1999; Malhotra et al., 2004; Smith et al., 2011;
Smith et al., 1996). However, most of the definitions
hover around information control and offer little
variation. For instance, Smith et al. (1996) discuss
information privacy under pillars of personally identi-
fiable information storage and data collection, secon-
dary usage of collected information, access of data
to unauthorized people, and inadequacy of prevention
of purposeful and inadvertent errors, whereas a few
researchers define privacy around collection, process-
ing, dissemination and invasion of information
(Solove, 2004; Solove, 2008). Clarke (1999) ornately
refers information privacy as an individual’s view on
the usage of data about themselves by third parties through
accessing control and granting possession permission.

Information privacy researchers in the past have
found that individual’s information privacy concern
is reflected in their attitude, which in-turn, affects
their preferences to use personalization (Chellappa
and Sin, 2005), online transactions, willingness to
get profiled (Van Slyke et al., 2006), and regulatory
environment (Milberg et al., 2000). Their research
reveals that people are concerned about sharing per-
sonal information online (Vladlena et al., 2015).
Online users adopt various privacy-protection meas-
ures to protect their personal information such as
providing false information (Fox et al., 2000). Posey
et al. (2013) highlighted protection motivation behav-
iours as an approach to understand privacy-pro-
tection measures. According to (Goodwin, 1991) pri-
vacy protection means “managing the release of the
personal information while diverting unwanted in-
trusions”. Individuals may either take logical or use
technological protection tools (software and hard-
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ware) as a tool to self-regulate their privacy behaviour.

Most of the extant literature measure privacy as
privacy concerns (Culnan, 1985; Malhotra et al,, 2004;
Pavlou, 2011) with an immediate focus on individual
level. Apart from extensive focus on individual level
of analysis, literature has also focussed on societal
level with the main focus on regulation. Notable
works are on market regulation pertaining to in-
formation privacy, and on protection of citizen’s right
to privacy through industry and government regu-
lation (Bennett and Raab, 1997; Bowie and Jamal,
2006). In general, privacy concerns are associated
with personality differences (Bansal and Gefen, 2010),
cultural differences (Dinev and Hart, 2006), and dem-
ographic differences (Culnan and Armstrong, 1999;
Sheehan and Hoy, 2000). Furthermore, it is found
that individual differences impact privacy-related be-
haviour (Taddicken, 2014). Various individual differ-
ences such as gender (Hichang, 2010), culture
(Bellman et al., 2004), internet experience (Bellman
et al, 2004), and level of activity (Lewis et al., 2008)
has been considered in the past. However, not much
focus on individual’s social roles and individual’s
self-regulation behaviour towards privacy notion has
been examined yet. Researchers have tried to identify
the concerns individuals have from privacy practices
followed by the organizations (Smith et al., 1996).
We try to expand the horizon of understanding on
privacy by focussing on people’s self-disclosure, pri-
vacy preferences, concerns, and practices they engage
in. To do so, we use the theoretical lens of social

penetration theory as discussed below.
2.2. Social Penetration Theory
Developed by Irwin Altman and Dallas Taylor

in 1973, social penetration theory (SPT) was used
primarily by communication studies while studying

relationship bonding. SPT describes the process of
making a relationship bond from superficial to more
intimate (Altman and Taylor, 1973). According to
this theory any relationship begins or deepens
through self-disclosures. For instance, when people
first start interacting with any website, be it e-com-
merce site, a government site, or a social networking
site. People initially hesitate to share all their details
publicly and once they gain confidence with the site
and are satisfied with their handling of personal data,
they increase they self-disclosure boundary. Self-dis-
closure can be applied in varied contexts including
friendships, social groups, work relationships, and
family relations. In case of computer-mediated com-
munication SPT has previously been applied to the
context of online dating (Whitty, 2008) and online
communities (Posey et al., 2010).

SPT posits that people assess interpersonal rewards
and costs and satisfaction and dissatisfaction gained
from interaction with others, and that the advancement
of a relationship is heavily dependent on the amount
and nature of the rewards and costs (Altman and
Taylor, 1973; Posey et al., 2010). In other words,
SPT views privacy as a commodity. Altman and
Taylor (1973), in their seminal paper laid down the
onion metaphor to explain the concept of self-dis-
closure amongst individuals. Onion as a metaphor
depicts the layers each individual possesses. Similar
to onion, outer layers of an individual are visible
and easily assessable to the outer world. As the layers
deepen towards the centre, individual’s vulnerability
increases. The central layers contain information
which a person shares with another entity only if
the relationship deepens.

The case is similar to that of people on social
media platform, whereby, initially while building
their profile they reveal information which is easily
assessable without much probing. Later as they be-
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come comfortable on the site, people start sharing
their personal thoughts and activities. Distal layers
of individual’s personality are not shed at once but
opens up gradually as the relationship deepens. SPT
talks of two important variables: depth and breadth.
Depth is the degree of intimacy and breadth is the
number of topics discussed.

With every information disclosed, vulnerability
of an individual increases. The extent to which an
individual wants to reveal the information depends
on the cost-reward assessment (Posey et al., 2010).
An information is shared when rewards outweigh
costs. For instance, people reveal their information
on e-commerce (or social networking site) site if
they see the benefits of sharing the information.
However, factors such as gender, religion, social sta-
tus, culture inhibits one’s self-disclosure behaviour.
The cost calculus taken by individuals does not con-
sider individual’s social status and cultural in-
clinations into account. We argue that social status
and cultural inclinations affect individual’s privacy
notion measured in terms of self-disclosure. To test
our hypothesis, we tried to understand people’s pri-
vacy notion, which helped in expanding the privacy
spectrum by analysing people’s privacy preferences,
concerns, and practices.

Ill. Research Approach

In order to test the hypothesis, we conducted

<Table 1> Descriptive Statistics of Respondents

semi-structured interviews (refer <Appendix A> for
interview questions). As we are interested in testing
influence of social status and roles on privacy self-dis-
closure behaviour, we selected housewives, students,
software engineers, teachers, and bank employees
as respondents for this study. We talked to 12 re-
spondents for understanding their views on privacy.
Descriptive statistics of the respondents are presented
in <Table 1>. The questions asked to all 12 inter-
viewees remained the same. However, some addi-
tional questions emerged as we proceeded with the
interview. During the entire duration of the interview,
we made sure that interviewees did not feel pressured
and were comfortable in answering the questions.
Furthermore, the word privacy was never revealed
to the interviewees during the discourse. Rather we
were trying to make sense of their ideas on privacy
based on their behaviour of revealing and concealing
information using interpretive research technique.
The subsequent section outlines individual’s views
on privacy by describing what is privacy to them
as being a consumer, an Indian citizen, an employee
or a caring family member. The reason we are consid-
ering different roles into account so as to obtain
a dlear picture of an individual’s privacy notion spec-
trum and to understand if privacy is just treated
as a commodity, as a right, as a state, or as a control
by individuals. Mostly, as an individual as a customer
might reveal (or conceal) more hidden information
in a hope of getting personalized attention but not

reveal as much as an employee.

Variable Category Frequency (%)
cend Male 5 (41.67%)
nder
Female 7 (58.33%)
Under 30 8 (66.6%)
Age
Above 30 4 (33.33%)
Total 12 (100%)
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IV. Privacy and Its Notion Amongst
Individuals

4.1. As a Customer

“Marriage is around the corner and I haven’t finalized
my dresses...but why am I getting these obnoxious mails
from Amazon...now whole Facebook page is filled with
advertisements of dresses I have window shopped online.
This is now allowing me to live freely.”

The above are the feelings of a distressed female
customer. The enormous usage of digital marketing
and recommendation systems by e-commerce sites
for making a customer’s life easy is actually invading
people’s life. However, it may not be true as another
customer who works as a software engineer holds
the contrary view and states that, ‘T like receiving
them as it helps me in knowing the offers and at times
help me in grabbing great deals. In fact, I bought my
recent mini Bluetooth speakers because of personalized
offer given to me.”

Simultaneously, there seems unanimity amongst
the participants regarding the trust they have on
the e-commerce brands known to them. People are
comfortable revealing their mail address, residential
addresses and phone number on these well-known
established sites as they feel that information can
hardly be misused. One of the customers mentions
that “I always think twice before revealing my details
especially my contact number to the lesser known sites...
I don’t think mail id can cause any harm. But, I give
my mail id which is not linked to my bank accounts
as it helps me get offers and discounts.”

Contrary to the trust factor people have on e-com-
merce platforms regarding personal information being
used sensibly, they do not have the same amount of
trust when it comes to saving their cards on online shop-
ping portals. This is revealed in the following excerpts.

Interviewer: Do you have your debit/credit cards
details saved on Amazon?

Customer 1: No, due to cyber security issues. The
thing is that if cards are stored on sites, then there
is a probability that the card and password combination
might get hacked.

Customer 2: I particularly am afraid regarding credit
card information being stored on Amazon website.
Generally, whenever I do any transaction through credit
card, immediately once the transaction is done, there
will be a call, saying that they are calling from such
and such credit card company, telling that you are
using so and so credit card, and we would like to offer
you another credit card, for which we require certain
information. This phone call happens immediately after
any credit card transaction; and it’s not authorized.
Because of this reason, I generally don’t prefer to use
credit card, I use it only when no other option is available.
In credit card, such a foul game always happens. So,
I fear that some third party will use my data without
my permission.

Customer 3: Yes, I do have saved my card details.
However, those details cannot be used unless I enter
my CIV (Card Identification Value) information, which
is available only with me.

Customer 4: I only prefer COD (cash on delivery),
as I am afraid to operate through net banking, and
I ‘m not even aware that there is a provision to save

cards as well.

This passage shows that there is a clear distinction
regarding which information people want to reveal.
Most of the people are worried revealing their finan-
cial information, even on the sites which they find
trustworthy. However, there seems no dissonance
in the disclosure of demographic information, includ-
ing residential address, mail id and contact number

in exchange of personalized offers and discounts.
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42. As an Indian Citizen

People are aware that all of their demographic
information, financial transactions, and biometric de-
tails (for Aadhar card holders) are available with
the government. In spite of that people have no fear
of losing information or information being misused
by the government because of the immense trust
they have on the system. They are free to share the
information which is not private if requested by the
government. The following excerpt depicts this.

Interviewer: What type of information you are will-
ing to share with the government?

Interviewee: I can give my details but not the private
ones. For example, if they ask me about my girlfriend,
I am not willing to share it. I can share any official
details.

Though people are happily willing to share their
official information with the government but when
comes to the method of the data collection used
by the government, it bothers them. As one of the
interviewees mentions “I am hesitant to share my
details when a third party is involved in collecting in-
formation on behalf of government. I feel more secure
when I have to fill data directly in the form (online
or offline) and directly have to submit it on the prescribed
centre/ website.”

This suggests that digitization of the data collection
process for any governmental scheme will enhance
its transparency and trust for the scheme. Of course,
this requires a cautious attitude by the government

for ensuring data security.
4.3. As an Employee

Most people as employees prefer to reveal most

confined information to their employer. Most

of the participants in case of relocation have not
informed their updated residential address. While
for the central and state government employees,
employer has all of the information as that of
government. Most employees have added their pa-
rents and spouse as their dependents for accessing
benefits of health insurance. Respondents stated that
they reveal only such information to their employers
which is beneficial for them in professional career.

This suggests that when sharing information with
the employer, people have greater restrictive bounda-
ries as compared to when they are in the role of

a customer. Also, people make calculative moves.

4.4. As a Family Member

Most of the participants were puzzled when the
question “What does your family know about you?”
was put forth to them. The immediate response re-
ceived was “Everything”. However, after a deeper
thinking, people started opening up and revealed
that mostly family knows about their eating prefer-
ences, as their family members always poke them
asking what they would like to have. The question
mostly comes from their mothers.

One of the participants responded “Almost
everything. They know my preferences. They know What
I like and what I don’t like. What kind of person I
am though not completely because recently I have been
away from my family for last six years. They don’t
probably know what kind of person I am right now.
But yeah, the basic taste and basic nature I have, like
my temper, my favourite food, my dislikes, the way
I react to situations, the way I talk to people. So, they
know basic information about me”.

This passage suggests that, individuals though very
close to their family, reveal information mostly about
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their preferences and nature. However, there are pos-
sessions which they confine it to themselves. Clearly,
it is evident that people have less privacy concern
when it comes to family. Next section tries to explore
what forms the privacy attitude for an individual.

4.5. The Interpretation of Privacy

This section first defines privacy for individuals
through a hierarchal model. Later privacy model is

developed to understand the notion of privacy.
4.5.1. What is Privacy

There are certain matters which people try hard
to conceal. For instance, revealing financial details
at times occupies low status than revealing personal
feelings. One of the interviewees mentions: “I prefer
to write about my feelings in diary. Initially I used
to write in a diary. But now I write in random places,
mostly in my laptop, which is password protected. It’s
not very easy for any random stranger to make out
my thoughts and views from that. It’s only me, who
can club the pieces of puzzle, and justify my feelings.”
This suggests that people don’t anticipate the fear
of information misuse by others while they try to
conceal it as much as they can due to the fact that
they consider it as a signal of freedom.

Another instance depicts different notion of pri-
vacy, according to a respondent “I prefer not to reveal
my shopping expenses to others. Also, I do not share
the contents which is likely to upset/disturb my husband,
this could also include my shopping expenditure. At
times I lower the shopping expenditure, if it exceeds
my upper limit and then reveal it to my husband. I
always want to portray a good picture to my family
or for husband. I would never reveal any bad experience

of mine with them as it may disturb them.”

Privacy, if looked into the above statement, will
include all those feelings which are likely to stress
one’s life. Like for example in this case, the respondent
discusses shopping expenditure, which at times can
cause trouble in her life. Thus, she prefers to reveal
all such information which portrays a good picture
about her. Moreover, privacy notion also includes
protecting all that information which helps people
avoiding misperceptions and judgement against them.
There are other feelings which are also not known
to the inner circle of the individual. For most people
future career aspiration plans, negative emotions;
stress, bank passwords, mental state, personal docu-
ments, including photographs; financial documents
involving investment and salary slips are hard to
reveal. From the above discussions, it is clearly re-
vealed that the notion of privacy amongst individuals
vary depending upon the role they are assuming.
Family occupies the position where people have low-
est concern revealing their privacy with. While as
an employee they have highest concern revealing
their information to their employer. Thus, it implies
that individual’s privacy notion shifts with transition
in the role in life. Additionally, people have informed
consent issue, which means they get offended, if their
information is being shared by a third party in the
absence of their knowledge. Based on the findings
from the interviews, we developed a hierarchal model
of information disclosure (<Figure 1>).

It can be inferred from the interviews that people
mostly view notion of privacy as a mix of commodity
and control. In other words, people like to receive
the benefits of revealing information in most of the
cases but enjoy further if the revealed information
is in their control. Further, it can be seen that people’s
social roles influences their privacy notion. Individuals
are subjected to think and follow as per their peers.

For instance, an individual explained that due to
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High effort in concealing
information

A

Personal Feelings

Core layer

A

Financial details , personal
documents, bank passwords,
negative emotions

Information related to family, sharing of
laptop, sharing of storage devices, past
experiences, relationship information

Low effort in concealing
information

Contact number, Eating preferences

Demographic information, date of birth sans year, address, e-mail

Peripheral layers

address, health information, educational background, happiness

<Figure 1> Hierarchical Model of Privacy Concern Among Individuals

his office colleague he always locks his computer
system before going for a break even as short as
five minutes. The same individual agreed that he
prefer revealing his personal system passwords to
friends and family if required. This suggest that social
role as an influence on individual’s privacy.

As per social penetration theory we have presented
the model of privacy preferences in five step hier-
archal form. Of which people have higher concern
in revealing the stuff occupying the peak position,
that is, it requires more effort from an individual
to conceal them. The items occupying top positions
describe the core of an individual’s personality. While
the one at the footstep requires lesser effort in terms
of concealing.

Based on the interpretations and open coding,
we identified two parameters, information controll-

ability and perceived risk of information misuse

(<Figure 2> presents the privacy model). These two
parameters are also consonant with SPT and privacy
definition. Information controllability means the ef-
fort one puts in to conceal the information. While
perceived risk of information misuse can be defined
as the risk one believes one has in information being
misused by others if revealed.

Information occupying low information controll-
ability and low perceived risk of information misuse
quadrant implies people easily reveal this information
assuming lower risk of getting information being
misused. On the other hand, people try hard to con-
ceal the information regarding personal feelings
(what one is thinking about) but perceive it to have
lesser risk of being misused. Moreover, despite the
higher perceived risk of information misuse, in-
dividuals put less effort in concealing their contact
number. A mobile application which enjoys the priv-
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High

Contact Number

»
>

Financial documents, bank passwords,
sharing of storage devices (hard disk,
and pendrives)

Demographic details, address,
email, health information,
educational background

Perceived Risk of Information Misuse

Personal feelings ,Mental status,
Negative emotions

Low

v

High

Information Controllability

<Figure 2> Privacy Model

ilege of accessing one’s contact list increases the risk
of contact number being misused by third parties.
Financial documents and transactions fall in the
quadrant where both perceived risk of information

misuse and information controllability is high.

V. Discussion and Implication

The objective of the study was to understand the
notion of privacy and to examine if the notion varies
with the different social roles undertaken by an
individual. Studies on self-disclosure have previously
focused on understanding what leads people to share
knowledge in online communities (Chiu et al., 2006),
and how to foster trust among customers who dis-
closes their information in online platforms (Porter
and Donthu, 2008). The studies on privacy in IS
have focussed primarily on regulation (Bennett and
Raab, 1997; Milberg et al., 2000; Smith, 2001). Milberg

et al. (2000) found that if consumers are not satisfied
with the way firm is protecting their privacy well,
they then distrust self-regulation and prefer govern-
ment regulation. On the cultural level, some studies
have compared privacy laws of United States (U.S.)
and Europe with the view to understand the notion
of privacy as a right versus as a commodity (Jentzsch,
2001; Smith, 2001). It was found that European pri-
vacy laws are more inclined towards right view as
compared to U.S. However, these studies have larger
focus on the countries laws over the individual’s
privacy notion. Therefore, we in this study tried to
focus on individual’s privacy notion. We find that
individuals have mixed notion of privacy, that is,
their view towards privacy is both of commodity
and control. One view dominates at a time, although,
it fluctuates as per human needs. Next, we examined
the influence of social role in the notion of privacy.
The results reveal that the privacy notion of an in-
dividual is a function of an individual’s role in the
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society and their privacy preferences. Our hier-
archical and privacy model enhances understanding
on privacy spectrum of an individual. In summary;,
our results suggest that individual’s self-disclosure
and privacy notion is a function of social role and
privacy preferences and they view privacy either as
a right or as a commodity as per their privacy
preferences.

The study has a few interesting implications for
theory as well as practice. Theoretically, we contribute
to the literature by enhancing the understanding of
the privacy spectrum as a function of individual
self-disclosure and privacy preferences, practices, and
concerns. Further, we contribute by enhancing our
understanding about the notion of individual’s pri-
vacy and explaining the role of social role in shaping
attitude towards privacy in general thus adding to
the IS literature explain privacy paradox. Practically,
we contribute by providing the marketers and e-com-
merce players an understanding of their customer’s

privacy concerns and preferences. E-commerce web-

office hours individual is a employee and might have
privacy reservations but after office hours when in-
dividual is with family might relax those reservations.
Thus, targeting and recommending products as per
the browsing hours of an individual might help

e-commerce websites to churn more customers.

VI. Conclusion

In this paper, we have tried to present the various
notion of privacy amongst the individuals. Till date
not much focus has been given to an individual’s
social role and individual’s self-regulation behaviour
towards privacy. We in this study tried to expand
the horizon of understanding on privacy by focussing
on people’s self-disclosure, privacy preferences, con-
cerns, and practices using the theoretical lens of social
penetration theory. The research can be further ex-
tended by implementing the symbolism framework
identifying the magic, metaphor and myths related

sites can create marketing strategies to target custom- to privacy.
ers based on their social roles. For instance, during
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<Appendix A> Interview Questions

. Which the most frequently e-commerce site used by you?

. What does the above mentioned site know about you?

How do you go make transactions on this site?

. If using credit/debit card? Do you prefer to save cards for future ease of transaction ?
What all your family knows about you?

What does government know about you?

What type of information are you willing to share with the government?

What does your employer know about you?

I T I T S

What are the stuffs you prefer to keep it to yourself?

10. Do you have fear of getting your personal information being misused by the government/ e-commerce sites?
11. How do you manage your personal documents?

12. Do you share your laptop with others?

13. If no, then why?
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