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ABSTRACT

As the number of online privacy incidents are increasing, lawsuits related with personal information infringements
have been also growing as well. However, there are large differences between a plaintiff and a defendant
to determine the amount of payment for damages from the incident. After the verdict was made, a plaintiff
is not satisfied with the amount of compensation, whereas a defendant usually tries to their best to reduce
the payment amount. This is because the value for personal information are hardly assessed exactly. In addition,
there is no criteria for calculating the price of the information itself. Since the development of information
technology enables the firms could collect and use any piece of information to identify a particular individual,
the range of personal information has been also broadening. Based on these phenomenon, this study tries
to grouping the types of personal information and exploring the perceived value of types of information.
Therefore, this study could provide a foundation for narrowing the gap of the value of personal information
between the firm and the defendant. Through AHP (Analytic Hierarchy Process), this study finds out that people
usually value more on biometrics information, medical records, and criminal records whereas weigh less for
email address and date of birth.

Keywords: AHP (Analytic Hierarchy Process), Personal Information, Personal Information Value, Priority of Personal
Information

1. Introduction Korea, KB Card Co., NH Card Co. and Lotte Card

Co. A local court sentenced three credit card compa-

In 2014, over 100 million clients' personal data, nies to compensate about eighty dollars to each victim
including bank account numbers and credit ratings, (Ham and Park, 2017). Although the judgment clearly
was leaked from a major credit card companies in confirmed that the liable party was the credit card
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companies because they had not complied with the
privacy protection law and failed to fulfilled proper
supervision duty for their employees in keeping cus-
tomers’ personal information, the amount of com-
pensation made from the judgment was controversial
(Chosunbiz, 2018.02.17). There were strong opinions
that 80 dollars of compensation for each victim is
a way below amount compared with the case made
in other advanced countries in online privacy pro-
tection like US. If we take a deep look in the sentence
made, the court determined the amount of compensa-
tion based on the fact that the card holders’ social
security number was leaked or not. The judgment
implies that social security number has different val-
ue, compared to other personal information, such
as e-mail, name or phone number leaked as well.
Therefore, we can assume that the Korean court rec-
ognized the different value of each types of personal
information. However, the amount of financial com-
pensation is usually determined uniformly, irre-
spective of the types and the amount of personal
information leaked. As a result, there could be a
dispute between a victim who has infringed his or
her personal information and the company which
accompanied with liability regarding the amount of
compensations. Consequently, the companies and
clients could not reach to agreement with the regal
decision so that they decided to continue further
civil or criminal lawsuits (Yonhapnews, 2016.07.28).

As the number of personal information breaches
has risen steeply, people are getting to recognize
the perceived importance of personal information
more compared with the past time. According to
a survey, about 52% of the respondents said that
it would be appropriate to estimate the amount of
compensation per person is more than thousand dol-
lars when personal information is leaked (Security
News, 2016.08.01). The result of the survey shows

that a value of personal information perceived by
individuals is considerably higher than eighty dollars
which is an amount from the verdict made by the
Korean court after the three credit card companies’
personal information breach incidents. It is expected
to be increased in the future that a gap of value
between the victim and the company regarding per-
sonal information when the breach incident happens.
Based on these phenomenon, we assume that the
perceived value of personal information is vary by
each individual and types of information. Therefore,
in this study, we assume that people would value
differently for their personal information and there
would be some common criteria to group personal
information such as biometric information, financial
records and medical history etc. This study adopted
AHP, which is a useful method to derive a priority
by comparing various subjective items, to identify
value order for personal information.

The results of this study can provide the useful
criteria for evaluating appropriate amount of com-
pensations when personal information breaches
occur. In addition, it also contributes to reduce un-
necessary cost for extra litigations arise from a dis-
agreement on a compensation amount. Furthermore,
our study results could be utilized for firms and
governments to establish their policy or law for col-
lecting, processing, and storing customers™ personal

information throughout information systems.

IT. Literature Review
2.1. Type of Personal Information
Personal information is defined as a collection

of data that can be explained the particular in-
dividual’s identity such as names, addresses, lifestyle
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interests, shopping preferences, and purchase histor-
ies of identifiable individuals (Nowak and Phelps,
1995). As various kind of user authentication methods
for using IT devices and other online services like
online banking and mobile payments are becoming
more widespread, a lot of criminal activities that
have intentions to steal personal information are also
increasing as well (Simoens et al., 2012). By using
personally identifiable information (PII), which is
a main target of personal information infringements
crime, the third party can easily identify a particular
individual. In other words, using PII by a third party
without owners' consents can lead to crimes such
as illegal credit card payments and cash withdrawal.
PII is any data that can be used to identify a specific
individual, such as phone number, date of birth,
social security number and behavioral information
of a person (Tasidou et al., 2009). In addition, geo-
location information, biometric data, IP addresses,
login IDs, social media posts, or digital images can
also be classified into PII (McCallister et al., 2010).
Therefore, it can be defined as information which
can be used to trace or distinguish an individual’s
identity either alone or when combined with other
personal information that is linkable to a specific
individual (Krishnamurthy and Wills, 2009).
Users have begun to recognize the value of PII
more importantly than any other personal in-
formation these days since there are growing number
of services including financial services provided on-
line based on user authentications. As a consequence,
their protection intentions for PII have also increased.
Phelps et al. (2000) examined how users' intentions
to provide personal information differ according to
a type of personal information. The results showed
that participants showed the highest intention to
share demographic information (e.g, age and occupa-
tion) among other types of personal information.

However, they had moderate intention to provide
purchase-related information and the least intention
to provide PII such as telephone number, social se-
curity number and kinds of credit cards they owned.
People also have a tendency to consider medical
and financial data is highly sensitive data while their
gender, age or nationality are considered less sensitive
one (Cranor et al, 2000). Prior study provided eviden-
tial research results supporting our study assumption
that users’ perceived importance for each type of
personal information could be varied by types.

There has been an attempt to dassify and categorize
various types of personal information. Each country
has different definitions about what is PII and dassify
them in accordance with their sensitivity and vulner-
abilities (Janczewski and Shi, 2002). Although there
are legal definitions of what personal data and PII
is, and regulations are provided for how they should
be collected and processed by law for each govern-
ment (e.g, in the General Data Protection Regulation
of the EU and in US privacy law), people usually
perceive the value of their personal information dif-
ferently depending on their situations and personal
characteristics (Van Zoonen, 2016). Thus, we aim
to derive the amount of different value for each types
of personal information in PII based on assessments
of people’s perceived importance for each category
in PIL

2.2. Perceived Value of Personal Information

The value of personal information can be defined
by in a perspective of economic, social and personal
value. First, personal information has social value
as it should be protected and managed by law (Yoo
et al., 2009). The value of personal information is
also evaluated as the intention of a customer to pro-

vide personal information in the market, in an eco-
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nomic perspective (Montes et al., 2015). Individuals
perceive value of personal information when they
can achieve expected satisfactions by acquiring specif-
ic services or products through providing personal
information (Kashyap and Bojanic, 2000).

Individuals’ perceived value of personal in-
formation is changing by personal traits and con-
textual factors (Yu et al., 2010). Park et al. (2017)
investigated the value of personal information.
According to their results, an individual’s perceived
value of personal information is influenced by in-
dividuals™ risk aversion and situational properties by
adopting cost-benefit analysis framework. The results
of the study showed, as the individuals’ perceived
risk increases, the value of personal information in-
creases as well. Users who are using open-based SNS
tend to perceive low economic value of personal
information in compared to those who are using
close-based SNS due to their personal dispositions
as openness (Jung and Lee, 2015). Individuals™ per-
ceived value of personal information affects an in-
dividual's information security behaviors. Park et al.
(2014) identified that the users’ perceived value in
the use of location-based services enhances the in-
tention of information security behaviors. Acquisti
(2004), on the other hand, presented, privacy paradox,
that individuals’ perceived value, based on threats,
did not always increase the intentions of information
protection behaviors. Therefore, we can infer in-
dividuals’ perceived value of personal information
dose not generate consistent privacy protective
behaviors.

As we above mentioned, personal information has
a trouble for establishing a fixed economic value
because it is an intangible asset that can be changed
by its given situations or subjects’ characteristics.
Additionally, it does not produce consistent in-

dividuals’ behaviors related on personal information

protection behaviors. Therefore, when a personal in-
formation invasion occurs, a victim has a difficulty
to prove the exact amount of his or her damage
from the incident. A company, which has a liability
for personal information invasion, is also hard to
compensate the correct amount of damage. Thus,
it is necessary to identify the individuals’ priority
of personal information. Deriving priority of in-
dividuals’ perceived value of personal information
will contribute to the establishment of a basis for
calculating appropriate amount of compensation, in
the future. Firms also can forecast customers’ personal
information behaviors based on their priority of per-
sonal information. In this study, we derive the esti-
mated the value of the type of personal information
using AHP, which is suitable for identifying the

priority.

[II. AHP Model

We constructed a hierarchical model for figuring
out the individuals’ perceived value order of personal
information. We divided sensitive information and
PII at first level in AHP model. According to article
23 and 24 of Privacy Act, in Korea, it regulates PII
and sensitive information should be processed
differently. It assumes that whole personal information
consists of PII and sensitive information. Furthermore,
GDPR(General Data Protection Regulation) also clas-
sifies personal information into PII and sensitive in-
formation and it holds sensitive information will be
required more stringent security, since the impact
of dissemination is considered more egregious
Schoch, T. P. (2016). Based on it, a few studies adopted
this classification of personal information and identi-
fied how this type of PII and sensitive information
have to be controlled effectively, in a firm’s perceptive
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(Terzi et al., 2015), at the same time, the others
investigates users’ how perceive or disclose their per-
sonal information differently, according to its type
of it in online (Bansal and Gefen, 2016; Liu and
Lwin, 2016). Therefore, we applied same dlassification
of personal information.

We mainly adopted the type of personal in-
formation classified by Korea Internet Security
Agency(KISA) and modified with related reports
(Enterprivacy Consulting Group, 2017; PrivacySense.
net, 2018). They suggest personal information consist
of next major category: finance, physical, social, on-
line communication and basic information. Based
on this criteria, we construct AHP model as shown
in <Figure 1>.

Health information which includes biometrics
(e.g, DNA code, iris and fingerprints) and medical
information are classified as sensitive information.
Medical information describes an individual’s medi-
cal conditions or physical and mental health, drug

test results, disabilities, family or individual health
history, blood type, prescriptions and health records.
Sensitive information also includes information
about an individual’s criminal activity such as con-
victions, charges and legal responsibilities. We use
criminal records for identifying how users™ perceived
value of social information is different, even though
social information includes military service in-
formation and labor information, as well. The partic-
ipants we target in this study, they have no duty
for military service and do not employed in
workplace. Therefore, we choose only the most com-
mon social information as criminal records, except
for military service and labor information. In this
study, we classified PII into financial, online behav-
ioral and demographic information. Financial in-
formation that identifies an individual’s financial ac-
count and behavioral information that describes an
individual’s on-line overall behaviors or activities.
For example, purchase recodes via online store, email,

Type of Personal Information

Sensitive Personally Identifiable
Information Information
Health Social Financial Online Demographic
Information Information Information Information Information
Biometrics Criminal Records Bank Account Location Data Name
Medical :
Information IP address Date of birth
Online Purchasing
Records Phone Number
Email Photo ID
<Figure 1> AHP Model
158 Asia Pacific Journal of Information Systems Vol. 28 No. 3
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IP address and location data which can be collected
by GPS. Demographic information that describes an
individual’s characteristics such as name, date of

birth, phone number and photo ID.

IV. Research Design
4.1. AHP (Analytic Hierarchy Process)

In this study, AHP (Analytic Hierarchy Process)
methodology was applied in order to figure out in-
dividuals’ perceived value priority of type of personal
information. AHP is a multi-criteria decision-making
method that is used in situations where uncertain
situations or various evaluation criteria are needed
(Byun, 1999; Saaty, 1977). In other words, it is usually
used for treating complex decision making, and may
support the decision maker to set priorities and make
the best decision (Lipovetsky and Conklin, 2015).
It assumes humans’ inconsistency in judgment be-
cause they cannot be always consistent (Ishizaka and
Lusti, 2006; Saaty, 1977). Therefore, AHP is an effec-
tive way when propose a policy by utilizing pairwise
comparisons between the variables and quantifying
participants’ subjective decisions (Ko and Ha, 2008).
By reducing complicate decisions to a series of pair-
wise comparisons, and then synthesizing the results,
the AHP helps to capture both subjective and ob-
jective aspects of a decision (Dyer and Forman, 1992).
The ratio scales are derived from the principal Eigen
vectors and the consistency index(CI) is derived from
the principal Eigen value (Ramanathan and Ganesh,
1994; Saaty, 1994; Saaty, 2003). CI is a measure of
consistency, AHP calculates a consistency ratio (CR)
comparing CI of the matrix in question versus the
consistency index of a random-like matrix (RI). CR
is generally accepted when its value is smaller or

equal to 0.1 (10%), but less than 0.2 (20%) is also
considered suitable for analysis. (Wind and Saaty,
1980).

4.2. Data Collection & Process

We investigated total of 44 participants for identi-
tying the value priority of personal information that
people perceived. We carry out in-death paper-based
survey of AHP model applying for females whose
age is range from 20 to 27. We targeted for participants
who took at least one requisite course related to
information security in university for ensuring their
expertise of information security. Individuals’ percep-
tions of information security are influenced with gen-
der, age and education. Xie and Kang (2015) identified
that male and older users are more likely to disclose
their personal information in SNS because while the
younger and female users are more perceived privacy
risks. Additionally, males are more likely to engage
in downloading and purchasing activities while fe-
males are more likely to engage in messaging activ-
ities, depended by difference of their perceived se-
curity in online (Teo, 2001). These results show that
gender and age impact to users’ overall perceptions
and behaviors of information security. Based on prior
findings, we need to manipulate the demographics
of participants, Therefore, we target for only female
students, who belong to similar age groups and have
an experience of taking a lecture of information se-
curity in university, to control participants’ person-
ality, cultural background and awareness of in-
formation security.

The main purpose of the survey to figure out
the rank of importance of each categories of personal
information. 12 types of personal information, as
described in <Figure 1>, were used to establish the

pairwise comparison matrix and some items were
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<Table 1> AHP Questionnaire

< More important than Equal Less important than —
Factor Factor

5 4 3 2 2 3 4 5
Name Date of birth
Name IP address
Name Email
Name Criminal Records

provided with definitions and examples to help par-
ticipants’ understanding. For example, biometric in-
formation, which may be a relatively new concept
for participants, was presented with definitions and
examples such as fingerprints, iris and genetic
information. AHP allows individuals to choose a val-
ue between 1 to 9 with which to rate the strength
of the relationship between items in order to establish
the pairwise comparison matrix so as to calculate
the related eigenvalues and the eigenvectors (Chiu
et al., 2010). Finally, a questionnaire consisting of
all category of personal information criteria and sub-
criteria of the two levels of the AHP model was
designed and was used to collect the pairwise compar-
ison judgments. The following <Table 1>. shows some
of the items of the AHP we conducted.

To resolve the consistency problem that appears
in pairwise comparisons, the verification of CR was
conducted during the AHP analysis. The responses
were excluded when CR goes beyond 0.2, finally,
39 of them were used. The analysis for this research
was conducted in DRESS 1.5 program. We used geo-
metric mean for identifying each of the weighted
value of personal information.

V. Results of AHP Analysis

After analyzing the priority of personal in-
formation by AHP, the weighted value of biometrics

was the highest at 0.169 which means the participants
in this study regarded biometrics as the most im-
portant personal information in compared to the
others. The weighted value of medical information
was ranked as second with 0.137 value, and the
weighted value of data of birth was the lowest at
0.030. This result indicates that components of health
information (i.e., biometrics and medical in-
formation) had the highest relative importance
among 12 types of personal information. The weight-
ed value for criminal recodes was appeared as the
third importance with 0.108. We can conclude sensi-
tive information which include health and social in-
formation were regarded as more important than
PII. Therefore, it can be explained that it is reasonable
for sensitive information to be more strictly protected
than the other personal information by law. Most
of countries regulate that sensitive information
should be treated with extra caution because its im-
pacts of damages caused by the breaches or leakage
are very serious. Data processing of sensitive in-
formation is also prohibited unless it is an exceptional
case permitted by law. Among online behavioral in-
formation, users responded on the relative im-
portance in the order of location data, IP address,
purchased records and email. We could inference
that users now have begun to recognize the possibility
of re-identification of themselves through a combin
ation of data stored online, such as IP address and
location data. Therefore, in addition to information
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<Table 2> Results

Depth 1 Depth 2 Components Weight Rank
Health Biometrics 0.169 1
Sensitive Information Information Medical Information 0.137 2
Social Information Criminal Records 0.108 3
Financial Information Bank Account Number 0.105 5
Location data 0.084 6
Online Behavioral IP address 0.077 7
Personally Identifiable Information Online Purchasing Records 0.048 9
Information Email 0.035 11
(PID Name 0.033 10
Demographic Information Date of birth 003 12
Phone Number 0.068 8
Photo ID 0.106 4
Total 1.000

that can identify an individual instantly such as Photo
ID or name, information like online purchasing re-
cords that contain the possibility of identification
through combination with other pieces of data
could increase relative importance of the personal
information. <Table 2>. shows the detailed result
of AHP analysis.

VI. Discussions

It is necessary to assess the relative importance
of types of personal information since there are grow-
ing numbers of personal information infringement
accidents. Until now, there are few studies have exam-
ined the value of personal information so that is
is very difficult to assess actual damages and to decide
compensation amount when personal information
breach accidents happen. Although prior studies tried
to assess the value by using an estimation model
(e.g., INSA JO), or a contingent valuation method
(CVM) (Jung and Lee, 2015; Kwon et al,, 2012; Park

et al,, 2017; TAHAOGLU, 2009), they overlooked
that the value of personal information could be difer-
ent according to its categories. Therefore, this study
has an academic contribution by addressing that per-
sonal information needs to be managed by its priority
and the value can be ordered based on its perceived
importance. Most of societies place a biggest emphasis
on the social security number among many other
personal information due to the fact that it is the
most usable key value to identify a particular in-
dividual for any circumstance. As bigdata analytics
methods is developing quickly, any kinds of personal
information can be used to identify particular in-
dividual by combined with other types of personal
information, not only by social security number.
Therefore, the results of this study shed light on
the value of each type of personal information indud-
ing social security number as accordance with fast
changing IT service environments.

Prior researches in information privacy have stud-
ied personal information as a single comprehensive
concept, without distinguishing the type of personal
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information. They mainly have examined how users’
attitudes or behaviors would be changed by their
perceptions toward personal information without
considering its distinctive value for each type.
However, the relative importance of personal in-
formation is clearly different by its type of it, as
we derive from the data analysis results. It implies
the possibility for changing users’ attitudes and be-
haviors in online privacy according to types of person-
al information. Many studies have found that per-
ceived severity and risks of an individual have a
significant impact on his or her personal information
protection behaviors. However, if we divide the per-
sonal information into various types like biometrics
and birth of date, respectively then a result would
be different. Thus, the future research needs to be
carried out to figure out the precedential factors af-
fecting perceived value of types of personal
information. Our study results indicate that our gov-
ernment and firms need to aware the different value
for personal information and to reflect the differences
in managing personal information.

As personal information has been transacted in
the world, it is important to understand that the
differences of the users’ perceived value, depended
by the type of personal information. Financial in-
formation has been already transacted in some of
certain fields, in Korea (Hankyung, 2018.03).
Therefore, we provide a foundation for estimating
the price of personal information. Based on the results
of this study, we can infer that it is appropriate for
the biometrics should be evaluated at a higher price
than e-mail address, in the market. This study also
suggest that a firm should provide compensation
appropriately to victims accordingly the value of in-
fringed personal information. An incident of personal
information leakage had happened in 2014, the re-
sponsible company compensated equally to the vic-

tims regardless of the type and amount of the leaked
personal information. However, the results of this
study suggest that victimized customers would not
feel fair when the firm compensate equally regardless
the type and amount of personal information
breached. Therefore, our study can be used as a foun-
dation for establishing appropriate compensation
framework for personal information infringements.
This study also suggest that a firm should provide
compensation appropriately to victims accordingly
the value of infringed personal information. An in-
cident of personal information leakage had happened
in 2014, the responsible company compensated
equally to the victims regardless of the type and
amount of the leaked personal information. However,
the results of this study suggest that victimized cus-
tomers would not feel fair when the firm compensate
equally regardless the type and amount of personal
information breached. Therefore, our study can be
used as a foundation for establishing appropriate
compensation framework for personal information
infringements.

There are some limitations of this study which
need to be addressed in future research. First, we
extracted representative 12 items among various per-
sonal information because we could not examine
the relative importance of all types of personal
information. We have a plan to establish a more
delicate hierarchical model by adding another person-
al information type such as handwriting styles, speech
patterns, and gait which was not applied in this study.
By constructing two levels of AHP model, in this
study, we could only compare the type of personal
information as in one-level, however, it needs to
be established more in-depth hierarchical structure
to identify more criteria of personal information val-
ue, by applying more personal information. Secondly,
we focused on the overall value of personal in-
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formation, although it also can be divided into social,
economic and personal value. The purpose of this
study is to investigate whether users perceive value
can be differentiated according to the type of personal
information so that we focused on its overall value.
As a result, we demonstrated users’ perceived value
of personal information is different. Based on this
result, we have a plan to conduct a future research
by applying its separated value including personal,
economic and social value. It will help extend the
results of study and contribute to identify users’ per-

ceived value of personal information more, in detail.

Third, this study investigated controlled sample re-
spondents to answer the value by limiting gender,
education, and knowledge level about cybersecurity.
Users’ perceptions of information security are easily
influenced by many of demographic factors like their
knowledge, age, cultural backgrounds, and gender
so that we tried to find out only the perceived value
difference on the type of personal information by
controlling demographic factors of our research
sample. A further study must explore demographic
group differences on the perceived value of personal
information.
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