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Abstract IoT devices are used in many areas to perform various roles and functions in a cloud environment.
However, a method of access control that can stably control the IoT device has not been proposed yet. In this paper,
we propose a hierarchical multi-level property access control scheme that can perform stable access of IoT devices
used in a cluster environment. In order to facilitate the access of the IoT device, the proposed method not only
provides the ID key (security token) unique to the IoT device by providing the IoT Hub, but also allows the IoT
Hub to authenticate the X.509 certificate and the private key, So that the private key of the IoT device can not be
seen outside the IoT device. As a result of the performance evaluation, the proposed method improved the
authentication accuracy by 10.5% on average and the processing time by 14.3%. The overhead of IoT Hub according
to the number of IoT attributes was 9.1% lower than the conventional method.
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Fig. 1. Architecture overview
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Table 1. Notation Definition

Notation Definition
P, Property information
q The private key selected between [2, n—2]
Q The public key computed via g x P
SID Unique identifier
s; Bit sequence
h; Hash chain
idx loT devicer index value
M Important attribute information among attribute
information p,
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Fig. 2. Topology for experimental environment
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Table 2. Simulation parameter

Parameter Value
Network topology Mesh topology
Number of server 1
Number of node 1-50

Number of relay nodes 5
Link capacity 1 Gbps
Link round trip delay 10ms
Internet Timeout Timer 500ms
Number of roads 30
Road length rand(10,50) miles
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Table 3. Compare of Access Control Scheme
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