(A=

DOI:

=
H AR ALy JH Horgylo] Wao] FE3] A4 =L

) Korean Journal of Optics and Photonics, Vol. 29, No. 2, April 2018, pp. 53-57 ISSN : 1225-6285(Print)
https://doi.org/10.3807/KJOP.2018.29.2.053 ISSN : 2287-321X(Online)

Research Trends in Quantum Computational Algorithms for Cryptanalysis

Eunok Bae', Jeong San Kim? and Soojoon Lee!t

!Department of Mathematics and Research Institute for Basic Sciences, Kyung Hee University,
26, Kyungheedae-ro, Dongdaemun-gu, Seoul 02447, Korea
Department of Applied Mathematics and Institute of Natural Sciences, Kyung Hee University,
1732, Deogyeong-daero, Giheung-gu, Yongin-si, Gyeonggi 17104, Korea

(Received February 14, 2018; Revised March 12, 2018; Accepted March 12, 2018)

In this paper, we mainly introduce some quantum computational algorithms that have exponential speedups over the best known
classical algorithms, and summarize recent research achievements in quantum algorithms that can affect existing cryptosystems.
Finally, we suggest a research direction that can improve these results more progressively.
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Aol olga AL WHE T A olZaHe A
wohel opRjelshuo] ZbNls B4 B8 AL o,
AAZARL At o] 23 Blasto] A=A Ql ALE HIo] 3R
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Holc.
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Table 1. Problems that can be expressed as hidden subgroup problems and cryptosystems based on them

Problem Group Quantum Complexity Cryptosystem
Factorization z Polynomial RSA
Discrete log Z, \xXZ,_, Polynomial DH, DSA,

Elliptic curve discrete log Elliptic curve Polynomial ECDH, ECDSA,

Principal ideal R" Polynomial Buchmann-Williams

Unit group R™ Polynomial Smart-Vercauteren

Shortest lattice vector Dihedral group Subexponenial NTRU, Ajtai-Dwork
Graph isomorphism Symmetric group Exponential
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