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Abstract With the rapid advancement of information and communication technology and industrial
technologies, a hyper-connected society is being realized to connect human beings, all programs and
things via the Internet. IoT (Internet of Thing), which connects a thing and another thing, and things
and human beings, gathers information to realize the hyper-connected society. MQTT (Message
Queuing Telemetry Transport) is a push-technology-based light message transmission protocol that was
developed to be optimized to the limited communication environment such as IoT. In pursuing the
hyper-connected society, 10T's sensor environment information is now being used as a wide range of
information on people's diseases and health management. Thus, security problems of such MQTT
include not only the leak of environmental information but also the personal information infringement.
To resolve such MQTT security problems, we have designed a new security MQTT communication by
applying the initial-value sensitivity and pseudorandomness of the chaotic system to the integrity and
confidentiality. The encryption method using our proposed chaotic system offers a simple structure
and a small amount of calculation, and it is deemed to be suitable to the limited communication
environment such as IoT.
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Fig. 2. Temporal behavior of digital chaotic signals
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Table 1. Effectiveness of proposed MQTT protocol
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