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Monitoring in Mobile Ad Hoc Network

Yang Hwanseok

{Abstract)

MANET composed of only wireless nodes is increasingly utilized in various fields.
However, it is exposed to many security vulnerabilities because it doesn't have any
infrastructure and transmits data by using multi-hop method. Therefore, MANET
should be applied the intrusion detection technique that can detect efficiently malicious
nodes and decrease impacts of various attacks. In this paper, we propose a distributed
intrusion detection technique that can detect the various attacks while improving the
efficiency of attack detection and reducing the false positive rate. The proposed
technique uses the cluster structure to manage the information in the center and
monitor the traffic of their neighbor nodes directly in all nodes. We use three
parameters for attack detection. We also applied an efficient authentication technique
using only key exchange without the help of CA in order to provide integrity when
exchanging information between cluster heads. This makes it possible to free the
forgery of information about trust information of the nodes and attack nodes. The
superiority of the proposed technique can be confirmed through comparative

experiments with existing intrusion detection techniques.

Key Words : Intelligent Intrusion Detection, Malicious Nodes, MANET, Trust Management
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private void nodeClassfier(double avgPf, double avgPg, double avgPd)
i
if(N[i].Pf >= (avgPf + (avgPf * 0.2)) |
N[i].£f = -1;
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)
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