Journal of the Korea Convergence Society ISSN 2233-4890
Vol. 9. No. 2, pp. 151-156, 2018 https://doi.org/10.15207/JKCS.2018.9.2.151

An Advanced Watermarking Algorithm with Reversibility
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Abstract In this paper, an efficient reversible watermarking algorithm is proposed. By using the proposed algorithm,
it is possible to increase the amount of copyright-related information to be embedded in cover image. Depending
on the spatial locality and surface characteristics, it is possible to precisely predict the pixel value using neighboring
pixels. If the predicted pixel value almost the same as the pixel value of the cover image, the differential value
between the predicted pixel value and the pixel value of cover image is very small. So, the frequency is increased
greatly at the peak point of histogram of difference sequence. Thus, it is possible to increase greatly the amount
of secret data to be embedded in cover image. The experimental results show that the proposed watermarking

algorithm is superior to the previous algorithms.
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1. Introduction

Reversible watermarking is an important scheme to
hide secret data related to copyright into cover image.
The result image is called watermarked image. The
secret data and original cover image can be extracted
from the watermarked image. The recovered cover
image and the extracted secret data from watermarked

image are equal to the original cover image and original

secret data respectively. The quality of watermarked
mmage must be excellent to satisfy the imperceptibility
of watermarked image.[l,2] In most watermarking
algorithms which were proposed to enhance the image
quality of the watermarked image, the restored cover
image obtained after extracting confidential data from
the watermarked image does not coincide with the
original cover image due to distortion.[3] Reversible

watermarking algorithm is important for medical
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applications, military applications, and digital library
applications etc.[4]

Recently, various reversible watermarking algorithms
have been proposed.[2-15]. NSAS algorithm was
proposed by Ni etc. to embed secrete data into cover
image using histogram shifting.[2] The maximum
number of bits to be embedded in cover image are
limited to the number of pixels at peak point in the
histogram of cover image. To overcome the limit of
NSAS, APD(Adjacent Pixel Difference) algorithm was
proposed by Li etc.[3] In APD scheme, the similarity
between adjacent pixels was used to increase greatly
the frequency at peak point in histogram of difference
sequence of cover image. The maximum number of bits
to be embedded of APD is much greater than that of
NSAS.

To mmprove the performance of APD, this paper
proposed an efficient reversible watermarking
algorithm. In the proposed algorithm, spatial locality
and surface characteristics are used to predict pixel
value. If the predicted pixel value almost the same as
the pixel value of the cover image, the differential value
between the predicted pixel value and the pixel value of
cover image is very small. So, the frequency is
increased greatly at the peak point of histogram of
difference sequence using prediction image and cover
image. The proposed algorithm increases the frequency
greatly at the peak point in histogram of difference
sequence of cover image. So, the embedded data are
much greater than that of APD. In this paper, an
efficient watermarking algorithm that is improvement
of existing algorithms[13-15] was proposed to enhance

the performance of APD.

2. Related works

Ni, Shi, Ansari, and Su proposed NSAS algorithm to
embed secrete data into cover image using histogram
shifting. The frequencies at the largest peak point and
the second largest peak point in the histogram of cover

image are very small. The maximum embedding bits
are equal to the sum of the frequencies at the largest
peak point and the second largest peak point in the
histogram of cover image. So, the maximum number of
bits to be embedded in cover image is very small.
Actually, the frequencies at the largest peak point and
the second largest peak point in the histogram of
512x512 gray scale Lenna image are 2,859 and 2,842
respectively. Thus, the maximum embedding bits are
limited to 5,701 for 512x512 gray scale Lenna image.

Li, Yeh, and Chang proposed APD(Adjacent Pixel
Difference) algorithm to overcome the limit of NSAS.
In APD algorithm, the similarity between adjacent
pixels was used to increase greatly the frequency at
peak point in histogram of difference sequence of cover
image. There are similarity between adjacent pixels in
natural image. So, the difference is very small between
adjacent pixels. Thus, the frequencies at the greatest
peak point and the second greatest peak point in
histogram of difference sequence of cover image are
very large. Actually, the frequencies at the greatest
peak point and the second greatest peak point are
25,010 and 23,414 respectively for 512x512 gray scale
Lenna image. The maximum embedding bits are 48424
bits for 512x512 gray scale Lenna image. So, the
maximum number of bits to be embedded of APD is
much greater than that of NSAS.

3. Proposed algorithm

In general, spatial locality exists in natural image.
So, pixel value can be predicted precisely using
neighbor pixels at a region with high spatial locality.
Figure 1 shows a position its coordinate is (x;,y;) and
its neighboring pixels. Spatial locality at a position can
be checked as equation (1), (2). If dev(x;y;) is less than
threshold value(8), the locality at the position is
considered as high. P(x-,y;-1)is equal to A.
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Fig. 1. Pixel value prediction

Vi(x,y7)=int{{P(x3-1,¥5-0) + P, yi-) P31, ¥7-1) P01, 33) +
{P(xi-2,¥7-1)tP(Xiu0,¥;-1) P (Xp2,y7)) Fra}/(4+3%a)
+0.5)

(1

dev(xiyy)=abs(Vi—  P(xi,yi)+abs(Vi-  P(X,yi-0))+
abs(V1—P(x1,1-1))+abs(Vi— P(Xiq,y]‘))"'{abS(Vl—
P(ioyi))+ abs(Vi-(xi2yi-0)+abs(Vi-P(xi2,y7)
Pra

2

Prediction image can be generated from left to right,
from top to bottom in inverse s—order. Pixel values of
top 1 row and left-right 2 columns in the prediction
mmage are equal to the pixel values of cover image. The
other region of prediction image is called predictable
area. If the locality of a position in predictable area is
low, pixel value prediction is not executed at the
position and the pixel value of cover image is copied to
the pixel value of prediction image. If the locality of a
position in predictable area is high, pixel value
prediction is executed at the position as follows. First,
the surface characteristics is estimated at the position.
The slope of x—axis direction at left side is (C-B), and
the slope of x-axis direction at right side is (D-C) and
(G-C). If the slope of x—axis directions at left side and
right side are all positive or all negative, the surface
characteristics at the position is considered as simple
inclined surface. If none is greater than J times of the
other slope, the slope is considered as simple inclined
surface with the slope of small change. If anyone is
greater than J times of the other slope, the slope is
considered as simple inclined surface with the slope of

abrupt change. If the slope of x-axis directions at left

side and right side are all zero, the surface
characteristics at the position is considered as flat
surface.

If the surface characteristics at the position is simple
inclined surface with little change slope or flat surface,
the predicted pixel value is calculated as equation (3).
If the surface characteristics at the position is not
simple inclined surface and flat surface, or simple
inclined surface with abrupt change slope, the predicted
value is equal to Vi of equation (1).

Cover mmage sequence C and prediction image
sequence P can be generated by scanning the cover
image and prediction image respectively from left to
right, from top to bottom in inverse s-order. The
difference sequence D can be generated as equation (4).
Histogram of difference sequence D can be generated
to find the largest peak point(PP)), the second largest
peak point(PP,), the closet zero pointl(CZP;), and the
closest zero point2(CZP). PPy, PPy, CZP,, and CZP; are
the information to shift difference sequence D. The
shifted difference sequence DS can be generated as
equation (5), (6). Secret data are embedded into DS as
equation (7), the result sequence is DE. Watermarked
image sequence W is generated by using C and DE as
equation (8), where n=(image width)*(image height).
Watermarked image is generated in inverse s-order by

using watermarked image sequence W.

Predicted pixel value=int{(B+C+D+G)/4.0+0.5}
(3)

D, =1C;—P;, elseifl5 A 3k AL (4)
C, 1 —C,; otherwise (¢5 Z Azt 7|ALE)

— ifi=0orD, & [PP, +sd,,CZP;] 5)

P D, +sd, if D; € [PP; + sd;, CZP,]
1 if PP, <CZP,

= ] ] e

56 {—1 it czp, <pp, “herej<{1:2) ©)
DS ifi=0or F';# PP; or data =0

DE; = {Dsi + sd; if F'i= PPj]and data=1 ™
_ [DE, if i=0

Wi_{CilDEi if1<i<n—1 ®
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The process of secret data extraction and original
cover image restoration is as follows: Scan the pixels
of watermarked image from left to right, from top to
bottom in inverse s—order. The result sequence is W.
While increasing the value of i, each position can be
determined whether predictive area or not. In the case
of predictive area, it is possible to check the pixel value
at the position of watermarked image is predicted pixel
value or not. So, the extraction mode can be determined
at each position. There are 3 extraction mode. Secret
data extraction and original cover image restoration at

each mode are executed as follows:

Mode 1: In the case of top row of the image(i<
imagewidth), the prediction value was not used at
previous position and current position. Restore DE; and
G as equation (9), (10).

Mode 2: In the case of predicted value was used at
current position. Restore DE; by using equation (9).
Restore Cover image sequence C; by using equation
(11), (12). RP; is a calculated prediction value at
iMocationduringrestorationprocess.AV; is an associated
value for restoration of C.

Mode 3: In the case of predicted pixel value was
used at previous position, but the predicted value was
not used at current position. Restore DE; as equation
(9), and restore C; by using equation (13).

Secret data are extracted from DE as equation (14)
and original cover image is restored in inverse s-order

by using cover image sequence C.

[c ifi=0
DE; = C,_;,— W,  otherwise ©
W, it =0
_JW;tsd elseif 1<=i=<n—1and
G = C;_, —W,E[PP, +sd , CZP,] (10)
W, otherwise
C=RP+AV; (11)
AV {cilwisdj if C;_, — W, €[PP; +sd, CZP;]
N (O A otherwise (12)
G=RP; - AV, 13)
.o if  DE, =PP
Extraction hit = {1 else if DE, =PP; +sd (14)

If the threshold value (8 is 0, the proposed
algorithm works the same as the APD algorithm. By
applying the proposed algorithm, it is possible to embed
much more secret data into the cover image and the
secret data and original cover image are restored from

the watermarked image without distortion.

3. Experimental results

512x512 gray scale images such as Lenna, sail-boat,
Barbara were used as cover image to evaluate the
performance of the proposed algorithm. The ASCII
code of the abstract of this paper was used as secret
data. The value of a is 0.09, and J'is 4. The notation
proposed() was used to denote that the experiments
were carried out by applying the proposed algorithm
with the threshold value( ). The experimental results
are shown in table 1. If threshold value(® is 0, the
prediction image is equal to cover image. So, the
proposed algorithm works the same as the APD
algorithm when threshold value(f) is zero. The cover

image and watermarked images are shown in figure 2.

Table 1. Experimental results of the proposed
algorithm
Predicti Avg. | Num Increase
Algori | Embedd PSNR on predict| o rate of
Image - ed (dB) hit ‘on redict embedd
thm bits ratio o Predictl o4 pits
(%) error 0n (%)
APD | 48424 | 48.60 X X X X
Pro(0) | 48424 | 48.60 X X X X
Lenna
Pro(12)| 58167 | 34.08 | 1690 | 2.03 | 151,13 | 20.1
Pro(24)| 62,492 3098 | 1509 | 246 | 20353 | 29.1
APD | 30,880 | 4842 X X X X
sail- | Pro(0) | 30,830 | 48.42 X X X X
boat |pro(12)| 35825 | 3301 | 1447 | 2.89 | 8242 16.0
Pro(24)| 37939 | 2766 | 1059 | 4.08 | 16059 | 229
APD | 30,487 | 48.42 X X X X
Pro(0) | 30,487 | 48.42 X X X X

Elaine
Pro(12)| 31,690 | 3243 | 1193 | 3.70 | 6641 3.9

Pro(24)| 34593 | 2663 | 8.32 477 | 17717 | 135
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(a-1) Lenna,
cover image

(a-3)

(b-1) sail-boat
cover image

(0-3)
Proposed(12)

(c-1) Elaine
cover image

@2
Proposed(0)=APD

(a-4)

(b-2)

(b-4)

(c2)
Proposed(0)=APD

(c-3) (c-4)
Proposed(12) Proposed(24)

Fig 2. Cover images & watermarked images

Increasing the threshold of the (0 from 0 to 24,
PSNR value of watermarked image is decreased.
However, visually the watermarked image is almost
same as the cover image as shown in figure 2, and the
embedding data are increased greatly. By applying the
proposed algorithm, it is possible to embed secret data
at different levels into the cover image. Also, the secret
data and original cover image can be restored from the
watermarked image without distortion. So, the
proposed algorithm is very useful for the medical
applications, military applications, and digital library
applications etc.

3. Conclusions

This paper proposed a reversible watermarking
algorithm to hide secret data into the cover image.
When the proposed algorithm is applied to
watermarking, it is possible to embed huge secret data
into cover image at various levels. The visual quality
of watermarked image is almost same as the cover
image, and the number of embedded bits was increased
up to 29.1% compared to the APD algorithm. The
embedded secret data and original cover image can be
restored from the watermarked image without loss. So,
the proposed algorithm is very useful for reversible
watermarking for the medical applications, military
applications, and digital library applications etc.
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